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Using ‘The Tightrope’ in Training and
to Raise Awareness

A common feature in many cases of fraud and corruption is that there were obvious
indicators or red flags which should have raised suspicions. However honest
employees either did not notice them or, if they did, they ignored them because
they did not understand their significance.

That is why organizations which have suffered from fraud have realized that
one of the most important preventive measures is for all employees to be
empowered to prevent fraud and corruption through effective training and
awareness programmes.

We believe that the anatomy of a fraud that’s presented in The Tightrope will be a
very useful tool for training and raising awareness right across your organization. It
provides a highly readable and very realistic picture of how fraud and corruption
can develop and the kind of signals that employees might pick up, if they are alert
to them.

To help you use The Tightrope in your training or to raise employee awareness of
fraud and corruption, Gower will supply a free version of this part of the book, as a
pdf file, to anyone who has purchased a copy of Fraud and Corruption. You may use
the pdf to share The Tightrope with people right across your organization, whether
in a formal training session or as part of internal communication, that’s entirely up
to you.

The only caveat is that we ask that you respect the authors’ copyright and moral
rights and do not circulate the material to anyone outside of your organization nor
that you amend or adapt the text that is provided in any way.

To obtain your copy of The Tightrope as a pdf, simply contact our marketing
team by post or e-mail, including your contact details: Name, Job Title,
Organization, Address and e-mail address and we will send you a copy on CD ROM.

The Marketing Department, 
Gower Publishing, 
Gower House, 
Croft Road, 
Aldershot,
Hampshire,
GU11 3HR, 
UK.
e-mail: marketing@gowerpublishing.com 



Foreword by Christopher Flint*

The increasing pressure being applied to corporate business, whether through the
Sarbanes-Oxley legislation, UN or EU directives, consumer watchdogs or
increasingly inquisitive accounting procedures, is beginning to have a positive
effect. It is forcing corporate business to introduce more effective controls to
prevent and reduce the incidence of fraud and corruption. However there is still
much to be done as illustrated by the collapse of a number of conglomerates, with
hapless shareholders and stakeholders taking the brunt of the personal greed of
senior directors. The extent of fraud and corruption within the business community
has been assessed as a multi-billion-dollar industry and the need for increased
vigilance is probably greater now than ever. No part of the corporate business
structure is safe from predatory attacks. These attacks come in a variety of guises
including the use of fictitious invoices, false payment instructions, leaking of 
price-sensitive information, transfer of knowledge to competitors in exchange for 
a bribe, illegal trading of company shares, sale of company property, or alterations
of bank account details to divert payments to an employee’s account amongst
others.

Nigel Iyer and Martin Samociuk have produced an exceptionally detailed
handbook on ways and methods to identify fraud and corruption within corporate
organisations. Their explanation of the various procedures which could be adopted
to prevent fraud and its companion corruption is extensive and based on
considerable investigative experience. They have also incorporated an innovative
corporate case novel called The Tightrope which demonstrates the nature of fraud
and corruption as well as the challenges in actually doing something about it and
the determination needed to secure a lasting solution. The novel is based on an
amalgamation of hundreds of incidents of corporate fraud and corruption and the
authors’ quite exceptional range of experiences. This gives strong credence to the
many sensible and innovative prevention methods that they recommend. 

Fraud and Corruption is essentially a reference book. Its aim is to recognise the
sheer scale of the cost of fraud and corruption to business. Through raising
awareness and by introducing appropriate training for the management of
incidents the author’s argue that significant improvements can be achieved if
cognisance is taken of the behavioural and transactional ‘red flags’ by which
fraudulent and corrupt behaviour can be identified within corporate business. The
book has a range of detailed and useful Appendices which provide the basis of
training for senior managers, team leaders, supervisors, and line managers in the

*Christopher Flint is a founder member of the European Institute of Corporate Security Management
(www.eicsm.org) and the former head of security of Cadbury Schweppes Plc. A number of EICSM
members kindly provided comments on The Tightrope.

www.eicsm.org


form of workshops, practical training scenarios and a system for measuring fraud
and corruption resistance.

This book could appear rather daunting through its sheer size and depth of
detail but that is also its strength. For a business however, which is serious to ensure
that its own defences to fraud and corruption (both internally and externally) are
sufficiently robust, it is an essential addition to the library of the chief financial
officer and the risk manager. It will help them to put in place awareness
programmes to recognise the risks, prepare appropriate policies and implement a
business strategy. Each of these processes is carefully described.

Nigel Iyer and Martin Samociuk are to be congratulated on producing this
exceptionally well researched and relevant handbook with its uncompromising
message to corporate businesses to mend their anti-fraud and corruption fences and
use the helpful and easy to follow workshop material. There is little doubt that
shareholder scrutiny will not tolerate any indifference to this corporate threat. As
the authors contend it is about: ‘measuring how good an organisation is at doing things
in practice, not just fulfilling legal and other requirements on paper.’

If corporate businesses take heed of the advice offered they will have taken a
significant step in controlling the cost of fraud and corruption, and importantly, in
establishing a reputation for financial scrutiny and control. Not least this would
make shareholders a lot happier.

xiv F r a u d  a n d  C o r r u p t i o n



CHAPTER 1 The Greatest Unmanaged Risk

Corporate fraud and corruption are arguably the greatest unmanaged commercial risks of the
day. But are management taking fraud and corruption seriously enough by making
prevention integral to their business strategies? Many executives would argue that they are,
after having spent the last couple of decades implementing extensive corporate governance
and control frameworks which are supposed to do just that. Furthermore, these frameworks
are regularly reviewed by internal and external auditors, lawyers, risk managers, compliance
officers, audit committees and non-executive directors.

However, in spite of tougher legislation and vociferous corporate rhetoric in recent years,
not that much has changed in the world of fraud and corruption. Reports of major frauds and
bribery scandals are just as prevalent now as they were twenty years ago.

Could this be your organisation?

An email arrives at head office alleging that certain directors have been buying personal items on
the company’s account and that some of the marketing expenses are not genuine. Furthermore,
people who have spoken up are being quietly dismissed. It’s not the first email of this kind and
rumours to this effect have been circulating for a while. However, financial results in the region are
strong and local management resents interference. The tone of the emails is increasingly angry and
some of the claims about fraud and corruption are hard to believe.

You are one of seven recipients of this email. You are not directly responsible for the division
concerned and it is easier to close your eyes to unsubstantiated claims by assuming that they
cannot be true. 

What you are unaware of is that if enough resources were actually dedicated to uncovering the
whole truth then you would find that many of the allegations are in fact true and just the tip of an
iceberg. In reality profits are declining, losses are being systematically hidden in the books, some
managers have covert ownership in business partners via offshore companies, property frauds are
taking place and bribes are being paid in violation of the code of conduct.

You may think that this sort of thing would never occur in your organisation, but are you
sure? At first glance, any organisation may appear to have procedures and controls in place to
prevent fraud and corruption, but when examined through the sharp eyes of a criminal, it
quickly becomes evident that many different methods of fraud and corruption could easily
succeed. And when you are in business, fraudsters, corrupt employees and corporate
psychopaths are always looking to find a way round your controls if they can.

If you would like to find out if your organisation’s defences are in fact a paper tiger, and if
you wish to prevent fraud and corruption, to detect cases as early as possible and to put the
lost profits back then this book is most definitely for you.



Overkill in bureaucracy and legislation

In recent years there have been improvements in reporting requirements and a greater level
of awareness, but a lot still has to be done to prevent the recurrence of fraud and corruption.
Rather than making the prevention of fraud and corruption central to their management
style, many executives still tend to rely on the belief that people are honest. During
numerous workshops over the past twenty years, we have been repeatedly told by employees
in both large and small organisations that despite all the focus on controls, they can easily
spot ways to defraud the organisation. The reason they haven’t done it is because they are
honest. Sadly, the spate of recent corporate collapses and the fact that investigators around
the world continue to prosper shows that there are plenty of dishonest people around.

So much time and effort has gone into creating corporate responsibility agendas, defining
corporate governance and internal controls frameworks, and implementing risk
management strategies that very little time has been left to get to grips with the actual risks of
fraud and corruption, the way criminals think and the methods that they use. Fraud and
corruption differ from many other risks in that they are aggressively perpetrated against the
company by intelligent people who are continuously looking, covertly, to identify and target
new loopholes for new opportunities. That is why it comes as a distressing shock to
management and employees alike when a fraudster or corrupt individual is uncovered; the
honest people find it very difficult to believe that dishonest people will affect their
organisation.

Extensive efforts have been made around the world to improve laws and definitions to
ensure that legal processes are capable of adequately punishing fraudsters, corrupt employees
and corporate psychopaths. Up until now we have not seen the same effort made by
organisations in detecting attempts and preventing them succeeding in the first place. 

Furthermore, the overkill in bureaucracy and legislation is something which
international criminals understand only too well. Provided they can stay one step ahead by
using the latest tools and technology and are able to move money around offshore
destinations, they face very little prospect of being caught. Even if the money is traced and
they are facing charges, they usually can afford lawyers who have the capability and
resources to win the war of attrition against government prosecutors.

A way of making money is to stop losing it 

Once the opportunity to stop losing huge sums of money is recognised at the board level,
there are effective measures which can be put in place to prevent fraud and corruption. Even
for multinational organisations, the solution to the problem has to come from within
because there is little help from governments or regulators on an international level.

Tackling fraud and corruption on an international level is always difficult as it takes so
long to get agreement as to how to go about it. Even agreement on the definition of fraud and
corruption is nowhere near an international standard. There are dozens of definitions of
fraud and corruption in use around the world. 

This book is aimed at helping commercial organisations boost profits by increasing
resistance to fraud and corruption. Therefore we have adopted the widest and simplest
definitions and classifications of fraud and corruption along the lines of ‘any unethical act
done by anyone, which diminishes the value of the organisation’.
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For the definition of fraud, we are using:

• ‘an intentional act by one or more individuals among management, those charged with
governance, employees, or third parties, involving the use of deception to obtain an unjust
or illegal advantage’ (International Auditing and Assurance Standards Board, 2004).

For the definition of corruption we are using:

• ‘the abuse of public or private office for personal gain’ (which is adapted from a World
Bank definition by Huther and Shah in 2000 and the simplest we could find to apply to the
commercial sector).

Therefore for practical purposes and to cover as many forms of inappropriate commercial
behaviour as possible our definition of fraud and corruption covers:

• any form of theft in the widest sense.
• deception in reporting
• corruption and bribery in the widest sense.

and any other form of dishonest or unethical activity which eats into profits or harms
reputation or the organisational culture.

It still may take years to reach international agreement on the definitions of fraud and
corruption and on what it costs organisations and economies. Rather than waiting for precise
international definitions to materialise we propose that organisations start tackling the
problems by gaining a better understanding of the fraud and corruption risks that they face
and then developing a much greater level of resistance to them.

Whether you are an employee, a manager or an executive director it makes sense to pay
more attention to the behavioural aspects of fraudsters, corrupt employees or corporate
psychopaths, rather than being blinded by accounting, legal or procedural issues.

Even were you to look at the potential fraud and corruption risks in your own job
function, you should be able to see that there are ways to bypass the controls. If you cannot,
then we hope to open your eyes to the world of possibilities of committing fraud or indulging
in corrupt behaviour which exist. It is only once you have recognised the potential, that you
can do something to prevent fraud and corruption.

Our aim with this book is to provide the practical solutions which create value and
improve resistance to fraud and corruption. The story, called the Tightrope, included in this
book, is based on an amalgamation of real-life experiences. Many of the corporate issues
raised by fraudsters, corrupt employees and corporate psychopaths are illustrated there.

T h e  G r e a t e s t  U n m a n a g e d  R i s k 3
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CHAPTER 2 Fraud and Corruption
Demystified

The true cost of fraud and corruption

There is a wealth of academic and empirical research which demonstrates the extent and effect
of corporate fraud and corruption. For example, research by the Association of Certified Fraud
Examiners (2002, 2004, 2006) in the US across a wide range of industries has repeatedly
indicated that:

• fraud and corruption are widespread problems that affect practically every organisation
• the typical organisation loses 5 per cent of its annual revenues to fraud and corruption.

These US reports use the term occupational fraud and abuse to describe fraud and corruption
stating that nearly half the incidents were detected by a tip-off rather than by active
monitoring and control.

Corruption all over the world is a well-known and major problem. The word corruption
features regularly in news bulletins and current affairs programmes. In some industries, for
example construction, corruption can be found at every stage of the process, project and
supply chain (Stansbury, 2005). It can involve major multinational companies, banks,
government officials and trade unions 

Recent national surveys on the cost of corruption tend to confirm the scale of the
problem. In 2003 the World Bank Director for Global Governance, Daniel Kaufmann, said
that a rough but conservative estimate of the cost of corruption to the global economy was 5
per cent of the world economy or about $1.5 trillion per year (Kaufmann, 2003).

However, the mounting piles of research, surveys and statistics are of little value in
organisations if board executives and senior managers are reluctant to take fraud and
corruption seriously. 

Many senior executives believe either that their organisation is so much better than
others that the likelihood of fraud and corruption is low, or alternatively that since there
have not been many problems in the past then there cannot be any. They wait for a tip-off,
and as a result, are often waiting whilst the damage is being done.

Once executives have experienced the effects of a major fraud or corruption scandal there is
very little need to convince them to invest in preventing a reoccurrence. They also realise that
their past inaction has led to significant losses. Because these losses eventually come off the
bottom line, every dollar lost reduces net income by the same amount. If the profit margin of
the organisation is say 10 per cent, then to recover the lost income requires 10 times the revenue
to be generated. Hence to recover a $10 million loss requires $100 million of extra revenue.

In most cases the hidden indirect costs such as constraints on expansion and
development, damage to reputation and employee morale greatly outweigh the direct costs.



Finally the costs of investigation are not to be taken lightly. If a case is complicated and
involves the international movement of funds, then the investigation costs can be very
complex. It is not unusual to spend $1 million on investigating a $10 million fraud. If it
involves international money movement and offshore tax havens, this can cost from 30 per
cent to 100 per cent of the amount lost.

Probably the single largest, and most ignored, cost element of fraud and corruption is the
cost of all the on-going cases which have not been discovered and which are being carried by
the organisation.

Unfortunately, managers rarely set out to look for hidden costs (see Figure 2.1) caused by
fraud and corruption and tend to ignore the warning signs.

Example

A multinational company recruited a new superstar to bring in fresh ideas to its management
training schemes and gave him a free rein and a reasonable budget. The new manager immediately
brought in some purportedly world-renowned management consultants. In order to be able to
afford these consultants, it was necessary to displace (or make redundant) some of the employees
in the training department. 

It was subsequently discovered that the consultants (which were actually three front
companies, all sharing the same remote farmhouse address) used low-paid sub-contractors to do
the actual work. At least 80 per cent of the $2 million invoiced was discovered to be fictitious and

6 F r a u d  a n d  C o r r u p t i o n

Figure 2.1 Hidden costs



the owner of the front companies had, amongst other things, settled the new internal training
manager’s divorce payment as a reward for his cooperation. Worse still, he had been involved in a
similar scheme in his previous job. In a post-mortem, it was estimated that at least 200 other
senior managers had the same possibilities of abusing their budgets without this being detected by
the routine internal controls. It was discovered later when a fraud and corruption health check was
performed on major suppliers and their invoices that some simple tests would easily have detected
this case and a number of similar incidents.

Given the speed at which business is done today, invoice approval and budgetary control are
inadequate to prevent misuse of organisational funds. The average time taken by managers
to check an invoice or payment instruction prior to approving it is about 15–45 seconds, with
only a cursory glance if they believe that someone else has previously looked at it and given it
the OK. Quite often, the person authorising the payment does not understand the
underlying transactions which generated it. In spite of this, signatures and segregation of
duties continue to be one of the main anti-fraud controls for many organisations. Fraudsters
have realised that this opens up sizeable opportunities which can be exploited.

Example

A manager with a severe gambling problem used a ballpoint pen containing erasable ink to make
out a spurious cheque to a genuine payee. He waited until his director had an office full of people
before knocking on the door and requesting an ‘urgent’ signature. The director verified that the
cheque was made out to the expected payee and signed it without querying the supporting
documentation. After this the manager rubbed out the payee name, inserted his own name and
cashed the cheque. He used this technique to raise dozens of cheques over a number of years and
obtained more than $5 million. The fraud only came to light when he went on holiday as a guest of
the betting agency and a colleague discovered how he had been hiding discrepancies in the books.

This simple example illustrates why it is so difficult to measure the hidden cost of fraud and
corruption. On the face of it, controls are working as they are supposed to, but in reality they
are a comfort blanket concealing numerous opportunities. 

Who are the perpetrators?

Fraud and corruption take place because an individual, or group:

• sees an opportunity to make money or obtain other benefit
• is motivated to act
• believe they can get away with it.

If asked to think about it, most honest people are usually able to spot opportunities to
commit fraud or make money through corrupt relationships. They can also usually work out
a method whereby they believe they will not get caught. However, because they are honest,
they believe that they will never take advantage of that opportunity. That is until the day
when their circumstances change in a way that provides them with the motivation. 

At the opposite end of the scale to those who believe they are honest we find the
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professional fraudsters, organised criminals and corporate psychopaths. These people have
such a pronounced desire for money that they always have a motivation to steal. They
actively seek out opportunities and continuously test the system so that they know they can
get away with it.

There are circumstances where corruption is considered acceptable too. For example,
some people and companies feel that paying bribes in countries like Angola, Brazil, Indonesia
or India, which they perceive to be corrupt cultures, is acceptable and legal.

Employer pressure can make questionable business practices seem acceptable. In the
1990s, it was accepted practice for analysts in certain investment banks in the US to provide
misleading advice to investors in order to promote the shares of favoured corporate clients,
or for short-term traders in some mutual funds to make profits to the detriment of long-term
shareholders, providing they did it in the name of making profit for the company.

But even in the absence of the sort of pressure and factors described above, what is it then
that motivates seemingly honest employees to commit fraud or take a bribe? 

If you ask a group of people whether they are honest, the answer is nearly always ‘Yes’.
However, if you then ask them to answer certain questions as honestly as they can, they
begin to realise that their perception is not always so clear-cut. Try and answer the questions
in Table 2.1 below.

Table 2.1 Perception of honesty

8 F r a u d  a n d  C o r r u p t i o n

Question Have you ever? Your answer (Y/N)

1 Used unlicensed software or illegally copied music?

2 Knowingly not paid your bus or train fare?

3 Taken items of office stationery or equipment to use at home?

4 Knowingly inflated a private insurance claim?

5 Paid tax-free cash to a builder, plumber, electrician, etc?

6 Knowingly exceeded the speed limit?

7 Added things that you shouldn't have to your travelling expenses?

8 Claimed a benefit you know you really should not have?

9 Told a white lie about your qualifications?

10 Deliberately not paid parking fines?

11 Taken and not declared a gift from a supplier or customer?

12 Paid a bribe to get a contract?

13 Stolen anything?

14 Submitted personal expenses such as golf club membership or

private entertainment as a company expense?

15 Channelled company purchases or services through another

company in which you or family members have a personal interest?

16 Under-declared or omitted items from your tax return?

17 Brought items through customs which you should have declared?

YOUR SCORE YES _ _ _ NO _ _ _



If you answered the questionnaire honestly, how many did you answer ‘yes’ to?
Of the many hundreds of times that we have asked these questions to audiences, there

have been very few instances when someone answered ‘No’ to all the questions. In these
cases, it was almost always because the persons thought that by answering ‘Yes’, they would
implicate themselves, so they were just protecting their backs. Also, in some cultures people
find it embarrassing to answer ‘Yes’ to this type of question so again they will take the easier
route by saying ‘No’. 

There have been numerous occasions where people have answered ‘Yes’ to five or more
questions and yet still thought of themselves as fundamentally honest. 
The number of times when someone answers ‘Yes’ depends on the person’s attitude to risk
taking. For example, it is common to find that senior managers, particularly a chief executive
officer (CEO), will answer ‘Yes’ to more than five questions, whereas more cautious
individuals such as accountants or human resource managers will usually answer ‘Yes’ to less
than five. 

Nearly everyone bends the rules, but just how far you go depends on your own
personality and view of the risk of getting caught. CEOs are natural risk takers and hence
seem to be willing to bend the rules more than others.

Some companies also recognise that employees may bend the rules, for example, by
taking the odd pen or piece of stationery home. Such practices are accepted, providing that
they do not develop into wholesale removal of boxes of materials to sell privately. Then, a
minor bending of the rules becomes a more serious fraud.

Whichever path people take to migrate from bending the rules to more serious
dishonesty depends on whether they are ever faced with a set of circumstances that alters the
threshold above which they are basically honest, to a level where they can justify to
themselves that fraud is acceptable.

For example, let’s suppose a person has children, and is also the owner of a password to
access the company’s payment systems. If a criminal group kidnapped the children and told
the person they would be returned in exchange for giving them the password, so that the
criminals could commit a fraud, it would probably be sufficient pressure for the person to
cooperate.

There has also been a lot of discussion and analysis as to whether certain remuneration
schemes have had the unintended consequence of motivating senior executives to commit
fraud. It has been very common in the past for executives’ remuneration to be tied to targets
based on a company’s earnings and share price. Executives who meet their targets can expect
higher base salaries, huge cash bonuses and allocation of a large number of share options.
There is thus a very strong incentive to meet the targets, and some executives have resorted
to dubious or fraudulent practices in order to meet them. It is a little naïve for the people who
decide on remuneration to assume that some CEOs, who by their very nature are innovative
problem solvers, will not at least consider all possible ways of meeting their targets, including
creative accounting. It is also naïve to assume that massive remuneration is the key to
developing honest, ethical business practices and people.

At a number of fraud and corruption seminars when discussing opportunity and motivation,
audiences were asked: ‘In general, who has the greater opportunity to get involved in fraudulent or
corrupt acts, those at the bottom of the organisation or those at the top?’ 

The almost unanimous answer was that people at the top of the organisation had the greater
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opportunity. The follow-up question, dealing with the motivation, was: ‘What do people with
power and money want most?’ The immediate answer was ‘more money!’ or ‘more power and
more money’, immediately dispelling any myths that upwardly spiralling director’s remuneration
packages provide any deterrent whatsoever to fraud and corruption.

In another example, management bonuses were calculated as a percentage of operating profits for
the year gone by, but paid out and charged as a cost the subsequent year. Although any bonus is
simply a salary paid in arrears, management established the practice of charging the bonus to
financial expenses, that is, after operating profit was calculated. Thus by perpetrating a simple
reporting fraud management were able to slightly increase the bonus paid to them.

A popular example of senior executive dishonesty is described in the book Freakonomics and
its so-called ‘bagels test’ (Levitt and Dubner, 2005): when a basket of bagels was placed in
corporate offices along with an honesty box for payment, it was discovered, almost
inadvertently, that more often than not executives higher up the corporate ladder cheated
more than ordinary employees. 

Another common misconception is that the main losses through fraud occur because of
dishonest employees. In our experience, losses in the core business are attributable to a
number of perpetrators – fraudulent suppliers, business partners and customers, competitors,
professional criminals – as well as dishonest employees. Once some of these groups start
working together, fraud and corruption are much harder to stop. 

Furthermore, corruption of disgruntled or naïve employees by third parties is a growing
problem, whether it is by a dishonest supplier wanting to corrupt a purchasing manager, or a
criminal group wanting to persuade an operator in a bank’s payment centre to assist in
making high-value funds transfers.

The point is that nearly everyone employed by, involved in or associated with an
organisation could be a potential fraudster (see Figure 2.2).

Although most organisations have a business ethics policy, fewer have a comprehensive
program for raising the awareness of employees about threats from unethical or dishonest
third parties. There have been many cases where con artists, posing as customers, have
convinced, for example, honest employees in a call centre to reveal confidential information
about a customer, or a back-office person to move money out of a customer’s account. In
these cases, it usually comes as a complete shock to the employees that they have been
duped, when they believed they were only helping the customer. That is why even
companies with very good controls can still suffer from fraud: because their own honest
employees choose to bypass the controls in favour of providing better customer service.

The corruption of individuals is a gradual, almost unnoticeable process. Usually
employees do not realise that they have crossed the lines between acceptable and
unacceptable business behaviour, and between the unacceptable business behaviour and
criminality. Employees committing frauds often live in dream worlds, where they do not
have any perception of the criminality or seriousness of an offence, or the heavy penalties for
corruption. For example, where bribes have been received, employees will believe they have
been given a gift in exchange for doing a favour for a third party, which is to the benefit of
their company. 

When discovered, the employees will often claim that they had done nothing wrong
because there was no company policy defining acceptable or unacceptable behaviour. In
some cases, the area is so grey that it is impossible to secure a conviction for the wrongdoing.
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Figure 2.2 Who commits fraud?

Figure 2.3 Shades of grey



As shown in Figure 2.3, the progression from acceptable to unacceptable to criminal
behaviour can be a seamless transition for some employees because they do not see, or they
ignore, where the line is.

In the high technology IT and telecom industry, we have regularly observed that as many
as 20 per cent of employees were running their own separate IT businesses on the side,
without the knowledge of their employer. Once the businesses were started, the employees
used some of the time, equipment and knowledge that they had at work to prepare for the
time when they would resign. 

Dishonest employees will start to steal as soon as they can see a way round the controls.
Honest employees will be drawn in as the dishonest culture develops. As well as corrupting
permanent employees, criminal groups now actively seek to place their own person in a
company as a temporary employee or contractor.

Example

The main board of a multinational organisation appointed a new management team at a
subsidiary which had been grossly under-performing. The new management received a tip-off from
a young former employee that fraud was rampant throughout the organisation. 

A covert investigation uncovered a multi-million dollar fraud involving almost the entire sales
force with payments moving upwards to a senior manager reporting to the new directors. It came
out during the trial that honest employees were actively encouraged to join in the frauds or were
intimidated to leave the company for example by having their cars smashed up. In the end 14
people were convicted, with a large number of other employees and managers being dismissed.

Fraud and corruption are dynamic, and new opportunities present themselves as the company
changes. Equally, thresholds are dynamic; an honest employee today could become dishonest
tomorrow. Unfortunately however hard an organisation tries to create an ethical, honest
working environment, it has absolutely no control over an employee’s personal life or
motivation so it is very difficult to predict or measure when this is likely to happen.

Example

An IT manager in a Scandinavian bank changed from being honest, hard working and potential
senior management material to a fraudster within the space of 12 months. His new girlfriend was
addicted to heroin and managed to get him addicted as well. Despite the fact that he had taken
fraud prevention courses and knew all about avoiding detection, he was so desperate for money
that he simply started crediting his girlfriend’s account using false internal vouchers which were
quickly detected.

Even though employees may be honest today, prudent managers should prepare for the
eventuality that one of their employees, suppliers or other third parties becomes dishonest in
the future.

Unethical behaviour and the corporate psychopath

At the top of a company, the pressure exerted by a dishonest CEO and/or CFO (chief financial
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officer) can motivate other managers and employees to participate in a major fraud. Such
frauds can have catastrophic effects and, once started, are hard to stop. 

Most people look upwards for their behavioural role models. Where an organisation is
plagued by fraud and corruption, we can often trace the root cause to undesirable, unethical
attitudes near or at the top. 

Management-initiated frauds can spread rapidly through an organisation, particularly if
rumours of unethical behaviour being perpetrated by senior management begin to circulate
amongst the middle and lower layers of the organisation. This leads to a lack of interest in
controlling the business and an increasing temptation to join in with similar, albeit smaller
frauds. In some cases, employees also are allowed to develop their own fraudulent businesses.

Example

In a large company there were initial indications that certain branch managers were colluding with
suppliers to provide overpriced and fictitious services. Further probing revealed that several
employees were running their own companies on the side and were invoicing their employer (and
their customers) for work done in company paid time. A divisional director was found to be earning
more than his actual salary through director’s emoluments from his (undeclared) side business.

When the employees were interviewed, they said senior management were aware of everything
they had done from the beginning. 

What emerged afterwards was considerable management involvement in fraud and corruption
including patterns of hidden ownership of businesses, falsification of records, concealment of
losses and deliberate overcharging of customers. It was only when the managing director was
removed that the organisational culture could be changed.

It is also important that senior management do not encourage attitudes such as ‘well if they
can do it, so can I’ or give out signals which either encourage the rest of the workforce to act
unethically or stimulate frustration and resentment because certain privileged members of
the management can get away with whatever they want.

Example

The Managing Director of a company was concerned about huge levels of theft from the stores. At
his request, an investigation was carried out and it was discovered that over three-quarters of the
workforce had been involved in petty theft of some kind.

In the examination of what triggered this, one of the workforce referred to an incident when the
managing director was seen by many of the employees leaving on a Friday evening with a large
bale of toilet paper (taken from the stores) under his arm. His wife had asked him to buy some, but
as he was working late and had no time, he helped himself – meaning to replace it the following
afternoon.

The story spread; if the managing director took such blatant liberties, why couldn’t everybody
else?

Even where the senior executives are reasonably honest, they can be pressured by external
factors to adopt fraudulent and corrupt business practices which then percolate down the
organisation. Establishing an honest culture throughout the organisation requires leaders
who are perceived to behave ethically at all times, in their professional and private lives.
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We do not believe it possible to draw up a personality profile of the typical fraudster that
could be used to pre-empt a fraud. In over 25 years, we have investigated fraud and
corruption at all levels in organisations, involving both male and female employees, and
have not found any set of personality traits that one could use to accurately predict whether
someone was going to become a fraudster. 

However, there seem to be some general personality trends which suggest that some
types of people are more disposed to participate in certain types of fraud than others. For
example, experience has shown that in financial markets, it is extremely rare to find
employees who work in a back-office area colluding to commit a fraud. There have been
numerous incidents where back-office staff have committed solo frauds which have been
concealed for long periods of time or colluded with external criminal groups to effect high-
value, smash-and-grab type frauds, but there has to be a unique combination of
circumstances for two honest people who work alongside each other to both suddenly
develop the motivation to commit a fraud.

On the other hand, there have been some notable incidents where front-office traders
have colluded to commit fraud. They develop traits which make them good at their job, such
as a focus on short-term profits, the ability to take large risks, and so little empathy for others
as to border on arrogance and greed. Unfortunately, sometimes it also seems to be easier for
them to rationalise and collude once they find an opportunity to make money even if it
means committing a fraud.

Example

In Operation ‘Wooden Nickel’, the FBI arrested 47 foreign exchange traders in New York who had
colluded to defraud customers by quoting off-market rates and passing the profit down the chain to
a bank account where the money could be withdrawn in cash and distributed amongst the
participants, usually a few thousand dollars cash on each deal. Given the sizeable salaries and
bonuses which these traders were earning, it may appear surprising to the layman that they were
prepared to risk their careers and livelihoods for comparatively small sums of money.

Some CEOs and senior directors are hired because they achieve results by being ruthless,
decisive, aggressive risk takers who are totally fixated on the bottom-line profit. There is
nothing intrinsically wrong with this because improved profit is still what the shareholders
and stock markets want to see. However when these senior officers are surrounded by weak
fellow directors and management they may begin to treat the company and its assets as their
own. At this point they find it hard to see anything wrong with running up large personal
expenses which the company pays for, having work done on their homes by company
contractors, or treating their employees as an entourage of personal servants. Indulging in
business practices which are maybe fraudulent and corrupt is seen as acceptable, as long as
they are making large profits for the company.

Example

In 2000, L Dennis Kozlowski, CEO of US conglomerate Tyco International, told Business Week
that his 1999 pay packet of $170 million, including $130 million from the exercise of stock
options, was justified because he had created wealth for Tyco shareholders to the tune of $37
billion (Reingold 2000).
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He used the phrase ‘I created’ which implied that none of the other 180 000 Tyco employees
had created anything. 

In 2005, he was convicted of looting Tyco after being found guilty of several counts of fraud
and falsifying business records. It was revealed that Kozlowski had lavishly indulged himself like
an emperor with excesses such as a $2.2 million birthday party for his wife, a $6000 shower
curtain for their $31 million apartment, and an ice sculpture looking like Michelangelo’s David
complete with a vodka-peeing appendage (not covered by a fig leaf).

To assist honest employees to spot and take action against these sorts of excessive
behaviours, there is increasing focus on a personality type known as the ‘corporate
psychopath’ (Clarke 2005). These individuals can reach the highest levels in an organisation
and can wreak untold damage, even leading to corporate collapse. Interestingly there is very
little to distinguish this type of person from those in the upper echelons of organised crime.

A Canadian psychologist, Dr Robert Hare, developed the Psychopathy Checklist-Revised
or PCL-R (Hare 1993) which uses 20 personality traits in order to identify clinical
psychopathy. He subsequently identified the following eight traits to try to define corporate
psychopaths:

• glib and superficially charming
• grandiose sense of self-worth
• pathological liar
• very skilful manipulator
• lack of remorse
• displays shallow emotions
• callous and lacks empathy
• fails to accept responsibility for his or her own actions.

He emphasised that the checklist cannot be used by untrained people and that a person
displaying some of the characteristics is not necessarily a corporate psychopath: there needs
to be a cluster of related symptoms. Nevertheless when one looks at the character of some of
the CEOs and other directors who have caused corporate collapses, it raises the question as to
whether an evaluation by a qualified psychologist would produce a diagnosis of psychopathy
in any of them.

Corporate psychopaths have an overwhelming urge to obtain the power and status that
having a lot of money brings. They desire influence and power over their colleagues, make
plans over long periods of time, and lie, deceive and manipulate as necessary to commit 
their frauds, without feeling any remorse. They enjoy humiliating staff without making it
obvious that they are behind it and can change their stories so skilfully that it can leave
employees confused and wondering if they have stumbled into a room full of smoke and
mirrors.

Very few people actually see the real persona. Most usually see the executive as a ‘cuddly
gruff teddy bear’ who has to be tough to do their job, or as a suave, charming and intelligent
person. Only those few who are on the receiving end of the psychopath’s attention catch a
glimpse of what is lurking below the surface. 

Following the spate of corporate collapses in the last few years, there has been a drive for
organisations to implement whistle-blowing policies to provide a route for employees to
report suspicions about dishonest board directors. There is a legal requirement in some
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countries which have adopted whistle-blowing legislation, for the whistle-blower to receive a
guarantee of protection from any adverse reaction by the company or directors following
their disclosure, providing that the disclosure was not malicious.

In spite of improvements in legislation it is still a brave employee who raises issues when
the CEO or another board member is in focus. Employees working for an executive who is a
corporate psychopath usually find it very difficult to come up with solid proof even if
suspicions are raised about behaviour or lifestyle, or if there is evidence in transactions or
documents. The corporate psychopath is an expert at manipulating situations, evidence and
people and has built up a powerful network of supporters, both executive and non-executive.
Employees who raise concerns are usually sidelined, but not in a manner where they could
successfully argue that they had been unfairly discriminated against as a result of them
blowing the whistle. At worst whistle-blowing can be a fatal exercise.

Example

In early 2003, a 31-year-old technical manager with the National Highways Authority of India
wrote a letter to the Prime Minister’s Office complaining about corruption in a major construction
project which he was involved in. His request for anonymity was ignored and the letter was widely
circulated, including to his superiors at the highways authority. In November 2003, he was shot
dead whilst travelling home. The case raised international concerns and eventually resulted in the
implementation of a scheme authorising a Central Vigilance Commission to protect whistle-
blowers and act on their complaints.

Global business and justifiable fraud and corruption

Increasing globalisation has meant that companies have set up operations in parts of the
world where ethical environments are totally different from those in their own country. For
example, it has been common practice in countries such as Nigeria, Indonesia and Russia to
make facilitation payments to government officials in order to reduce or remove bureaucratic
interference in the business. In some industries, particularly the construction industry, there
is such competitive and political pressure to win contracts, that the problem of fraud and
corruption is endemic. There are numerous examples of major international projects which
have been awarded where large kickbacks and bribes have been paid to gain contracts and
have not produced any significant benefit when complete (Bosshard 2005).

Fraud and corruption have been so deeply embedded in international business and
politics for years that there has been little incentive for board directors to treat prevention as
part of a business strategy. If the organisation is making large profits, then providing that
directors can show to the stakeholders that the level of visible fraud is low, shareholders are
happy. It is one of the failings of the capitalist system that directors are remunerated by their
ability to maximise profits for the benefit of shareholders, which can lead to sharp practice in
order to achieve them, and then to fraud and corruption.

When fraud and corruption are not adequately recognised in the organisation or even at
the senior management level then sometimes the boundaries as to what is acceptable and
what is not can become blurred. In the absence of effective risk analyses, there is a significant
difference in most organisations between the perception of the risks at the board level and
the actual risks which could occur. For example the CEO and fellow directors may have set a
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business strategy where either deliberately or inadvertently fraud and corruption become
part of the way that new business is obtained. In other cases, it may be because the risk
assessment process is so weak that significant fraud and corruption risks which exist
throughout the organisation are not brought to the attention of the board.

Some companies have a policy which allows local managers to make small facilitation
payments to local officials (for example, to speed up the processing of a customs clearance),
but which prohibits larger bribes to government officials (for example, to win a large contract
or to gain approval for large-scale importations at very low duty rates). Unfortunately, local
management ignores the policy, with the tacit approval of top management, because they
believe that is the only way that they are going to win contracts.

Thus, a fine and ambiguous line is taken on what is acceptable, where directors are seen as
condoning some forms of practice that would be seen as unethical in the home country and
turning a blind eye to more serious violations. However, when senior management is seen to
allow bribes to be paid for obtaining contracts, they greatly increase the risk that employees
will follow their example and engage in corrupt practices of their own.

Example

At the start of a two-day workshop in South America for a major manufacturing and sales facility,
the previously taboo subject of agency payments (bribes) to offshore destinations was discussed.
Initially many participants said that this was commonplace in the country they were selling to,
and this was the only way of doing business if they wanted to make significant sales. 

However, when the fraud profile was produced, all agreed that the potential damage to the
reputation of the whole corporation, the risk that many of the payments were taken by people
connected with the company, as well as the ethics of this practice were too high. At the end of the
workshop, the financial director told his senior management team that now that they were aware
of what was going on, a policy decision had been taken to review and eliminate such payments. He
went on to say: ‘In our country, the role models (politicians) have a bad name. However, why
should we accept this type of behaviour in our company?’

In some instances, the directors do not understand the sophistication of the people they are
dealing with. The directors may be willing to take large risks and bend ethical rules in order to
get the business going, believing that because they have been successful in one country, the
same tactics will work in another. This is not always the case. 

The following illustrates the naïve approach often taken when doing business in
developing economies:

Example

The Western European company utilized a loophole in international law and transferred the
ownership rights to materials so that further production could take place in a former Soviet Union
country. A complex set of legal documents was supposed to ensure that the transfer of title 
scheme was watertight and that the company would regain ownership when production was
completed.

Nominee front companies were set-up, based in tax havens such as Jersey and the Cayman
Islands. However the company’s lawyers did not see at the time how this would make any
difference as long as they had sufficient assurances that these front companies were actually
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controlled by the same people in charge of the production. The lawyers also did not see it as their
business to challenge why money was being paid into offshore companies and bank accounts.

Two years later, at a point when the company had just transferred the title for approximately
€100 million worth of goods, they discovered that one of the offshore companies in the chain was
controlled by criminals who had stolen the goods and funds. In the end an accounting loss of over
€150 million was provided for in the company’s accounts which also stated that there was only a
moderate hope of any recovery.

Another problem is that it is difficult for middle managers, who are under pressure to
produce results, to get behind the facade of a charming, sophisticated business partner about
whom very little is known. This is particularly true where they are dealing with corporate
psychopaths who do not play by the rules and who are quite willing to do anything to
further their own aims. Even if they wished to do so, the pressure to close a deal may
outweigh caution, and they may be without resources and have limited sources of
information. As a result, investing in joint ventures may be fraught with risks about which
senior management is completely unaware.

As the world shrinks in terms of travel and human contact and business cultures get
closer, good and bad business practices circulate. We have seen several cases where Western
European country managers, having spent a couple of years overseeing the payment of bribes
in certain Pan Pacific countries, have been tempted to take some of the money for
themselves. Once back in their home (or another) country, with their perceptions of right
and wrong clouded, they have repeated this behaviour again (and again).

Sometime, without completely realising it, management and employees convince
themselves that certain frauds are in fact beneficial for the company. In addition to the
payment of bribes to win contracts, common examples include:

• smoothing or the inflation of sales figures and assets, often justified as necessary so as not
to destabilise the market;

• hiding bad debts or obsolete stock;
• price fixing or the establishment of cartels;
• circumventing export embargoes;
• submitting lower valuations to avoid customs duties;
• avoiding VAT and other taxes;
• overcharging of clients;
• obtaining subsidies and grants on false or partly false premises;
• moving funds into and around offshore destinations to avoid taxes, smooth profits and

more.

All of the above increase profits and shareholder value, and are sometimes seen as justifiable
frauds which need to be perpetrated in the best interests of the company, its shareholders
and employees.

Experience has shown that such attitudes are short-sighted and if such practices persist
they often lead to widespread fraud, corruption and – in the worst case – corporate collapse.
Sometimes a company may be reluctant to really enforce its code of conduct when this is
likely to have a seriously adverse affect on profit. However, when enforcement of the code of
conduct happens, longer-term benefits may outweigh short-term loss of profits. The two real
examples of company X and company Y demonstrate very different ways of dealing with
breaches in the code of conduct:
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Example

Company X

In Company X it was discovered that very substantial bribes were paid into offshore accounts in
order to secure oilfield development contracts in a Middle Eastern country for the European
company. After a while the details of the transaction were leaked to the press and the chief
executive was caught by surprise when asked by a television reporter to explain the nature of the
payments. He vehemently denied any bribery on the part of the company. Subsequently he made
the claim that his company’s code of conduct which explicitly forbid any form of bribery and
which he himself had signed off, was not possible to apply in all countries, such as the Middle
Eastern county in question. Within a matter of days he had been removed from the post of chief
executive and both he and the company itself were the subject of several long-drawn-out national
and international enquires into malpractice and corruption. Company X had to also pay a number
of heavy fines.

Company Y

As part of a number of frauds which included colluding with suppliers, a senior marketing director
in Company Y was the ringleader of a secret, illegal cartel involving competitors and
subcontractors. The cartel ensured that they had a trusted insider at every major customer, and the
insider would receive a small commission when overpriced contracts were awarded. The cartel
would divide the spoils, usually to the advantage of the ringleader – the losers were the customers,
and often the general public. 

The largest beneficiary for a number of years had in fact been Company Y itself. However, the
company reported this case to the authorities (with full knowledge of the consequences) and
publicly stated that any breaches in the code of ethics would not be tolerated. This honest and open
statement enhanced the company’s reputation and gained it immediate favourable publicity.
Although the company had to face a long and drawn-out enquiry into whether it knew of the cartel,
it was, after five years able to prove its innocence in this matter and thus avoid any fines.

Profit can be made in many ways, including using unethical and criminal methods. If a
company believes in ethical profits, then it cannot afford to turn a blind eye to unethical
profits, even if top management was responsible. This is not easy in some industries, where it
is very difficult to win contracts unless bribes are paid.

What’s being done to stop fraud and corruption? 

Over the past twenty-five years there has been a huge emphasis on business ethics, corporate
governance, risk management and more recently corporate responsibility. However these
initiatives do not appear so far to have succeeded in bringing about a marked decrease in
corporate fraud and corruption.

As communications become global an individual country can no longer be seen as an
island of seclusion, untouched by fraud and corruption. Even countries which were regularly
perceived to be honest such as Finland and Iceland have been tainted.

In some countries the reaction to fraud and corruption has been reflected in stronger
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regulations covering corporate governance and financial reporting, in the belief that longer
prison sentences and larger monetary fines will prevent such collapses in future. 

Each time there has been a major management fraud there has been mass public outcry, a
wealth of new legislation and even more copious guidelines.

The Lockheed bribery scandal led to the creation of the Foreign and Corruption Practices
Act of 1977. The savings and loans frauds in the USA in the 1980s led to the founding of the
Treadway Commission who in turn laid down in 1992 some of the most far-reaching and
comprehensive principles of internal control in their ‘COSO report’ (Committee of
Sponsoring Organisations of the Treadway Commission, 1992). The Bank of Credit and
Commerce International crash of 1991 was eventually followed by a more stringent code of
conduct and corporate governance guidance. The Enron, WorldCom and other incidents in
effect led to the US Congress passing the Sarbanes Oxley Act of 2002.

Some would say that the sheer overload of documentation, legislation and controls that
exists makes it easier for a criminal to spot loopholes and slip through the net. 

Some progress has been made in understanding the psychology of fraudulent and corrupt
individuals, what motivates them and the methods they use. However the results of this
work have not quite reached the executive boardrooms. For example, ask any executive
whether they believe that they have good corporate governance, risk management and
controls in place to prevent fraud and corruption and they will usually answer yes. Then ask
them what fraud and corruption risks they are trying to prevent. The usual answer, which we
have received on numerous occasions, is that they are not sure. And yet, those same
executives will readily admit that preventing fraud and corruption is something they are
required to do. 

Establishing corporate governance and corporate responsibility frameworks is only part
of the battle to prevent fraud and corruption. Equally important is to understand what risks
you are facing, to have the ability to detect incidents and to be able to deal with them.

Fraudsters and corrupt individuals are, by nature, deceptive and will do their utmost to
cover their tracks. Consequentially the true extent of fraud and corruption is never known.
Whilst scandals appear almost every day in the world press, most corporate managers and
directors are blissfully unaware about the acts of fraud and corruption taking place in their
own organisation. This knowledge gap primarily occurs because of a lack of training and
awareness. Most MBA core programs pay little attention to the prevention of corporate fraud
and corruption, give or take the occasional token mention at business ethics lectures. The
same goes for graduate and other training programs aimed at budding executives. Although
some changes are afoot they will take some time to ripple through to the upper management.
It is likely that the majority of today’s and tomorrow’s generation of business managers have
received little training in an area which could be critical to the survival of the business.

Some positive results as far as corruption and bribery is concerned are stemming from the
efforts of non-commercial organisations, such as Transparency International, the
Organisation for Economic Co-operation and Development, and the World Economic
Forum. For example, in January 2005 at the World Economic Forum meeting, 62 major
multinational companies signed a support statement to the ‘Partnering Against Corruption
Principles’ (see initiatives on www.weforum.org) derived from Transparency International’s
Business Principles for Countering Bribery. They call for two fundamental actions:

• a zero-tolerance policy towards bribery;
• the development of a practical and effective implementation programme.

20 F r a u d  a n d  C o r r u p t i o n

www.weforum.org


At the highest level the fight against corruption is endorsed by the United Nations (UN
Global Compact Principle 10, 2004). External corporate responsibility indexes such as the
FTSE4Good series (FTSE4Good, 2006) are also becoming popular with investors and analysts.

Initiatives like these are a start and although still too narrow, they help to create a climate
where fraud and corruption has to be recognised at the top of organizations. This should
eventually lead to senior managers feeling that the prevention of fraud and corruption is
their responsibility.

Winning the war 

From the tone in the previous sections, you may now believe that the fight against fraud and
corruption is a hopeless cause. However, the situation is not quite as desperate as it may
seem. Preventing fraud and corruption is a route to greatly improved profitability, stronger
reputation and competitive advantage. A fundamental rule is to know your enemy. Too
many criminals and fraudsters have succeeded because they were able to operate unknown,
unseen and unchecked.

Although the majority of organisations have realised that prevention of fraud and
corruption should be an important element of a corporate strategy, there are gaps in their
knowledge about fraudsters and the way that they operate. The key areas where
improvements can be made are:

• establishing a clear, visible and credible tone at the top aimed at eliminating fraud and
corruption;

• investing time in understanding where fraud and corruption takes place by conducting
profiling workshops right across the organisation and then taking action to eliminate
the gap between what employees know as reality and what executives believe to be the
case;

• encouraging all employees to participate actively in the fight against fraud and corruption,
including training all staff to be aware of the red flags which might indicate fraudster and
corruption;

• employing techniques which are successful at continuously monitoring and identifying
the red flags of fraud and corruption;

• systematically measuring the organisation’s resistance to fraud and corruption rather than
testing the completeness of controls.

The purpose is to take senior management from a position where they are ignorant of the
risks of fraud and corruption to a point where they can be reasonably confident that they
recognise where it could strike.

The timing has never been better. Shareholders and other stakeholders are increasingly
demanding an end to the excesses of the last couple of decades as well as better performance.
As a result, non-executive directors and audit committees are taking a much closer look at
their own roles and responsibilities as far as risk management, and at the performance and
remuneration of CEOs and other executives.
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Summary of key points

• The typical organisation loses up to 5 per cent of its annual revenue to fraud and
corruption, most of it hidden in the accounting figures.

• Everyone has their own individual perception of honesty and level of how far they are
willing to bend the rules.

• Nearly everyone employed by or associated with an organisation could be a potential
fraudster, given the motivation.

• An organisation has little control over someone’s personal life outside of work, and the
factors which might motivate a person to consider fraud or corrupt behaviour.

• An ethical culture in an organisation can be rapidly undermined if the executive directors
do not follow their own code.

• Appointing a corporate psychopath to run a company can have catastrophic
consequences.

• Organisations where the executive directors sanction fraudulent or corrupt behaviour in
the interests of improving profits and shareholder value often suffer from widespread
internal fraud and corruption.

• Increasing legislation, regulations, documentation and controls have greatly increased the
compliance burden on organisations, but appears to have done little to decrease the
incidence of fraud and corruption.

• A route to greatly improved profitability, stronger reputation and competitive advantage is
to set a clear, visible and credible tone at the top, obtain a detailed understanding of the
fraud and corruption risks and then measure your resistance to them.
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CHAPTER 3 Recognising and Respecting the
Risk

Tone at the top

The tone set at the top of an organisation is the single most important factor in determining
how resistant that organisation will be to fraud and corruption. By tone we mean the
cultural, ethical and behavioural patterns, both visible and subliminal, which permeate the
whole organisation.

The board of directors in consultation with key managers should establish the anti-fraud
and corruption strategy in agreement with the non-executive directors. An independent
audit committee should be responsible for overseeing the effectiveness of the
implementation of that strategy. 

Although all organisations have their own individual ways of establishing and reflecting
the tone at the top, the starting point for many organisations is to issue a code of conduct
and a fraud and corruption policy endorsed by the board of directors. These are discussed in
more detail later. Figure 3.1 below shows a typical hierarchical document structure which is
used.

WHAT ARE WE PREPARED TO ACCEPT?

Publicly listed corporations often expend a considerable amount of effort in implementing
the principles of good corporate governance and corporate responsibility as a way of
demonstrating to shareholders and other stakeholders that they are serious about preventing
fraud and corruption. However, these actions in isolation do not necessarily lead to less fraud
and corruption if:

• the directors are too blindly focussed on cost-cutting and efficiencies in order to improve
cost to income ratios; and if they have no mechanism in place to evaluate the effect of
reducing headcount on controls or on employee morale – both of which can have a
significant effect on fraud and corruption risks;

• the CEO is overly focussed on risk taking rather than risk management and is perceived as
someone who prefers profit and good news to hearing stories about losses and potential
disasters;

• the directors and senior managers see the code of conduct primarily as a way of putting a
gloss on their activities to satisfy the stakeholders and not having issues raised: for
example, where they are using third parties to make illicit payments to government
officials in other countries to progress the business.



So the first major step for you is to establish whether the directors are going to implement the
fraud and corruption risk management strategy for cosmetic purposes or because they really
do want to use it to prevent fraud and corruption. 

If it is the latter, you should define their fraud and corruption risk management
objectives. These can be divided into primary objectives and a number of secondary
objectives flowing from them, as shown in Table 3.1.

You should then establish the level of risk that they are prepared to carry, often referred
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to as their ‘risk appetite’. This is a tolerance level which can be applied to the risks of fraud
and corruption. 

For example, most retail operations accept that having an open-counter environment
when selling clothes to the public will result in stock shrinkage which is caused either by
employee or customer theft. If the level of shrinkage is around 1 per cent, this is considered
tolerable (‘risk tolerance’), but if the level rises to 5 per cent then this is unacceptable and
measures have to be taken to reduce the risk, such as using in-store detectives, electronic tags
and closed-circuit television. So although the company accepts that some theft will occur,
that is it has an ‘appetite’, it is concerned to ensure that the risk tolerance is within certain
limits.

Similar situations exist in financial institutions which have credit card operations. They
are all experiencing a certain level of fraud. The current level of fraud, whilst high, may be
considered to be acceptable compared to the cost of new technology solutions to reduce the
risks.

In some cultures, the term fraud and corruption appetite could be interpreted to mean
the amount of fraudulent behaviour that is considered to be acceptable business behaviour.
So rather than trying to prevent fraud and corruption, senior management encourages
kickbacks and payoffs in order to obtain business and maximise profits, but takes extra
precautions to disguise them from the auditors as ‘security’ or ‘marketing consultancy’ fees.
This is clearly not what we mean by appetite here. If the directors of an organisation are
serious about preventing fraud and corruption, then the strategy must start at the top and the
directors must include themselves in the risk management process. In other words the
culture of a company is only as honest as its senior executives.

It is relatively easy to establish an appetite when losses can be quantified. However in
most cases, the situation is different when looking at corporate fraud and corruption because
losses are usually hidden and unexpected. Recent cases have shown is that there is a chicken-
and-egg situation at the top of most organisations as far establishing a risk appetite in that:

• the board has a responsibility to decide on the risk appetite but to do so, it needs an
accurate analysis of the risks of fraud and corruption;

• an accurate analysis is very difficult with standard risk self-assessment methodologies
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Table 3.1 Fraud and corruption risk management objectives

Primary objectives Secondary objectives

• create an environment for fraud and corruption • recover losses

prevention

• protect honest employees

• build a fraud- and corruption-resistant 

organisation • comply with fiduciary requirements

• reduce the hidden cost of fraud and corruption • meet regular and industry expectations

• enhance shareholder value • protect corporate reputation

• ensure business continuity



because most honest line managers usually grossly underestimate the potential for fraud.
They assume that because they are honest, that others around them are also honest. Also,
they do not have any statistics or historical loss figures to provide guidance;

• the audit committee has a responsibility for actively overseeing the effectiveness of
implementation of the fraud risk-management strategy and for arranging and reviewing
an annual fraud and corruption risk assessment covering the board and senior
management. Yet few organisations evaluate the fraud potential of individuals at the
board level.

For example, following corporate scandals such as Enron and WorldCom, the US Congress
introduced much more stringent reporting and compliance requirements for any
organization which has a US presence, by enacting the Sarbanes-Oxley Act of 2002 (SOX).
This requires that CEOs and CFOs implement internal controls and certify annually that all
frauds, involving anyone who has a significant role in those controls, have been reported to
the auditors and audit committee. The associated sentencing guidelines provide for severe
penalties including heavy fines and up to 20 years imprisonment for a CEO or CFO who
deliberately falsifies the certification.

As a result, those organisations which have to comply with the act have expended a great
deal of effort on process mapping and evaluating controls effectiveness to reduce the risk of
financial misstatement. 

Yet this does not seem to have addressed the principal reason why the act was brought
into being, that is, corrupt and fraudulent behaviour by dishonest executives. So far, all that
SOX compliance work seems to have enabled is that a CEO and CFO can sign off that their
organisation complies with SOX. Recent research has suggested that very few organisations
have profiled the fraudulent and corrupt practices which a dishonest chairman, CEO or CFO
could become involved in should they be acting alone or in collusion.

Furthermore SOX did not herald any new thinking in terms of how to implement good
corporate governance. This subject has been debated for a long time. Early examples of good
corporate governance codes can even be found in ancient Greek and Babylonian writings.
More recent work such as the COSO report in the 1990s provided much of the good corporate
governance guidance now embraced by SOX. 

It remains to be seen how effective some of the new measures contained in SOX will be in
preventing serious management fraud and corruption in the future.

Essence of an anti-fraud and -corruption strategy

An anti-fraud and -corruption strategy should be implemented by all companies and
organisations. Apart from the obvious reasons, there is increased pressure from national and
international legislative bodies and other pressure groups such as non-governmental
organisations. Also new laws, such as the requirements of SOX, have made such a strategy
mandatory for many large corporations. 

However, as with any major new initiative, if it is going to be of long-lasting benefit it
needs to be well planned and to be constructed on solid ground. Otherwise the programme
will simply get bogged down in bureaucracy and political points scoring. To succeed it is
important that certain fundamental issues are addressed first. These prerequisites are:
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• Senior management and the board should already have recognised the risk and extent of
fraud and corruption. They should have the determination to tackle the problem in the
face of resistance, and should be convinced that the anti-fraud and -corruption strategy is
an important way of adding value and effectively governing their organisation.

• The tone at the top must be both genuine and credible. Nobody expects instant sainthood
from management, but they should be seen to be aspiring to reach the corporate values,
which they themselves have described in the company code of conduct.

• There should be a determination to ensure that the policies of the company covering
business ethics, anti-fraud and -corruption reflect the tone at the top and are known and
supported by everyone.

• There should exist a documented understanding of the fraud and corruption risks which
are faced by the organisation in the form of a risk map or profile.

• At least one senior executive on the management board should be responsible for
implementing, supporting and, if required, driving home the programme.

If these conditions are met, then the anti-fraud and -corruption strategy has a good chance of
success.

An effective strategy involves treating the identification and reduction of fraud and
corruption as a separate element integrated with other elements, such as credit and market
risk, in a business risk-management strategy. The fraud and corruption risk-management
strategy should consist of six elements as shown below in Figure 3.2.

R e c o g n i s i n g  a n d  R e s p e c t i n g  t h e  R i s k 27

Figure 3.2 Fraud and corruption risk management strategy



Together they are designed to manage the risk of fraud across the whole organisation,
starting at the top with the directors, who have the broad picture of where the high risks are
likely to be, down to individual operating units which have detailed fraud profiles. 

Table 3.2 below illustrates where we believe current fraud and corruption risk
management strategies can be enhanced.

Describing and ranking the methods of fraud and corruption (in a fraud and corruption
profile) allows directors to manage the risks in a holistic way. They can decide whether they
are going to accept the risk of a particular type of fraud occurring, or whether (and how) they
want to transfer or reduce it. The fraud and corruption profile becomes an input to the
overall risk-management strategy. Chapter 4 describes how a fraud and corruption profile
should be developed.

Making directors (who are indifferent or incompetent) aware of the severe fraud and
corruption risks which could impact the organisation could take them from a position of
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Table 3.2 Current and desired fraud and corruption risk management strategies

Element Typical governance Desired strategy

Tone at the top • focus on corporate governance • set the tone from the top down with

• based on historical loss figures a code of conduct and a fraud and

corruption policy

Understand the risk • main focus on audit to ensure that • a detailed understanding of the

all the controls are in place potential methods of fraud and

• generic fraud risk analyses corruption by job function, including

executive directors and senior

managers

Reduce the risk • implementation of controls to • implement preventive controls for

reduce generic fraud risks specific methods of fraud and

corruption

• factoring fraud and corruption risk

effects into strategic business

decisions

Monitor and detect red flags • detection in specific areas such as • training of all staff to identify early

credit card or cheque fraud, but not warning signs (red flags)

across the organisation • a pro-active detection strategy for

specific methods of fraud and

corruption

Manage incidents • a reactive response to individual • a response plan and incident

incidents of fraud and corruption management team

• awareness of key issues in 

managing investigations

Enhance resistance • map the process and measure the • measure the resistance of the

effectiveness of individual controls: organisation to fraudulent and

ignores the human factor corrupt individuals



ignorance to a position of negligence, if they do not do anything subsequently to reduce the
risks.

The objective is not to eradicate fraud and corruption – a zero tolerance for fraud and
corruption is unrealistic: simply being in business carries an inherent risk of fraud and
corruption.

The aim is to prevent high-impact frauds and reduce the hidden costs of fraud, whilst
implementing the minimum number of controls to enable the business to function
efficiently. At the same time, it is possible to design and implement procedures to follow up
on those frauds which do occur.

Fraud and corruption are dynamic, and fraudsters respond quickly to changes in
companies and their control environments: a fraud and corruption risk management
strategy should enable organisations to dynamically adapt their defences.

POLICIES

A healthy and ethical organisational culture from the top down is a cornerstone of effective
fraud and corruption prevention. A strong ethical stance by directors will directly influence
the threshold for employees to commit fraud – by reducing their motivation. It will send a
message throughout the organisation that dishonest or corrupt business practices will not be
tolerated.

As stated earlier, most organisations communicate the tone at the top to employees by
means of two policy documents:

• code of conduct (or business ethics policy)
• fraud and corruption policy.

The purpose of the code of conduct is to change and influence the attitudes and behaviour of
employees, contractors and others. Codes of conduct vary in length and scope; they depend
on the size and nature of the organisation. Some simply contain short statements that the
company and its employees do not engage in illegal practices, bribery, corruption, or
improper or illicit relationships. Others are much wider ranging, covering issues such as
respecting the laws of all countries, human rights, workplace practices and culture, respect
for the environment, and open and transparent business relationships. 

Codes of conduct have become much more important in recent years. Many large
companies are now by law required to have one. 

A fraud and corruption policy is used to communicate how an organisation views fraud.
Again there are no standard policies. The policy normally includes:

• an introduction explaining where the policy fits into the organisation’s overall risk
management strategy and to whom the policy applies

• a statement about the board’s policy regarding fraud and corruption and its intention to
prosecute offenders

• definitions of fraud and corruption
• responsibilities for prevention and detection of fraud and corruption
• risk management
• procedures to be followed on the discovery of fraud and corruption
• post-investigation follow up.

R e c o g n i s i n g  a n d  R e s p e c t i n g  t h e  R i s k 29



A sample fraud and corruption policy is provided in Appendix 1.
A very important point to remember is that policies in themselves, whilst being a vital

part of the strategy, are not the most important part. The most important part is the
application of the policies across the organisation. For example, the 65-page Enron Code of
Ethics issued by Kenneth Lay, its Chairman and Chief Executive Officer in 2002 was a very
comprehensive document which obviously applied to honest employees lower down the
organisation, but not to some top executives.

Therefore rather then spending an inordinate amount of effort on creating
comprehensive and lengthy policy documents which no one reads, it makes much more
sense to create short documents which everyone understands and applies.

The code of conduct and the fraud and corruption policies should be consistent with all
the other policies which form part of the risk management strategy, such as:

• recruitment screening (describes the reference checks and level of screening required for
new employees)

• Internet and email use
• anti-money laundering
• information and IT security
• whistle-blowing
• operational risk reporting
• insider trading.

It is important to ensure that the definitions of fraud and corruption in the various
documents are consistent.

Implementing the strategy

Whilst the board sets the strategy, senior management should be responsible for
implementing the fraud and corruption risk management strategy, and for managing the
risks. This should include risk assessment, reduction and detection. Detailed responsibilities
should be included in the key performance indicators of the executive managers.

ROLES AND RESPONSIBILITIES

Once explicit non-executive and executive support has been given to fraud and corruption
risk management, it is important to choose a team of people, primarily from key corporate
functions, who will be responsible for driving the programme home. 

Roles and responsibilities should be adequately defined right across the organisation.
Often the tasks of preventing, detecting and even investigating fraud and corruption can fall
between the responsibilities of various staff functions and line management. For example,
the following can all have an interest:

• corporate management
• internal audit
• corporate security
• corporate risk management
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• corporate responsibility
• financial control
• human resources
• legal
• central procurement
• specialist fraud teams, for example, investigating cheque, credit card or Internet banking

frauds.

Without a clear and comprehensive fraud and corruption risk management mandate, these
functions often fail to work together and responsibilities become fragmented. 

As a result, critical actions to prevent fraud and corruption, such as identifying specific
risks, detecting red flags, awareness training or ensuring compliance with ethics policies are
not addressed at all.

Typical candidates to champion the programme include corporate security, operational
risk management, internal audit, legal, compliance, the CFO’s office as well as corporate
responsibility and human resources as shown in the Figure 3.3.

There is no single function which does the job better than any other. Often a team
approach with strong coordination is the most productive. In most companies the
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effectiveness of these functions in the fight against fraud and corruption is often very
dependent on the personality and style of the head of the function.

Roles and responsibilities should be clearly defined in the organisation’s policies and the
strategy should also include the most important participants in the fraud and corruption risk
management strategy, that is, the employees. It is no good just having some employees
involved. Ideally all persons in an organisation should have a role in the prevention and
timely detection of fraud and corruption.

To achieve this, some organisations have made it a mandatory requirement that all
employees must read the fraud and corruption policy and they are then tested that their
understanding meets a pass level. This is followed up by fraud awareness briefings.

External third parties such as suppliers, business partners and customers should also be
made aware of the policies.

Implementing a programme to engage employees and third parties in the prevention of
fraud and corruption is discussed further in Chapter 5: Upfront Prevention and Detection.

Figure 3.4 shows how an anti-fraud and -corruption programme could fit within the
organisation.

Internal champions and their responsibilities

ROLE OF THE BUSINESS FUNCTION 

The business function plays a front-line role in the prevention and detection of fraud and
corruption. Managers set the tone for employees regarding compliance with laws, policies
and procedures. Managers are also responsible for implementing risk management strategies
and for managing the risks. This includes analysing risks and putting in place mitigating
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controls to reduce unacceptable risks. Whether or not these responsibilities are defined in key
performance indicators and included in evaluation of job performance can have a significant
effect on fraud and corruption risks.

ROLE OF OPERATIONAL RISK MANAGEMENT

Many financial institutions are finding that the rapidly developing field of operational risk
management is a logical place to embed the management of fraud and corruption risks.
Operational risk is defined as ‘the risk of loss resulting from inadequate or failed internal
processes, people and systems or from external events’ (Basle Committee on Banking
Supervision, 2003). Operational risk management is the process of identifying and managing
those risks in a systematic and consistent manner. This is important for financial institutions
because under the new Basle Capital Accord, banks now have to allocate economic capital for
operational risks. Those that can demonstrate improved risk-management practices will be
able to set aside less capital for operational risk.

The operational risk function is responsible for collating and disseminating information
relating to risks in areas such as:

• internal and external fraud
• employment practices and workplace safety
• clients, products and business practices
• damage to physical assets
• legal and regulatory compliance
• business disruption and system failures
• execution, delivery and process management.

Operational risk management defines the framework which business units will use to analyse
risks in a consistent manner across the organisation. They prepare periodic reports on the
nature and status of identified risks and on follow-up and disposition to senior management
and the board, which can then refine its risk appetite accordingly.

However, even large banks have tended to regard operational risk management as
something which needs to be done to satisfy regulatory requirements rather than as an
essential strategic element in managing the business more efficiently. As a result, they have
underestimated the long-term effect of failures of operational risks such as compliance or of
major frauds or anti-trust actions. All these have been shown to have a major long-term
impact on shareholder value (Dunnett, Levy and Simoes, 2005).

The operational risk function has an important role to play by firstly collating and then
disseminating information relating to fraud and corruption risks. Managing operational
fraud and corruption risks can prevent sizeable losses, fines and damage to reputation.

Identified fraud and corruption risks should be included in a register containing other
operational risks. Operational risk management should implement a reporting and
escalation policy so that fraud losses and failed attempts can be collated. Summary reports of
incidents and the follow up activity to improve controls to prevent a recurrence should be
provided to senior management and the board of directors. Regular reporting of information
to senior management and the board of directors will assist in the proactive management of
fraud and corruption risks.

Operational risk management can also implement periodic measurement processes to
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ensure compliance with the reporting and escalation policy and to ensure that key fraud and
corruption risks which reflect the current situation have been identified and captured.
Because operational risk management looks across the organisation and has a direct
reporting line to the board, the problem of the silo approach to fraud by senior management
discussed earlier is overcome, as is the problem of business units only assessing risks in
known loss areas.

ROLE OF INTERNAL AUDIT

Internal audit can provide an alternative channel of communication outside management
control. This reduces the temptation for senior managers to hide things from the board, since
the board will find out anyway (if it is important enough). Internal auditors can
communicate with the board directly, normally informing management of their intentions
in order to provide a fair opportunity to comment. Internal auditors who have poor access to
the board can also communicate via the external auditors. Internal auditors provide a natural
channel of communication for potential whistle-blowers.

ROLE OF CORPORATE SECURITY

As with internal audit, corporate security can provide a channel of communication outside
the formal management control lines.

It is often the case that the responsibility for preventing and investigating fraud and
corruption is a shared one, with corporate security and internal audit sharing a large part of
the burden. How it is shared will depend on the culture in the company and the personalities
and skills of the people in the respective departments.

ROLE OF LEGAL AND HR DEPARTMENTS

The legal and human resources departments also have a key role to play in the prevention
and investigation of fraud and corruption both from the point of view of compliance with
existing laws, regulations, company policy and procedure, and also in terms of protecting the
rights of the people concerned.

Legal and human resources can also, like the other key departments involved, play a
significantly proactive role in understanding the risks involved.

THE GROWING ROLE OF CORPORATE RESPONSIBILITY

The subject of corporate responsibility has climbed the corporate agenda in recent years
(Mackenzie and Mallon, 2005). As a function, Corporate Responsibility tackles seemingly
diverse issues such as human and labour rights abuses, environmental damage and
corruption. The underlying requirement for an ethical tone at the top is also a principle for
good corporate governance, as is the goal of preventing irresponsible behaviour by
companies, their officers and employees. By working together with other internal
champions, Corporate Responsibility can help keep the company honest.
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External stakeholders – their role and influence

It is also important to ensure that external stakeholders such as the external auditors, customers,
suppliers, law enforcement agencies, external regulators and where possible, pressure groups and
the public in general, are supportive of the organisation’s anti-fraud and -corruption strategy.

Some stakeholders, such as external audit, suppliers and customers, can play an
important role in fraud prevention and detection, others less so. 

EXTERNAL AUDIT

The International Standard on Auditing ISA 240 defines the external auditor’s responsibility
in respect of fraud and error in the financial statements. This standard has also been widely
adopted in various forms by internal auditors and public sector auditors. Although it
reiterates that the primary responsibility for the prevention and detection of fraud lies with
management, the measures laid down and suggested in the standard aim to ensure that the
auditor has a greater chance of picking up and reporting material fraud. The auditor should
aim to be ‘professionally sceptical’ and the audit should include some tests aimed at
detecting fraud.

Furthermore, the enactment of SOX and the consequent adoption of Public Company
Accounting Oversight Board (PCAOB) Auditing Standard Number 2 (PCAOB, 2004) in the US
placed a requirement for external auditors to incorporate detection routines into annual
audit programmes so that there is a reasonable expectation of detecting material
misstatement in the financial statements arising from fraud. The rules encourage
organisations to use a control-centric approach whereby processes are documented and then
controls are tested to determine whether they are effective at mitigating risk. 

However, recent research in the US (Leech and Gupta, 2005) has suggested that there is
widespread confusion in the interpretation and implementation of the regulations. One of
the points made by the researchers is that there has been too much focus on controls, and
not enough on first identifying and assessing the fraud risks. They suggest that the control-
centric approach should be changed to a residual risk approach where the board is provided
with an assessment based on how the controls mitigate identified fraud risks. 

The fundamental basis for a fraud and corruption risk management strategy should be to
first understand the fraud risks which confront the organisation. 

Once the fraud and corruption risks have been identified, the auditors can design tests to
detect whether fraud is occurring.

However, we believe that the scope, definitions and methods of external auditing still
make it difficult for auditors to detect fraud and corruption. The first signs usually are found
in the details, and most auditors who work verifying transactions and talking with relatively
junior staff are junior auditors themselves. Without sufficient training and experience, they
are likely to miss the subtle indicators of fraud. Audit managers and partners review staff
auditors’ work and try to understand the big picture. It is usually not possible for them to
justify time spent looking at transactions, or profiling senior management and verifying
third parties as checks on the possibilities of fraud. 

Many of the tests which need to be done to detect the early warning signs of fraud and
corruption are usually not part of the audit programme. However, senior management and
shareholders often live in the belief that someone is constantly policing the company for fraud.
We believe that if external audits are to be more effective in detecting fraud and corruption,
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auditors need to receive substantial training in how to detect specific methods of fraud using
techniques such as those described in Chapter 5: Upfront Prevention and Detection.

SUPPLIERS AND CUSTOMERS

Suppliers and customers influence management by creating a competitive environment. If
the company is not effective and efficient, key suppliers may prioritise their resources to a
better business partner, and customers will go elsewhere. 

Customers and suppliers are also key sources of information about potential fraudulent
or corrupt business practices by employees of the client company. They should be made
aware of the code of conduct and whistle-blowing policy and encouraged to report any
suspicion of potential fraud and corruption. An increasing number of organisations are
including a right-to-audit clause in supplier contracts which enables internal audit to check
that payments have been correctly accounted for. 

External stakeholders who have a lesser influence on fraud prevention and detection
include:

• controlling owners: in the United States and England, the shares of major listed companies
are often widely dispersed, with no single shareholder owning enough shares to have
influence. In the European model, companies are often controlled by a group of minority
shareholders who have the votes necessary to determine who gets to sit on the board.
Because the control owners decide the board composition and include their own people,
the opportunity for the board to commit deception and fraud is much less; 

• institutional owners, for example, pension funds, control enormous amounts of money,
and are increasingly challenging boards and controlling owners, particularly over issues
such as excessive executive remuneration packages ;

• other minority shareholders cannot themselves influence things very much;
• shareholder interest groups can take part in shareholders meetings, ask the pointed

questions and organise lawsuits. They have the resources needed to study financial
statements and board communications and the knowledge to ask the right questions. If
there is abuse, they know how to bring it to the attention of the shareholders and the media;

• journalists and the media in general can play a role in exposing fraud and corruption.
However, they are motivated to expose problems in order to sell newspapers or to bump up
audience viewing figures. There is a risk that they create scandals out of nothing, or
misrepresent the facts in order to make a more interesting story;

• lawmakers draw up the rules on company law that can be tested in court. Lawmakers are
elected, and sensitive to public opinion. SOX is the perfect example of fraud affecting
public opinion, leading to new laws;

• unions have a strong influence in many countries; and in some countries, appointees sit
on the board. However, their role is primarily to protect the interests of their members; 

• stock exchanges apply listing requirements according to the laws of their land. The rules
can sometimes be far reaching. For example, foreign companies which require a listing on
US stock exchanges must comply with SOX;

• lenders want to ensure repayment, not to protect shareholders. But by forcing
management to avoid risky investments, they may help shareholders;

• law enforcement agencies: most have a keen interest in maintaining good relationships
with commercial organisations. Reporting incidents sends a strong deterrent message to
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employees and other third parties, and successful prosecutions of large-scale frauds are
now widely reported. 

Improving resistance to fraud and corruption

Implementing an effective fraud and corruption risk management strategy from the top
down can dramatically improve an organisation’s resistance to fraud and corruption and
hence its competitive advantage. Organisations which have implemented no risk
management strategy or only a partial strategy will have a much lower resistance to fraud and
corruption. In these organisations it is likely that senior management neither understands
how fraud and corruption affects them, nor how their strategic decisions affect the risk of
fraud or corruption. Low fraud and corruption resistance arises because:

• a code of conduct may have been issued, but the board has not established a fraud and
corruption risk appetite, there is no fraud policy and business decisions do not take
account of fraud and corruption risks;

• the corporate message contained in the code of conduct does not reflect the actual tone at
the top;

• outside known loss areas, employees have little understanding of the real risks of fraud and
corruption;

• a control structure is in place, but employees believe that controls such as authorising
signatures on documents, passwords to payment systems and segregation of duties provide
strong protection from fraud;

• management has had some experience of investigations, for example, involving petty cash
theft or expense fraud, but there is no systematic response plan and management has had
no real training in how to deal with a major fraud;

• there is no fraud awareness training for employees, and managers have not been trained to
interview in order to detect deception;

• there is no proactive fraud and corruption detection programme so symptoms are
overlooked.

A high resistance to fraud and corruption should be one of the key indicators by which senior
management performance is measured. This is discussed further in Chapter 7: Resistance the
Ultimate Goal.

Summary of key points

• The board should set the anti-fraud and -corruption tone at the top and send a clear
message throughout the organisation that the directors fully support the fraud and
corruption risk management strategy.

• The board should be included in the fraud and corruption risk-management process, and
determine the risk appetite.

• Don’t get bogged down in creating lengthy policy documents which no one reads. Create
short documents and concentrate on making sure that everyone reads, understands and
applies them.
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• Define clear roles and responsibilities for all internal stakeholders involved in fraud and
corruption risk management.

• Sell the idea to top management that improving the organisation’s resistance to fraud and
corruption will bring positive benefits.

• Identify and engage external stakeholders, including suppliers and customers.
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CHAPTER 4 Fraud and Corruption Risk
Assessment

Understanding where fraud and corruption strike

Taking the time to understand the fraud and corruption risks which an organisation faces is a
fundamental element of an anti-fraud and -corruption programme. To defend against an
attack, it is important to know the identity of would-be attackers, what they are after and
what methods they are likely to use.

We find it surprising that many organisations pay so little attention to this aspect. 
Managers will often respond to this observation with comments like ‘that is not true, we

have done a scorecard analysis of the risks’, ‘fraud is not possible because we have not had
any incidents’, or ‘we have expended a great deal of effort in implementing controls to
prevent fraud and both internal and external audit have checked the controls and are
satisfied with them’. However, when the question is asked of senior management ‘can you
test what frauds your controls are trying to prevent’, they often do not have an answer. Yet
they firmly believe that they have good controls in place to prevent fraud. That is because
they are focussed on controls, not on the fraudster.

There can also be a big difference between having what appears to be an effective risk
management strategy on paper and really understanding the risks of fraud and corruption.
The following examples from the banking world illustrate the potential for large losses. 

The first involved Allfirst Financial in the US, at the time a part of Allied Irish Bank.
Following the discovery of foreign exchange trading fraud by an employee, a subsequent
investigation estimated the pre-tax loss at $691.2 million. 

The investigation report (Promontary, 2002) was critical of the ease with which the trader
was able to bully staff and bypass controls which had allowed the fraud to run for several
years. This was in spite of the fact that a number of significant red flags should have raised
concerns. It concluded that the size of the operation and style of trading had produced
potential risks far exceeding potential rewards. The management of the parent company
thought that they understood the risks of this type of business, when, with hindsight, there
was a huge lack of understanding.

Obviously the lessons from this incident were not heeded because a similar example
occurred a couple of years later on the other side of the globe in National Australia Bank
when four traders concealed losses of $260 million by creating fictitious trades and using
bogus transaction rates. The red flags displayed in this case bear a striking resemblance to the
Allfirst case. The investigation report (PriceWaterhouseCoopers, 2004) made a similar
observation in that the bank had placed too much emphasis on its processes and
documentation and not enough effort in understanding the risks. In other words, National
Australia Bank appeared to have been smitten by the beauty of its risk framework, but was



blind to the actual risks. When combined with the culture of aggressive risk taking rather
than risk management which was fostered by senior management, it meant that even when
concerns were raised amongst employees and line managers, there was no effective way to
initiate action to stop the losses accumulating. Management simply did not want to receive
any bad news, as bad news would limit their careers.

The fundamental principle of the top management strategy to prevent fraud and
corruption should be to first understand the risks, and then decide what measures need to be
put in place to counter those risks.

Recognising the tools of fraud and corruption

The tools of fraud and corruption can be classified into two categories – psychological tools
and hard tools. Psychological tools are those which are inherent in human nature (such as
the ability to charm, persuade, coerce and deceive). Hard tools are those which you can buy
to enhance your ability to commit fraud. Of course these categories are not definite in any
form and easily overlap. For instance, persuasion, coercion, charm and even deception can
all be purchased.

PSYCHOLOGICAL TOOLS

Multiculturalism has led to the global sharing of fraudulent and corrupt practices. Just as
cuisine from one country is often adapted and even refined to suit the produce of another,
corrupt methods originating in one country are now being refined in other countries to suit
the local climate and conditions. For example, the psychology of the early 1990s crude, but
successful style of Nigerian letter scams (commonly known as 419 schemes after the section
of the Nigerian penal code which deals with fraud schemes) is used successfully today in false
requests for payment around the world, so called ‘bluff invoices’ for example, for entry in
non-existent trade directories. Also, sophisticated methods of illegal tax evasion, which
sprung up in the face of one of the world’s harshest tax regimes in Sweden are now taking
root in a number of developing countries. 

The ability to persuade lies at the heart of fraud and corruption. A willing victim is an easier
victim. Persuasion can be brought about through natural charm, pretexts, social engineering
and also coercion and violence. It can range from another employee simply asking to borrow a
password to speed up processing, through to the chilling, precise and calculated machinations
of corporate psychopaths who charm and manipulate all those around them. (The phrase ‘I
made him an offer he could not refuse’ springs to mind here.) A number of fraudsters have
succeeded because they acted in a friendly open manner so that honest employees thought
nothing of answering their questions about how the controls worked.

In order to be able to persuade, a criminal will want to create the appropriate image and
perceptions. In its simplest form image can be enhanced greatly by clothes and other
trappings such as flash cars and jewellery.

Example

Clad in Armani and driving a shiny new Mercedes (rented for the day) a young Eastern European
opportunist presented himself as the son of the founder and vice president of a construction mogul
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wishing to test drive a selection of luxury vehicles. Using a forged passport as collateral and buckets
of charm, he and his friend persuaded the salesmen to hand over two sets of keys for test drives.
The vehicles were never found again. Later on when asked how he could do something so stupid,
the salesman argued that it had seemed insulting to question such a polite, credible man.

We are all gullible in some way. Fear of losing a deal, looking like a fool, or both, often acts
against rational thought. This is something a fraudster knows all too well.

Clothes, luxury cars and identification, fancy Internet sites, hearsay and even notoriety
all help promote a positive image and provide a stronger sense of security in the victim.
Gentle persuasion is often much more successful than coercion and threats of violence
although the latter are still used as psychological tools of fraud and corruption.

HARD TOOLS

Fraudsters can also make use of a wide range of tools which are available on the Internet and
through advertisements in magazines and periodicals.

Example

A scan of the back pages of an airline’s in-flight magazine revealed a total of 17 advertisements
devoted to ‘offshore companies’, ‘company registration agents’ and other services where one can
register an instant company, using a nominee name if required. Many of the suggested offshore
companies were in exotic destinations such as the Cayman Islands, Bahamas and Cyprus, the less
exotics Isle of Man and Guernsey, as well as Ireland, the UK and the USA. Similar advertisements
can be found in leading weekly journals along with offers of second passports and genuine
‘academic’ degrees based on life experience (costing as little as $800). Sending off for the free
information and browsing the advertiser’s websites revealed that the services they offered existed
and were apparently legal.

Judging by the nature of the target audience of these publications, the cost per square
centimetre of these adverts must rank as among the highest media advertising costs on the
market.

What is not so amusing is that bogus qualifications, fake identity documents, mail drop
addresses and nominee corporations in tax havens are associated with alarming regularity
with cases of fraud and corruption.

DEGREES FOR SALE

When an internal employee has been involved in fraud and corruption, a detailed review of
the personnel file and curriculum vitae has often revealed exaggerated claims and
qualifications. Sometimes the claims were wholly false or the certificates were forgeries. 

False certificates are easy to obtain. One well-known forger has for years advertised
genuine looking degree certificates from most major universities around the world. The
certificate (at a cost of less than €100) is accompanied by a letter stating that it is not for
official use. 

Systems of accreditation are so nebulous today that the sale of qualifications is a major
growth area. Some non-accredited universities are small enterprises, front-companies or just
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websites, which churn out certificates for qualifications based on life experience. Their
advertising literature consists of impressive and convincing prospectuses praising the
achievements of the university and its students. The benefits of a life-experience degree are
stressed.

An Internet search using the right key words will identify many of these establishments.
They churn out plenty of spam mail. They can also be found advertising in some leading
periodicals and newspapers. The cost of one of these degrees is often in the region of $1000
for a bachelor degree and $1500–$2000 for a masters or doctorate. For a retainer, a reference
service will ensure that any prospective employer will receive a full transcript of your studies
and the relevant dates.

Even in the case of the more respectable qualifications given out by some established
professional bodies, candidates are enticed by guaranteeing them a pass mark for the
examination if they purchase the expensive interactive training study pack.

The truth today is that it is becoming increasingly difficult to distinguish educational
qualifications from each other. Some non-accredited operations use names which sound very
similar to existing, more solid, educational establishments. Their brochures and websites
even display pictures of real buildings and people.

SECOND CITIZENSHIPS AND PASSPORTS

Second citizenships and diplomatic passports are available legally, for a price. Their use in
fraudulent and corrupt schemes is extensive, ranging from the obtaining of loans to the
movement of goods or establishment of a bogus company. In one instance a creative Italian
fraudster was found not guilty of using a false passport as part of a scheme to obtain funds,
because the passport belonged to Spanish Guinea – a country which does not exist.

ENHANCED IDENTITY

As with false qualifications, the Internet has spawned an industry of manufacturers of false
identification cards ranging from simple photo-identity cards to the cloning of smart cards. It
is even possible to acquire a title transforming yourself into a lord, baron, knight, squire or
other member of the landed gentry of a number of countries in Europe.

The benefits of the title are less if used in the country of origin where people often
understand its true nature. However, we have seen titles used to impress with much greater
effect in other countries, especially those where the use of titles is uncommon.

ANONYMOUS AND PRIVATE MAILBOXES

It is easy to acquire a private and anonymous mailbox in most cities around the world. These
can be used either for private mail or even to register a company, sometimes in a number of
locations to give the impression of a large company. This simple technique is used very
extensively in conjunction with front companies.

TAX HAVENS – THE SINGLE LARGEST RED FLAG 

The single largest red flag of fraud and corruption is the use of tax havens to pay, receive or
accumulate money anonymously.

42 F r a u d  a n d  C o r r u p t i o n



We asked a professional offshore incorporation specialist about the legality of offshore
companies, trust funds and shell corporations. His answer was simple: ‘In principle they are
perfectly legal in the jurisdiction in which they operate and we as a company would not attempt
to break the law. However our clients can of course use them for illegal purposes, but that is their
choice.’ Later in the meeting he stated ‘most of our clients prefer to remain anonymous’.

Many years ago it was recognised that in certain circumstances it was deemed necessary
to have bank accounts which were managed by nominees. One infamous reason for doing so
involved German citizens hiding assets in numbered Swiss bank accounts to escape
confiscation by the Nazis. Since then offshore bank accounts, companies and trusts have
traditionally been used to evade the clutches of punitive tax regimes.

During the past half century the use of offshore companies, shell corporations, offshore
bank accounts and other fronts has mushroomed into a full-scale industry involving
probably over a hundred countries or jurisdictions. 

In its simplest form an offshore company is a limited liability company (LLC) which is
registered in jurisdictions like Jersey, Guernsey, the Cayman Islands or the British Virgin
Islands. The directors are nominees and the beneficiary owners do not need to be disclosed.
The nominee directors are often residents of the jurisdiction or lawyers or accountants who
lend their name to be used for a small fee. A professional intermediary, often an
incorporation agent, typically a lawyer or accountant, takes care of the agreement between
the nominee and the beneficiary. Normally neither the beneficiary owner nor the nominee
know each other. 

Similarly an incorporation agent or lawyer can also set up an anonymous bank account
for a person or company. The bank account could be in the same jurisdiction but more
commonly we are seeing bank accounts being set up in different jurisdictions where the
banking laws also provide a degree of protection from intrusion. 

Depending on how concerned you are about surveillance and how much money you
wish to spend on protection, you can add as many levels of offshore companies and accounts
to the scheme as you wish.

For example it is possible to register a branch office of an offshore company in a country
where, for example, small companies have few disclosure requirements. In this way the
company looks, at least at first sight, like a legitimate company.

If you wish you can also set up your own offshore bank and in some cases even issue your
own charge cards.

A simple offshore company will cost about €2000 to set up and administer for a year. A
company of this kind may be registered, for example, in the British Virgin Islands with the
bank account in the Isle of Man.

This would not include the optional costs of having front offices registered at prestigious
addresses, something that the agent would be all too happy to provide.

It is still a minor secret that onshore companies in one jurisdiction can be used as an
offshore destination for someone who does not have any business there. Common examples
are the non-resident LLCs in the USA. Let us say you do not do any business at all in the USA,
then a non-resident corporation in New York will give you all the benefits and anonymity of
an offshore company. You may even wish to keep your bank account in Switzerland.
Examples have been seen in the UK, especially in London, and in Canada and other major
countries where the legislation permits similar practices. A New York or London head office
conveniently avoids the question as to why the head office is in a place like the Cayman
Islands, Jersey or less known places like the Turks and Caicos Islands or Monrovia. 
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Sometimes trusts are used for asset and estate management as well as funding of
enterprises. The rules and regulations are changing all the time and the offshore
incorporation agents and their lawyers are often several steps ahead when it comes to
exploiting new loopholes.

There are some legitimate uses for offshore operations, front companies and bank
accounts but it is not always so easy to tell what is legitimate and what is not. Some of the
largest Russian corporations use such schemes widely as a way of establishing control but
avoiding anyone discovering the true nature of their vast corporate empires. As the Chinese
economy opened up, it was reported that the second largest investing country was the British
Virgin Islands with investments for the period January to July 2005 of $5.66 billion 
(US–China Business Council, 2006). It was also interesting to note that the USA was fifth with
$1.66 billion, with the Cayman Islands and Western Samoa coming in seventh and tenth
places respectively.

The problem is that the anonymity and secrecy also attract illegitimate uses. The
following list, which is not exhaustive by any means, gives a flavour for the sort of fraudulent
and corrupt purposes for which we have seen them used:

• bribes paid out through front and offshore companies. In some cases the payee has been
responsible for the company and in some cases the payer has taken responsibility for the
vehicle;

• embezzlement either by employees or even part owners using offshore companies, bank
accounts and trusts; 

• kickbacks paid to the management on the acquisition or disposal of a subsidiary via an
offshore bank and company;

• the establishment of company-controlled off-book funds and the use of these funds to pay
bribes, make political contributions and support other illegal or dubious activities.
Sometimes these funds have been built up over years;

• the payment of secret bonuses and contributions to the pension funds of top managers
and board members;

• false bribes – where a senior employee or director makes a case for paying bribes, but keeps
the money;

• use of intermediary offshore companies to artificially inflate sales prices when goods are
being shipped from one country to another such as from China or one of the former Soviet
Union countries to the west;

• evading corporate tax by hiding assets and profits;
• using shell and offshore companies for fraudulent invoicing;
• concealment of a conflicting ownership interest in suppliers, customers and business

partners;
• receipts of sales revenues from front companies which were eventually traced to sales

orders for vehicles from the leaders of suspected drug cartels.

Of course, as has been seen in the USA recently with the major corporate fraud and
corruption scandals, a combination of these methods can be used, involving numerous
offshore companies and considerable legal and accounting expertise. 

The use of front companies, numerous jurisdictions and bank accounts makes it
extremely difficult for the investigators or law enforcement agencies to penetrate. In the end
the cost of investigating or recovering lost money simply may not be worth it.
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Occasionally ultimate beneficiary ownership of offshore companies can be proven, as the
two examples below demonstrate. However these are usually the exceptions.

Example 1

A company paid out over €1 million in facilitation payments ostensibly intended to sway corrupt
government officials towards the company’s point of view. Several years later, it was discovered
that the finance director who had proposed the payments in the first place, had actually made
them to himself via a series of offshore companies and bank accounts. The reason that it came to
light was because the finance director’s third wife had declared the offshore companies and bank
accounts as part of her divorce settlement and had produced the beneficiary owner documents from
his desk at home to prove it in court.

Example 2

As one way of hiding money from the tax authorities and potential claimants, a consulting and
services company that was paying bribes to obtain contracts and overcharging as a result, had
invoices sent for ‘patent and license fees’ from an offshore company in the Bahamas which the
management controlled. The total annual value of these invoices was more than 50 per cent of the
company’s turnover. After a tip-off, investigative work revealed that, in order to keep the formation
fees for this sort of venture down, one of the company’s junior lawyers had registered himself and
one other senior manager as the founders of the offshore company. Because the two names were
shown in the Bahamian corporate registry it was later possible to put together a case of
embezzlement and a claim for repatriation of funds against the company based on this evidence.
The end result was that the junior lawyer’s cost-saving actions turned out very costly for himself
and his colleagues in the management team.

In many cases of corporate fraud and corruption which we have investigated, we have noted
that the company’s legal advisors or accountants have assisted members of the management
team to establish the offshore companies and vehicles used for paying the bribes or the
perpetration of other frauds. In one example where over $70 million were paid out in bribes,
some of which were paid direct to the finance director responsible for them, investigations
revealed that the tax advisory arm of the global firm of auditors helped set up the offshore
companies and bank accounts used.

Recently in what was described as ‘the greatest tax evasion scheme in US history’, it was
revealed that a large accounting firm had been actively marketing tax shelters and other such
instruments. The US Internal Revenue Service commissioner was quoted as saying
‘accountants and attorneys should be the pillars of our system of taxation, not the architects
of circumvention’.

Shortly after the attacks on the World Trade Centre on 11 September 2001, a number of
articles appeared in the financial press describing the networks of offshore companies and
bank accounts which terrorist organisations were using. As is the case with knee-jerk political
reactions, there were widespread calls for the closure of these tax havens. International
committees and task forces were established. So far it seems that little has been done although
the official paper black list of jurisdictions which support terrorism seems to have been
reduced. Even those financial papers which so vehemently called for closure back in 2001 are
still carrying the same advertisements for offshore companies, trusts and bank accounts.
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Whilst there may be many perfectly valid reasons for using tax havens and offshore
entities, paying careful attention to anything that looks like a front company or tax-haven-
based establishment when looking for the red flags of fraudulent or corrupt behaviour in, for
example, payment and procurement systems, can be very productive. This is further
discussed in Chapter 5: Prevention and Detection Up Front.

TECHNOLOGY, ITS USES AND MISUSES

Technology is a double-edged sword. Whilst it creates numerous possibilities for enhancing
communication and administrative processes, it also opens up new worlds of possibilities for
the criminals. Technology has changed from being a supporting tool in business to more a
business enabler. In the same way we can say that twenty years ago computers played
supporting roles in the perpetration of fraud and corruption, but today computers and
technology are enabling fraud and corruption to take place. Corporate computer systems are
requiring less and less human intervention in control processes, making it easier to insert and
hide fraudulent transactions. Internet banking and money transfer systems are available to
move money across the globe immediately. Criminals also misuse technology to steal
information, create false documents and remove or bypass security mechanisms.

The impact of the Internet on business also has affected corporate fraud and the way
fraudsters act. The speed at which transactions take place, and the increased information and
computing power that is now available almost anywhere in the world has heightened such
impact. As a result:

• there is increased greed and a desire to make money fast;
• the speed of transactions is so much faster than before – it is almost impossible to keep

track of information;
• the anonymity of business on the Internet could result in an organisation doing business

with some unsavoury characters and organisations;
• there may be misplaced trust – ‘if it is on a computer, then it must be correct’;
• the information and tools to commit fraud are freely available and easily located via

Internet search engines.

As companies embrace new technologies and work practices, the number of physical
documents in sale, purchase or other transactions, significantly reduces. Moreover, less
people will be involved in processing each transaction, and there will be a reduced need for
manual reconciliations. 

As Figure 4.1 below illustrates, the leaner and less controlled companies become, the
more the scales weigh in favour of the criminals. 

Management should recognise that the controls which had been set up to prevent fraud
and corruption and to catch errors may no longer apply. Certain segregations of duties,
preventive controls, review procedures, and approval levels may not function effectively in
the new environment.

Example

A multinational company implemented a new workflow system around purchase invoice approval.
Invoices were scanned on arrival and e-mailed to the person who made the purchase. They were
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then automatically e-mailed to the manager who was responsible for the cost centre to which the
invoice was charged. Many of these managers found they were faced with the tiring task of
approving a large number of invoices which were e-mailed to them each day. To make life easier
they delegated this task, and their approval passwords, to their secretaries. 

Implementation of an integrated system can contribute to an atmosphere where the chances
of fraud taking place are high. For example:

• Implementation can often take some time – roles and responsibilities will be changing and
there may be long periods of uncertainty.

• Newly empowered employees are suddenly given more freedom and latitude than they
were used to.

• Often internal control is not addressed during the design phase – as a result, many of the
current internal controls become ineffective after the new system is implemented.

• Those who can understand and use the system gain the upper hand.
• Management often does not have a detailed enough understanding of the system to spot

errors and irregularities before it is too late.

Integrated systems are replacing the former proliferation of systems, spreadsheets and scraps
of paper, and are becoming the company’s central repository of information and knowledge.
Although this is highly efficient, companies have ended up with extremely well-organised
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sources of information which are much more vulnerable to industrial espionage and theft,
especially in view of the proliferation of memory sticks, camera phones and other portable
storage devices with capacities measured in gigabytes. For example, over the past couple of
years, there has been a significant increase in cases involving theft of large quantities of credit
card and customer information in both the USA and India. 

The skill and technical knowledge of criminals has increased significantly and controls
can be easily defeated by criminals using technology, for example, to steal passwords to
payment systems. The situation is constantly improving for fraudsters because the
technology needed to break security measures, which was once only available to government
organisations, is now widely available over the Internet. 

Figure 4.2 illustrates that, as the cost of equipment decreases (and conversely its power
and portability increases), a point is reached where the reward for criminals exceeds the cost
of purchasing the technology.

Fraudsters are now able to conduct a cost/benefit analysis of the advantages of moving away
from traditional methods of fraud and corruption, and buying services such as reverse
engineering, or insider knowledge or technology which enable them to remove whatever
protection is built into organisational systems.

Major fraudsters are sophisticated businessmen and if they identify that a company has a
valuable product which relies solely on technology for protection, then they will quickly find
ways to break or bypass security measures. For example, 20 years ago, the theft of user ids and
passwords to banking systems by the use of technology was rarely reported, despite the fact
that software- and hardware-based techniques for stealing passwords were widely available.
The risks were well recognised, but most financial institutions chose to ignore them because
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the techniques did not appear to be of interest to the professional criminal groups who target
banks.

Now in the past few years, there has been a huge increase in cases using a technique
called ‘phishing’. This involves sending millions of bogus emails which pretend to be from
genuine banks. The recipient is encouraged to open an attachment, which contains Trojan
horse software that installs itself on the victim’s computer. Once installed, it logs keystrokes,
emails, and use of Internet banking and then mails the information to the perpetrator who
can then extract and use the user id and password to milk the victim’s Internet bank
accounts. The process is highly organised, very profitable and hence has attracted the
attention of professional criminal groups around the world.

The fraudsters have also realised that keystroke-logging technology can be used inside
banks to gain access to high-value payment systems.

Example

It was reported in 2005 that a UK bank almost became the victim of a $423 million funds transfer
theft in what may be the first significant case involving the use of keystroke-logging devices. 

The attempt, which police have described as most carefully planned and coordinated,
apparently involved an insider who let two co-conspirators into the bank after hours. Keystroke
loggers were installed on computer workstations used to input and authorise funds transfers. 

Two weeks later the perpetrators returned, collected the devices and extracted the user ids and
passwords which were then used to send ten payments totalling nearly $423 million to bank
accounts at overseas counterparties.

Fortunately, a discrepancy in one payment was queried by one of the counterparties which
contacted the bank to check its authenticity.

Clearly, for an investment of a couple of thousand dollars in technology, a return of several
hundred million dollars is a very attractive business proposition for a professional criminal
group.

A similar pattern has emerged in the theft of credit card and cash machine information
using a variety of well-engineered devices.

Profiling fraud and corruption risk

To understand the fraud and corruption risks to which your organisation is exposed, you
need to ask what could be achieved by a dishonest, motivated person, or fraudster, whether
internal or external. The most effective way to achieve this is for employees to look at control
procedures and job functions from the fraudster’s viewpoint and ask whether they can be
bypassed by using a particular method of fraud. In other words they need to stop believing
that fraud and corruption are not possible and ‘think like thieves’. We use the term ‘profiling’
to describe the process. 

Some senior executives have questioned the wisdom of this approach, suggesting that it
might actually encourage honest employees to commit frauds. Our response is to ask the
executive the question ‘Which risk would you rather carry? The risk arising from allowing
your honest employees, who have no motivation to steal, to lift taboos and talk about fraud
and corruption so identifying loopholes which you can plug? Or that you remain ignorant,
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with the risk that a dishonest person may have already found a loophole and be exploiting it
together with outsiders, having no intention of bringing it to the attention of management?’
Everyone who has been asked this question has readily agreed that they would rather take the
first risk. In fact in all the years we have worked with profiling we have only seen one
occasion where an honest employee subsequently became motivated to commit fraud and
this was probably down to his addiction to heroin. 

The simple fact is that some job functions are so specialised or complicated that the
particular employees are the only ones who can spot potential loopholes. Internal auditors,
risk managers or other external parties will not usually have a chance.

Profiling exercises can also be very effective at uncovering fraud and unethical practices.
On a number of occasions the imagination and creativity of participants in workshops has
subconsciously taken them back to real incidents. The exercises have regularly led to the
discovery of instances of fraud or unethical behaviour of which management had no prior
suspicion.

In one profiling workshop, a senior purchasing director with more opportunity to
commit fraud than anybody else leant back with arms crossed and said he was unable to
think of a single fraud. A quick background check revealed that he owned three companies,
two of which were invoicing his employer. 

Another workshop identified that many people were running businesses on the side,
something which was actually common knowledge. The company code of ethics and conflict
of interest policy had been filed away gathering dust somewhere. Tackling the matter head
on, the managing director insisted that an open declaration be made by all employees and
the situation be reviewed immediately. 

Obviously, there is a risk in every organisation that a dishonest person could be involved
in a profiling exercise. This should be anticipated and, once each method of fraud has been
identified and awareness transferred to line managers and supervisors, controls should be put
in place to reduce the risk. Not everyone should be told which controls have been
implemented in each particular area. This creates a deterrent for potentially dishonest
employees.

The aim of a profiling exercise is to obtain an assessment which is as comprehensive as
possible, and which both employees and management fully support. It is this buy-in by staff
rather than the provision of an opinion by an external party that has proven to be the key
factor when presenting the results to top management. The most effective way for you to
obtain buy-in is to divide the profiling exercise into three stages:

• Profiling interviews 
• Workshop 1 
• Workshop 2.

PROFILING INTERVIEWS

Interviews are a very important part of a fraud and corruption profiling exercise, because by
putting on a think-like-a-thief hat, employees can be guided to avoid concentrating on
existing controls which they believe to be strong and instead to think about how they could
be bypassed. 

Choosing who to interview is an important part of the exercise. Not every employee
needs to partake – just those who have hands-on knowledge of the operation. Usually these
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are team leaders, section heads, supervisors and line managers. The success or failure of the
profiling exercise lies in transferring awareness to these employees who then identify the
loopholes.

Loopholes in controls exist for various reasons: for example, because they are historically
present in a process, because new systems have been installed, as a result of breakdowns in
processing, or because no one has ever looked at the controls through the eyes of a fraudster.

If employees have worked in a function for some time, they may develop blind-spots
which prevent them from seeing how dishonest persons or criminals can bypass the controls
and systems.

It is vital to provide employees with the necessary stimulation to be able to see around
the controls and identify the methods of fraud and corruption. For example, in-house fraud
investigators (who do not believe that controls alone prevent fraud and corruption) are
usually able to identify the most common methods which can affect a particular operation.
Alternatively, external fraud specialists can be of assistance in providing that necessary
stimulation and insight.

The important point is to open the eyes of employees to the methodology used by
fraudsters. Once employees understand the method, they can by default readily evaluate
whether or not the existing controls will prevent its use. There is therefore no need to
produce detailed maps of the controls and processes which operational risk and audit teams
may have already produced.

Quite often, employees will say that they are unable to see a way around the controls
because they and their colleagues are all honest and would not attempt a fraud. In this
instance, it is easier to ask them to imagine that they are on holiday and that a person has
taken their job who is completely dishonest, and then ask what could that person do.
Experience has shown once honest employees imagine that a fictitious dishonest person is in
their seat or in the seat of their colleague, they can readily identify methods of fraud. 

It should be stressed to employees that the intention of the exercise is not to look at their
own honesty or that of their colleagues. The intention is to evaluate the potential for fraud
and corruption in the job function assuming they were not there.

A useful method to assist employees to identify exactly what a fraudster sitting in their
seat might be interested in is to draw a box and ask them to describe what crosses their desk,
as shown in Figure 4.3.

They should consider the different assets relating to their own job function which they
can access, for example:

• incoming and outgoing payments, cheques, cash
• saleable information – personal, operational, security
• physical assets
• company resources, such as computer and communications systems 
• proprietary information: brand, patents, intellectual property
• inventory
• property, land

some of which provide ready cash, while others can be converted into a benefit.
Employees should also bear in mind that a number of different opponents may target the

organisation, ranging from professional criminals to dishonest suppliers, customers,
contractors, as well as dishonest employees. 
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In fact the easiest way to look at it is to assume that anyone could be a potential opponent.
In some cases some of the risks and opponents are well understood. For example,

financial institutions know that professional criminal groups are continuously attacking
their defences. As a result, they are well aware of the opponents and risk of fraud surrounding
cheques, credits cards, Internet banking and loans. However, experience has shown that they
are less aware of the risks arising internally from dishonest employees, contractors or other
third parties. This is also the case with commercial organisations which have had little
experience of fraud.

An important lesson is for employees to recognise how a seemingly secure control
actually facilitates a fraud because honest employees do not suspect anything untoward is
happening.

For example, one of the main anti-fraud controls for nearly every organisation is the
reliance on a signature on a document or in many modern systems, an electronic signoff.
However, a common method of fraud which has been successful for years is to create a false
invoice or payment instruction with a forged signature and submit it for processing. In these
cases, the signature provides a false sense of security. If a document looks genuine, it will be
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processed: honest employees do not suspect that the complete document and signature are
forged. How could they? They are reliant on the authorised signatory having checked the
document.

Example: So are ten names better or worse than one?

In the oil industry, a contract for the supply of materials (originally worth $10 million) had been
grossly overspent. Changes in specifications, additional transport costs caused by nasty weather or
a market shortage for large quantities of the materials, were all cited as genuine reasons for the
overspend. Furthermore each incremental addition to the price of the contract had been signed off
in a manner commensurate with the procedure manuals.

The documentation relating to the choice of supplier was examined and it was discovered that
the supplier was chosen by way of a ‘bid waiver’. The suppliers had fulfilled several earlier
contracts and it was assumed that better prices could be obtained by negotiating directly with them
rather than putting the contract out to tender. 

We were told that the bid waiver document was properly completed and that all ten signatures
from top to bottom were in order. Some months after the decision, each person who had signed the
bid waiver was asked two simple questions:

• why did you sign this document?
• why was this supplier chosen?

In every case (except for a purchasing clerk) the managers said that they had signed the document
because they had trusted the signatures of the person who signed before them. There was so much
going on that they could not actually be sure why this supplier was chosen. The purchasing clerk
was a temporary employee who said that he had been rung up by a senior board director and
instructed to award the contract using a bid waiver just like the six previous contracts. 

The senior director turned out to be a ‘godfather’ figure whose hand had been behind a number
of contract awards in the past ten years. The ten people signing the document admitted that they
were simply ‘doing the paperwork’ and felt no responsibility for the choice of supplier since that
had already been made.

This is a common problem, particularly for fast-growing organisations, in that persons who
are authorising invoices, cheques or payment instructions have little time to closely
scrutinise the back-up documentation. In some instances they do not even understand the
true nature of the transaction. Fraudsters are well aware of this and use this knowledge to
their advantage

Another important realisation for employees is that a perceived control weakness does
not necessarily translate into a fraud risk. For example, we have seen many audit reports
where a control weakness has been identified, which auditors have said increased the risk of
fraud. A common example is that ‘users do not change passwords frequently enough’.
However, when seen through the eyes of a potential fraudster, that fact that passwords are
not changed is usually irrelevant. There are numerous methods using either software or
hardware by which people could steal a password should they want to do so, however
frequently an employee might change it.

Once a way to bypass controls has been identified, a criminal still has to obtain the
benefit (such as receive money in a bank account or deliver stolen goods to a warehouse).
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Employees should be encouraged to think about the objectives of the criminal, to determine
how the opportunity or perceived control weakness could be used to gain a benefit, looking
right across the organisation as illustrated in Figure 4.4.

Fraudsters, whether they are professional criminal groups, or dishonest employees, do not
have a limitless number of methods of fraud from which to choose. Fraud and corruption
have been present for centuries and allowing for novel twists enabled by new technology, the
basic methods and motives remain the same year after year. Common examples include
deception using false documents, theft of information, bribery and more recently the theft of
passwords to payment systems.

There are usually no more than four or five methods which can affect any one job
function. Interviewees should list as many of these as possible for their own job function.
Examples are shown in Table 4.1.

The output from the interviews is a list of the methods by job function which are then
collated by department or section ready for Workshop 1.

WORKSHOP 1

Workshop 1 should be attended by team leaders, supervisors and line managers who have
hands-on knowledge of the procedures and transactions and who took part in the initial
interviews.

Teams should be arranged by department or section and they should be provided with
their own draft profile which has been compiled following individual interviews. 

It should be stressed to the participants that the purpose of the workshop is to identify
the worst-case losses, as otherwise senior managers will not be able to formulate a strategy.
The other point to stress to participants is that the draft profile is going to become their
working document on which the fraud and corruption risk management strategy will be
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based. It should not be distributed to internal audit, compliance or other outside parties until
they have had a chance to review it. The reason for keeping senior managers out of this first
workshop is that once they realise the scale of potential losses caused by fraud and
corruption, some managers can become defensive and persuade their staff to water down the
figures. This is completely self defeating.
The draft profiles should list each fraud method and contain two extra columns labelled
‘Likelihood of success’ and ‘Worst-case loss $’. Each team should agree the likelihood of
success (high, medium or low) if that method was used, and then potential worst-case direct
financial loss. One method is illustrated in Table 4.2.
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Table 4.1 Example methods of fraud by job function

IT manager Payment officer

Collude with a supplier to inflate prices on purchase Steal passwords to online banking system and

of IT infrastructure plant and equipment. Based on a transmit a series of instructions to the bank for foreign

$500 000 project, inflate prices by $50 000. Two currency payments

projects per year

Over-specify equipment order and then re-sell to third Create a false payment instruction and place in tray

party (for example, 5 hard drives at $1500 and 5 RAM for processing, for example, fax from a client or a

memory at $500) false email as if from another department to pay a

supplier

Use superuser password to access payroll database Download the vendor payment file onto diskette for

and increase payroll amount transfer to the bank payment system. Access the text

file on the diskette and change the account numbers

to own bank details

Raise false electronic purchase order and approve Create false general ledger vouchers and send for

using stolen passwords processing to credit own account and debit general

ledger suspense account

Once the accounts payable system has produced the Remove blank cheques from back of cheque book

monthly payment file on disk, access the text file and and complete using forged signatures. Then cash

alter the bank account details prior to transfer to bank through an account set up using bogus identity

to divert the payments to own account documents

Table 4.2 Example Workshop 1 output

Method Likelihood Worst-case loss

of success $

An employee can create false payment instructions High $200 million

with authentic-looking forged signatures. These would

be input and authorised as normal by the payments

team



A full size example is provided in Appendix 2.
It is common during the discussions for participants to identify additional methods

which are added to the profile. Nearly all participants to these exercises have reported that
they have found the workshops have ‘opened their eyes’ to the risks.
There is often some confusion about the term ‘likelihood’ so it is important to clarify how we
use the term.

Defining the likelihood 

Those organisations which have implemented a risk management strategy have usually
based it on a generic internal control framework such as the US-led COSO Enterprise Risk
Management (ERM) framework, or risk management standards such as the UK’s AIRMIC,
ALARM, IRM: 2002 Risk Management Standard, or the Australia/New Zealand Standard for
Risk Management, AS/NZ 4360-2004. These are powerful tools to ensure that risks are
analysed in a consistent manner across an organisation, usually based on an assessment of
likelihood and consequence. Generally, they lay down some fundamental steps which
should be followed in a risk analysis process, but do not specify any hard and fast rules as to
how the likelihood and consequence should be calculated. Assessment can be either
quantitative (using a numerical value, for example 10, 50 or 90 per cent chance of
occurrence) or qualitative (using a descriptive scale such as high, medium or low). 

Unfortunately, some organisations require line managers to assess the ‘likelihood’ as the
probability of a fraud occurring in a particular time frame, for example: 

This works fine when the organisation has a lot of statistics to support the assessment. For
example, a bank which issues credit cards knows that there is practically 100 per cent
probability of fraud because credit card misuse occurs on a daily basis and losses can be
quantified.

However, when it comes to corporate fraud and corruption, asking honest line managers
to self-assess the probability of a fraud occurring in their area can result in wildly inaccurate
assessments for a number of reasons:

• The probability of a fraud or corrupt behaviour occurring does not depend solely on the
control framework; it depends on someone having the motivation to find or create an
opportunity and exploit it. An honest person will not attempt fraud or accept bribes
however weak the controls; a dishonest person may find ways to bypass even good
controls.
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Table 4.3 Example definition of likelihood

Likelihood Description

High Likely to occur within one year

Medium Likely to occur within ten years

Low Not likely to occur within ten years



• Some honest managers cannot see a way around the controls and cannot therefore identify
potential fraud opportunities.

• Criminals on the other hand are unpredictable, devious and always looking for an
opportunity, and they certainly don’t tell anyone when they have found a way around the
controls.

• Managers may be reluctant to admit that there is a high likelihood of fraud occurring in
their work area.

Rather than assessing probability, the acid test for any organisation is to ask: ‘what is the
likelihood of this method of fraud succeeding today if attempted by a dishonest internal or
external person?’

If a particular method will succeed, then it has a ‘high’ likelihood as shown below. 

So instead of assessing the probability of a fraud occurring within a particular time frame, the
organisation’s ability to resist fraud attempts is assessed. 

The benefit of this is that senior management is usually much more comfortable
accepting this assessment rather than being presented with a profile which states that fraud
has a high likelihood of occurring in their department.

WORKSHOP 2

The second workshop should be attended by senior managers and representatives from the
first workshop. There are two reasons for you to invite senior managers: the first is so that
they can provide a practical evaluation of the impact (or consequence) of risks to the
organisation which more junior employees may not see. The second is that by participating,
you get their buy-in to the resulting profile.

Before the risk assessment is carried out, they should agree the impacts which the
organisation and other stakeholders are going to worry about. Typically these can include:

• direct financial loss
• damage to reputation and loss of market share
• erosion of the organisational culture
• risk of legal and regulatory actions
• effect on employee morale.
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Table 4.4 Definition of likelihood of fraud and corruption

Likelihood Description

High The method will succeed given the current controls

(we are sure there are no controls down the line

which would prevent it)

Medium The method may succeed (we are not sure about

other controls down the line)

Low We know the current controls would prevent the fraud

succeeding



After considering the likelihood and worst-case monetary loss in the draft fraud and
corruption profile, senior managers can evaluate the impact for example, to reputation, loss
of market share, and the legal and regulatory impact according to a standard risk matrix as
shown below in Figure 4.5. 

Based on the likelihood and impact, an overall risk rating can then be assigned to each
individual fraud and corruption risk and listed in the fraud and corruption profile as shown:

A full size example is provided in Appendix 3.
It is worth reiterating to senior managers that the draft profile is going to become their

working document on which the fraud and corruption risk management strategy will be
based. Until they have had a chance to review the figures and reduce any high risks which
have been identified it is not going to be distributed to outside parties.
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 MediumMedium Low Low Low

High High MediumMediumLow

SevereSevere High MediumLow

Impact

Risk levels

Low

Medium

High

Low Medium High Severe Catastrophic
Likelihood

Figure 4.5 Risk matrix

Table 4.5 Example Workshop 2 output

Risk level Method Likelihood of Worst-case Impact on Legal and

success loss reputation regulatory

$ impact

High An employee can create High $200 million High High

false payment instructions

with authentic looking

forged signatures. These

would be input and

authorised as normal by

the payments team



If this not done, then senior managers may try to undermine the credibility of the profile,
although once you have got the buy-in of employees and line managers in Workshop 1, it is
difficult for them to argue the figures, particularly if representatives from Workshop 1 are in
attendance and can answer any queries.

A sample fraud and corruption profile is provided in Appendix 4.

PROFILING THE EXECUTIVE DIRECTORS

There is often a big difference between what the chief executive and his senior executive
directors are supposed to be able to do according to the audit committee and external
auditors, as opposed to what these people can actually do through the force of their
personality and position. One chief executive who took part in a profiling exercise quickly
demonstrated that just by instructing subordinates, he could allocate a third-party company
favourable trading terms and then instruct significant funds to be moved to its bank account.
On another occasion, a chief financial officer realised the influence he had when it was
pointed out to him that he had arranged for certain invoices to be paid by direct transfer
from the bank account. He had inadvertently bypassed the whole procurement process
including his own accounts payable function. 

When looked at from this point of view, most organisations who think that they have
low fraud risks usually find the opposite, particularly when the question is asked of the
executive directors. 

It is therefore important to include the executive directors in the assessment process by
profiling the different methods which they could use. An example is shown in Table 4.6.

Performing an assessment based on methods which have in fact been used on many
occasions by fraudsters provides a practical evaluation of fraud risks.

UNDERSTANDING PERCEPTIONS AND GETTING FEEDBACK

Through workshops and training it is possible to obtain valuable feedback about where the
risks of fraud and corruption are, from a cross-section of employees. Perception surveys can
be included in profiling workshops, or bolted on to fraud and corruption training courses
and e-learning programs. Perception surveys and their value are covered in Chapter 5. 
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Table 4.6 Example executive director profile

Risk level Method Likelihood of Worst-case Reputation Legal and

success loss regulatory

$ impact

High The CEO and CFO collude High $50 million Severe Severe

to acquire a ‘strategic’

company at an inflated

price, in exchange for a

kickback to an offshore

bank account



Taking immediate steps to reduce the risk

The anti-fraud and -corruption program works rather like a vaccination program as it
increases resistance and reduces the chance of serious infection. Once the whole organisation
is resistant, fraudsters and corrupt individuals will often walk away to find softer targets.
However it is much more than a simple vaccination and involves several interrelated
elements.

The fraud and corruption profile is used to identify and prioritise potential methods
which have a high likelihood or impact or, most importantly, a combination of these two
factors. While the assessment necessarily is subjective and qualitative, it provides
management with the best possible radar plot of where and how fraud and corruption will
strike. Once the most likely methods of attack are known, then it becomes much easier to:

• direct fraud and corruption awareness training to take account of these methods;
• identify what footprints each method is likely to leave behind and then tailor detection

processes accordingly;
• ensure that any investigations carried out into suspected instances take into account

related fraudulent and corrupt practices which could be occurring at the same time.

The value of a fraud and corruption profile is shown in Figure 4.6.
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Once a fraud and corruption profile has been developed the real risks of fraud and corruption
will become more visible and quantifiable. It is then much easier to gain support for a
number of short- and longer-term activities which help manage the risk of fraud and
corruption, build consensus and hence drive down costs.

Example

A fraud and corruption profiling exercise and a very quick health check commissioned by Corporate
Internal Audit and Security identified a number of payments and receipts of monies from shell
companies and tax havens. Simple investigation showed that they had the potential to be used for
fraud and corruption including deliberate schemes to avoid tax on remuneration to employees and
consultants, facilitation payments and bribes, ownership of off-book companies, sales to
customers with sinister criminal connections and several other categories.

The head of internal audit raised the matter at the next audit committee meeting using a single
slide called ‘Too Many Tax Havens’ and after a short explanation of the risks involved was handed
a firm mandate to monitor and review all such payments in the future. Actions were also taken
within human resources to bolster up the code of conduct guidance on corruption and bribery as
well as the payment of salaries.

Once a fraud and corruption profile has been agreed, managers can look at each method of
fraud and examine why the current environment might not have prevented it occurring.

Starting with the highest impact risks in the fraud and corruption profile, additional
controls can be identified to reduce those risks that the business does not want to carry. Some
controls can be implemented quickly, but others may require board decisions on strategic
policy changes or significant capital investment. 

For example, a common quick fix can be identified in organisations which process
payment instructions (or invoices) using a two-level check. The hard-copy document is input
to the payment system by one person who checks the signatures, and is then approved by a
second person. However, a common method of fraud bypasses this control: someone submits
a completely false document with forged signatures, which both the inputter and authoriser
take as genuine.

A quick fix to reduce the likelihood of this risk is to make it difficult for someone to insert
a false document. The internal risk of an employee submitting false documents can be
reduced by reconciling the documents coming in and going out of a department. The
external risk can be reduced by telephoning customers or originators to verify that they
despatched the documents. 

A summary diagram of this document control strategy is shown in Figure 4.7.
We have found that each organisation usually has one or two unique fixes to reduce the

risk of a specific method of fraud and corruption and these can be listed in a fraud and
corruption fix report (see Table 4.7 below).

Sometimes quick fixes can be implemented immediately.

Example

During a workshop, some of the participants identified that the main bank used for payments and
clearing would accept (in an emergency) a faxed instruction. The participants agreed that external
fraudsters could easily obtain a transfer form and, if they knew which bank was used and were
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Figure 4.7 Document control strategy

Table 4.7 Sample fraud and corruption fix report

Risk level Method Quick fix

Severe False payment documents • Mandatory call back to originator prior to processing

input in the treasury area • Reconciliation of documents despatched from

originator to receiver

High Manipulation of the tender and • Review of key employee conflicts of interest and

award process of major contracts background checks

by employee colluding with • Full post mortem review of bid evaluation (as

supplier deterrent)

• Review of contract (after award and submission of

invoices)

Medium Submission of fraudulent • Training of accounts payable clerks in simple fraud

supplier invoices where the detection techniques

excuse of an urgent payment • Implementation of automated fraud detection tests

is used to bypass the controls embedded in accounts payable software

• Regular capture/review of invoices which are

submitted via direct payments system

Medium Collusion with customers to • Due diligence/vetting of customer

reduce effective sales price • Automated monitoring of pricing and sales

• Regular screening of employee conflicts of interest



able to obtain a director’s signature, could easily forge and send an international transfer to any
account. A review of bank mandates showed that accounts, which often had balances in excess of
$100 million, had no limits on the size of transfers. The bank’s call centre confirmed that this type
of instruction would be paid, especially if someone called in advance. 

The finance director magnanimously admitted that his signature was easy to copy and added
that if the transfer was made before a public holiday in his country, it would probably go through.
Everybody agreed there and then to adjourn the workshop and fix the problem. It took half an hour
to do this and the atmosphere in the workshop was noticeably less tense.

Strategic measures are those which require consideration by senior management because
they may need to be implemented across the organisation, or because implementation
requires capital expenditure higher than that which business unit managers can authorise.

A number of strategic issues appear to be applicable to most organisations we have
assisted. These are listed below.

FIDELITY INSURANCE

Some organisations reduce fraud risks by transferring the risk to insurers through employee
fidelity or computer crime policies. They then sit back and believe that if a fraud occurs it will
be a simple case of submitting a proof of loss to support a claim to recover the
misappropriated amount. This can be an expensive misconception, for several reasons:

• Some policies contain specific requirements which exclude cover if they are not complied
with, or specific exclusion clauses. Often, managers have not even seen the policy, let
alone the requirements. This is particularly true for large multinational organisations
which have organised cover on a group basis and distribute only summary policy
statements.

• Policies may not been updated for many years and contain wordings which are based on
obsolete technology (for example, computer tapes), but do not mention cover for
electronic funds transfer systems.

• An insurer may be very reluctant to pay out on a large claim and will take a close look at
whether the standards of control met those expected of a prudent organisation; in
particular, whether the operations team had followed its own written standard procedures.
If the company has not followed procedures or complied with policy conditions, the
insurer could allege negligence and deny liability to settle the claim, leaving it to the
company to launch civil proceedings to recover the loss. It would then become a war of
attrition which insurers understand all too well: often the claim will be settled for far less
than the original loss.

The directors of the company may feel secure in the knowledge that any major fraud will be
covered by insurance, when in reality the company is virtually self-insuring itself through
lack of cover.

The fraud and corruption profile should be used to determine whether cover does or
could exist for each method of fraud, and whether the limits are sufficient for the level of
potential loss.

Premiums for fidelity and computer crime seem to be increasing steeply. Some
organisations choose to raise the excess or deductible amount to higher levels in exchange
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for reduced premiums. For example, rather than losses of $5 million being covered, losses
under $10 million would not be covered. The fraud and corruption profile should enable
directors to make strategic decisions as to whether or not to continue to pay the insurance
premiums or whether to self-insure.

PRE-EMPLOYMENT SCREENING

Some organisations screen new recruits simply by taking up two references, either in writing
or verbally. Contractors and temporary staff are not screened; the assumption being that the
agency supplying the staff will take up references. This may not occur. This level of screening
may not be sufficient to reduce the risk of a dishonest person gaining employment. Several
frauds perpetrated in financial institutions recently have involved temporary staff. 

Also, a number of financial institutions have found that when they have dismissed an
employee for stealing and a prospective employer has telephoned seeking a reference, the
legal advice has been to confirm only the dates of employment rather then provide adverse
information. This has enabled dishonest persons to obtain employment in other financial
institutions. Whilst there does not appear to be any legal obligation to provide adverse
information, we believe that there will be increasing pressure for organisations to do so in the
future. (One suggestion to try and overcome this problem would be to obtain legal advice as
to whether a clause could be inserted into future employment contracts in which the
employee gives an irrevocable consent that the employer can provide details of the reasons
that they ceased employment.)

It is now accepted best practice in Europe and the USA to implement comprehensive
screening programs, usually by out-sourcing to specialist suppliers. The implementation of
such a screening program normally requires board authority and compliance with the law
and with existing company policy. Strategic decisions need to be made about the capital
expenditure to implement a screening program, and whether or not to apply it to existing
employees across the organisation.

Considerations include:

• the extent of the program
• who will have responsibility
• levels of checking and vital factors
• whether to include retrospective screening for existing employees, or for internal

promotions and transfers.

Having agreed to implement a screening program, a specially designed application form
should be completed by all job applicants. Quite often, a dishonest candidate will not
complete the form and will withdraw the application, seeking an easier target. The points to
consider for the content of the form include:

• the questions should be legal, fair and unambiguous
• the questions should assess suitability, experience and qualifications
• the answers should be verifiable, with a consistent decision-making process as to how

errors, omissions or discrepancies will affect employment. 

Job descriptions then are categorised into different levels of sensitivity, with correspondingly
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different levels of screening. For example, a comprehensive screening program would
include the following checks subject to relevant privacy and other legislation in each
country:

• credit and bankruptcy checks
• electoral roll searches
• verification of the curriculum vitae, looking for gaps and inconsistencies
• confirmation of education
• checks with statutory bodies and associations to confirm professional qualifications
• verifying employment history with direct line managers and human resources
• directorship and media searches
• court record searches.

Follow-up interviews should be held with candidates to discuss any significant discrepancies.

CONFIDENTIAL REPORTING CHANNELS

Many preventable frauds occur because an employee who had a suspicion about a
transaction or a concern about the behaviour of a manager did not have any mechanism to
report the concern. An anonymous reporting route provided for employees, vendors or
others who have suspicions of fraud or malpractice is a very effective method for detecting
fraud.

For example, research in the USA by the Association of Certified Fraud Examiners (see
reports on www.acfe.com) stated that tips were the single most effective means of detecting
occupational fraud. An analysis of 508 frauds in 2004, totalling $761 million showed that
39.6 per cent were uncovered as a result of a tip either from an employee, customer, vendor,
or law enforcement agent, or anonymously. In 2006, tip-offs accounted for 44 per cent of all
multi-million-dollar fraud schemes

Confidential reporting channels or whistle-blowing lines now are legally required in
several countries. Strategic decisions need to be made about whether to provide the reporting
channel across the organisation, with capital expenditure for a central unit to provide
awareness training and to provide follow up investigation services.

USER ID AND PASSWORD CONTROLS

A major area of concern in most organisations is the ease with which a dishonest employee
can steal user identifications and passwords to computer systems by using simple hacking
software or technical devices on local workstations. Despite the threat, many organisations
(which have not had an incident) still rely on the employee’s password as the sole control for
systems access.

Fixing the problem usually requires major changes to the way systems are run (such as
implementing smart card or biometric devices as well as a password), and this requires senior
management approval for capital expenditure.

FILE MANAGEMENT

The increasing interconnectivity between companies, customers, suppliers and banks means
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that a large number of payment and invoice files are transferred electronically over networks
for entry into payment systems. In some cases, these files are simple spreadsheet or text files
which could be accessed to amend account or credit details in order to divert payments.

More and more firms are outsourcing their computer operations to third-party specialist
companies. When an electronic payment is sent, it can sit in a batch file waiting to be
processed – and accessible to third-party system support personnel who could amend it,
without the knowledge of the sender. It is important to identify all areas where batch
payment files are produced and stored, and to establish a fraud resistant process for
managing batch files. In some cases, computer systems which are in use across the
organisation can contain unacceptable fraud risks which local business unit managers are
powerless to reduce. This requires senior management decisions about whether or not to
carry the risk or to commit capital expenditure to reduce it.

RISK REDUCTION PROCESS

The risk reduction process should include the following steps:

• Management should reach a consensus on the definition of risks levels, likelihood and
impact categories discussed in the draft fraud and corruption profile. For example, what
would be considered a catastrophic impact as opposed to a severe impact.

• The methods and quick fixes applicable to each department should be extracted from the
quick fix document and given to the relevant line managers, who should evaluate and
decide which fixes can be implemented. They should report back to senior management
within a specified time period.

• A workshop should be held where managers re-evaluate and adjust risk levels accordingly
and revise the fraud and corruption profile.

• A decision should be made as to the management response to each risk level. An example is
provided in Table 4.8.

This approach differs from the situation in most empowered organisations with autonomous
business units where fraud is managed solely at the business unit level – because line
managers have no effective means of identifying levels of risk or representing them to top
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Table 4.8 Management response

Risk level Management response

Severe To be managed by the chief financial officer with a detailed action plan and regular updates

to the compliance and audit committee.

High To be managed by the group financial controller with responsibility and ownership clearly

specified and documented. Detailed action plan and mandatory reporting to the compliance

and audit committee

Medium Management responsibility and timescales must be clearly specified and documented with

regular reports to the compliance and audit committee

Low Managed by routine procedures and monitored within the business unit



management, while top management is not sufficiently aware of the potentially catastrophic
consequences of certain fraud exposures.

Top management should also be proactively evaluating major exposures, and in a fraud-
resistant organisation they will be aware of the risks and consider them in their decision-
making process.

Following accepted principles for risk evaluation and treatment, they can first identify
those risks which have a low impact and which can be accepted without further action. They
can then identify options for treating the remaining risks, including:

• avoiding the risk (for example, by deciding not to do business in a particular country)
• reducing the likelihood or impact of the risk by implementing preventive and detective

controls
• transferring the risk (for example, by taking out fidelity or computer crime insurance)
• retaining the risk as an acceptable part of doing business – typically this would apply to

methods which have a low likelihood and impact.

Residual risks should be included in the overall operational risk register and reported at board
level, for example, to the audit committee. Fraud and corruption risks should also be re-
evaluated whenever major change initiatives are introduced; for example, new or re-
engineered products or processes. 

Once fraud and corruption have been properly recognised then senior managers at the
level of head of operations, the chief financial officer or general manager, are usually eager to
implement a strategy to reduce the risks because they have a desire to protect company assets
or client funds (besides the concern that a significant fraud may adversely impact their own
career prospects and remuneration).

Once the risks have been assessed, there is little problem getting line managers who
report to these senior managers to implement fixes and re-evaluate the risks which they are
willing to carry. The problem occurs when line managers are unable to reduce a risk because
they require significant expenditure or increased headcount. They do not want to raise the
issue at board level because it will look as if they are not capable of solving problems. So they
may be tempted to sit on the issue and carry risks which could have severe impacts on the
organisation.

This can create a situation where the board believes there are no severe risks, whereas line
managers know there are such risks, but keep quiet in order to further their careers. To
address these issues, the fraud and corruption risk management strategy should involve
internal stakeholders such as operational risk management, which has a mandate to report
on risks right across the organisation.

It is important that where line managers believe that a change initiative has created
unacceptable fraud risks, that there is a mechanism for them to report their concerns.

An advantage of the resulting fraud and corruption profiles is that they can be used as a
discussion document by operational risk managers in assessing, for example, how much
capital to allocate to fraud risks. Line managers may ‘undervalue’ a risk, hoping for a lower
capital allocation, and operational risk managers can revalue the risk to provide a more
appropriate allocation.

This approach to addressing risk enables line managers to elevate issues so that directors
need to make decisions about whether to commit expenditure and resources for fraud
detection or prevention, or whether to carry the potential loss. Directors are given the
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responsibility for deciding on the organisation’s appetite for fraud and corruption (that is,
which risks they believe the organisation can carry as a cost of doing business efficiently).

Summary of key points

• Don’t be blinded by the beauty of a theoretical risk management model: aim to obtain a
practical understanding of the fraud and corruption risks.

• Make sure everyone involved in fraud and corruption risk management is aware of the
tools which fraudsters use.

• Identify the areas in the organisation where technology could be misused.
• Obtain top management approval to first understand the fraud and corruption risks which

the organisation faces before looking at countermeasures.
• Conduct fraud and corruption risk profiling exercises right across the organisation.
• Provide specialist resources to assist employees identify potential methods.
• Include the board in the profiling exercise.
• Implement a process to record fraud and corruption risks and follow up the treatment of

them.
• Provide a route for line managers to report whenever a change initiative creates new fraud

and corruption risks.
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CHAPTER 5 Upfront Prevention and
Detection

Investing in prevention and monitoring

One of the saddest aspects of the investigations we have been involved in over the past 25
years is that we have seen at first hand the dramatic and damaging effect of fraud and
corruption on innocent employees and third parties; loss of morale, and shattered
confidence, and high stress from investigations and being under suspicion. Just as dramatic
has been the reaction of employees who have confessed to partaking in fraudulent or corrupt
activities, and who then suddenly discover that they are potentially facing a prison sentence.
Just like management who wish that they had prevented the money going missing, they
wish that they could turn the clock back. In most cases it is all too late.

Preventing fraud and corruption succeeding in the first place, especially as it is becoming
increasingly difficult to recover stolen money, may sound like common sense, but
monitoring of fraud and corruption risks is probably one of the least resourced areas in most
organisations. Done correctly, it can be one of the most productive in terms of preventing
losses.

There are some very good reasons to do this:

• Most incidents of fraud and corruption have cost far too much by the time they are
discovered (by accident, by whistle-blowers or as a result of a corporate collapse). 

• The longer a fraud is allowed to run undetected, the larger the losses which accumulate.
For example, where managers have been addicted to gambling they start by stealing
relatively small amounts each week; but if undetected, losses can easily build up over a
number of years to millions of dollars. 

• Stakeholders are now aggressively seeking answers from senior management as to why
losses through fraud and corruption have been allowed to run unchecked for so long.

• Monitoring and detection is becoming a legal requirement for some major public
corporations (for example, those which need to comply with SOX).

• Successful, active detection is one of the best forms of prevention.
• Actively looking for instances of fraud and corruption may expose potential loopholes

which have been overlooked.

Detecting fraud and corruption can take two forms:

• reactive – employees recognising those behavioural, transactional, system and corporate
red flags which provide early warning of a potential problem;

• proactive – applying detection tests as part of a regular corporate health check, which
specialists such as security and audit personnel can design and run.



Most companies tend to be better at reacting to the signs of fraud and corruption than
proactively looking for it. The benefit of a well-designed monitoring and detection
programme is that it combines the best of reactive and proactive detection in the form of a
systematic methodology. The model in Figure 5.1 shows the four components which are
fundamental for the success of a monitoring and detection program, and the four main
categories of red flags.

One of the most effective fraud prevention measures is the fear of being detected due to not
knowing what controls have been put in place. Therefore, once the programme for
monitoring and detection has been agreed and documented, access to it should be restricted
so that only a limited number of people know the details of what is being done and where.
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Figure 5.1 Four components



This chapter examines why upfront prevention and monitoring is a cost-effective
investment and how it can be made possible by implementing:

• a comprehensive fraud and corruption awareness programme
• mechanisms whereby symptoms of fraud and corruption (called ‘red flags’) are recognised

early
• a programme called the ‘corporate health check’ which is designed to identify the less

obvious red flags on a regular basis.

Raising awareness 

Practical awareness training increases the potential for all employees to recognise the red
flags of fraud and corruption and know how to respond to them. Training sessions provide
the ideal forum for communicating the essence of the code of conduct, and the anti-fraud
and -corruption, and whistle-blowing policies. 

It is common to find that very few employees have previously received any form of
practical instruction. However, after training, all employees, whatever their position or level,
have found the subject engaging and interesting and as a result have been much more
prepared to do something about the problem of fraud and corruption. 

It is clear that a well structured, interactive, company-wide awareness programme will
serve to significantly drive down the costs of fraud and corruption inherent in the
organisation. The objectives of an awareness programme should be to:

• raise the awareness of fraud and corruption in the organisation
• significantly improve prevention and timely detection
• stimulate interest and dialogue around the company’s code of conduct and anti-fraud and

-corruption policies, making these something that all employees are willing to adopt and
support

• encourage all employees to feel that raising concerns is productive and in their and the
organisation’s best interests

• enable the organisation to better understand its own risks of fraud and corruption.

The most effective programmes are those which are realistic, enjoyable and interactive, and
where feedback from the participants is an integral part of the programme. By realistic we
mean that the message is one of common sense and is anchored in the practical field. Dry,
one-way lecture programmes which rely on ‘preaching’ and ‘you must do as I say’ messages
are not very effective.

In the past we have seen fraud, corruption or business ethics programmes which have
been one-off events arranged on either an ad hoc basis or only for selected groups. For an
awareness programme to have any lasting impact it should be a mandatory part of training
for all employees. The content and examples used should be regularly reviewed and updated.

WHO SHOULD BE INVOLVED? 

It is very important, before developing and launching a fraud and corruption awareness
programme to identify a sponsor who will support it and ensure that it has received sufficient
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management attention. Sponsors can include corporate security, human resources, the CFO,
legal and compliance, corporate responsibility and if possible, the CEO. 

Not having a sponsor can lead to the programme not being taken seriously and people
being too scared to report potential problems for fear of retribution. Often a joint
sponsorship team involving one or more executive board members is the preferred and
stronger solution. 

Different departments in a company sometimes feel that they have overall responsibility
for supporting one type of training. For example, financial controllers, internal auditors and
corporate security officers may wish to be involved in the development of any fraud and
corruption awareness training programmes. At the same time human resources, corporate
legal and possibly corporate responsibility may wish to include anti-bribery and business
ethics training in line with the code of conduct.

What is important is that that training is well coordinated and planned to avoid
confusion and duplication of effort.

Sometimes, the start of awareness programmes and also other anti-fraud and -corruption
activities can be delayed because the executive board and senior management wish to ensure
that it has all the relevant policies and guidelines in place first. This is fine provided that it is
done quickly. However, it is sometimes used as a delaying tactic by a senior manager who
sees no value in the programme and who knows that the process of developing and
approving detailed policies and guidelines can take several months, if not years. So, once
some broad statements have been made at the top of the organisation regarding ethics and
anti-fraud and -corruption, the awareness training programme should be launched and the
feedback should be used to refine and clarify the corporate message. Once senior
management takes the programme seriously and leads by example, then there is a good
chance that the rest of the organisation will follow suit.

WHAT SORT OF TRAINING IS APPROPRIATE?

Fraud and corruption awareness training can be slotted into a variety of existing corporate
training programmes such as management training, employee inductions or training in
financial processes and procedures. However, independent stand-alone programmes are
usually the most effective because they focus the participants’ minds on what is usually
virgin territory. 

Specific training could also be provided to different groups such as senior management,
middle management, project managers or people who work in higher-risk environments
such as accounting, procurement or customer service. The training should incorporate core
issues which are common to all, with the possibility of branching out into specific topics
which are of interest to one or more groups.

Some companies also insist that key business partners and suppliers, too, undergo a
minimum level of fraud and corruption awareness training.

Those persons who need to specialise in the investigation and detection of fraud and
corruption should be provided with external training by experts in the field. Candidates for
specialist training could include representatives of internal audit, legal, corporate security,
risk management and human resources. The type of training is discussed later in this chapter
in ‘Corporate health check’.

We recommend a maximum of two related programmes for all employees along the
following lines:
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• Programme 1: Code of conduct and anti-corruption training

The first programme covers the code of conduct, policies on prevention of bribery and
corruption, and other related issues such as anti-bribery and corporate responsibility,
human rights and environmental issues. The purpose is to reflect and communicate the
corporate message and aspirations and the tone at the top. Posing ethical dilemmas and
then discussing the correct choices is a useful mechanism to communicate the code of
conduct.

• Programme 2: Practical fraud and corruption awareness training 

The second programme aims to demystify fraud and corruption for the participants, help
their understanding of the methods used against the company by different opponents,
and teach them how to defend against fraud and how to spot and deal with the red flags.
Practical and engaging training scenarios and case examples should be used. In the next
section we have provided some examples of the types of scenarios and cases which could
be included. Participants should be encouraged to recognise the loopholes from the
perspective of a potential criminal. This type of training is also an excellent precursor of
the fraud and corruption profiling exercise which was covered in previous chapters.

Face-to-face group training is the most effective. However in recent years e-learning,
interactive animation and video-based training has also proven very successful. 

The programme should incorporate feedback mechanisms which:

• test the understanding of the participants
• capture their perceptions of the fraud and corruption risks which they believe exist in their

areas
• allow them to raise any concerns over controls or possible frauds which they wish to

discuss.

Appendix 5 shows excerpts from real code of conduct training programmes, fraud and
corruption awareness training and also a knowledge and perception test.

PRACTICAL TRAINING EXAMPLES 

The examples below are taken from typical code of conduct and fraud and corruption
awareness training programmes. They demonstrate some of the most important issues which
can be addressed by effective training when interpreting the company’s anti-fraud and -
corruption policies. Practical examples like the ones shown below are used to develop the
participants’ abilities to recognize loopholes in the current systems which allow fraud and
corruption to occur.

Try them out for yourself by selecting the answer you think fits best and then turn to
Appendix 6 for the guidance and a suggested answer.
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Scenario 1: Marketing commissions 
As part of your management duties you have recently visited one of the European
marketing companies. At dinner one night with Mr Dominic Lestrange, the Chief
Accountant, he tells you in confidence that a lot of strange marketing invoices are
being bounced around between the head office and his department. He hints that the
Marketing Director, Mr Edward Geiger, is trying to spread the cost of marketing
commissions and other unusual costs across the businesses but he, Dominic, is not
happy to book invoices such as the one he shows you below (Figure 5.2).

What do you see as the red flags of fraud and corruption and what do you do now?

(Answers are shown in Appendix 6.)
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Figure 5.2 Marketing invoice

WWU HOLDING GROUP
Vaduz

Furstentum Liechtenstein

Zurich April, 200X

Attn:  Messrs Geiger / Lestrange
YZW Corporation
135 Avenue Molière
1190 Bruxelles
Belgium

INVOICE 0010

In accordance with our contract,
we invoice you the initial marketing fee
for New Development #2
with the sum of USD 100 000

Please transfer to the following bank account:

Soginvest Banca
6600 Locarno - Mursito
Via Statzione 9
Konto Nr: 55 000 71



Scenario 2: Inventory and logistics 
It is reported to you that surplus stock from major refitting and maintenance projects is
usually written down to zero value and kept in a separate area of the warehouse. This is
used on later projects which have tight budgets. The fact that the stock is now free of
charge means that its use does not impact on the budgets of the projects.

What are the fraud and corruption risks arising from such practices?

(Answers are shown in Appendix 6.)

Scenario 3: Spirit of the code of conduct 
Your company has implemented a code of conduct which makes little mention of gifts
other than that they should be kept to a reasonable level and in line with maintaining
normal business relationships.

Your largest distributor recently concluded an internal incentive programme,
whereby their best salespersons were awarded a choice of prizes: either a high quality
wristwatch (which you believe would cost them around $1500), or a paid holiday for
two at an island resort.

Three wristwatches are left over, and your customer offers one to you in recognition
of your efforts on their behalf. Your colleague politely accepts.

a) What should you do?

■ You accept the gift; you did make a special effort on this project and you don’t

want to offend the distributor.

■ It is a valuable gift so you ask your manager’s permission before accepting.

■ You ask if you could have the holiday instead as you have several watches from

before.

■ You decline the gift, and consult your manager on this matter.

b) How would you react to the fact that your colleague took the watch?

(Answers are shown in Appendix 6.)
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Scenario 4: Dealing with customers 
You are meeting with a customer to finalize an important order. Just before the contract
is to be signed, you are asked by one of the customer’s senior representatives to increase
the contract price by 1 per cent and pay the amount to a particular consultant
company. You request a time-out and a member of your team tells you the company
does exist on paper, and does provide consulting services. He has also heard a rumour
that the company is controlled by members of the customer’s management. 

What do you do and why?

■ You postpone signing the contract and contact your manager for guidance.

■ You sign. The amount is immaterial, and you should help the customer by

agreeing their request.

■ You refuse to sign, walk out of the meeting, and tell the customer that you are

shocked at having your arm twisted at the last minute.

(Answers are shown in Appendix 6.)

Recognising and looking for the red flags 

There are occasions when the behaviour of an individual, the look of a document or
transaction, or even unusual system activity, raises a question mark in the mind of a friend,
work colleague or third party. Depending on how astute or alert the person is, the incident
may either be followed up, sometimes to expose a potentially serious problem, or
alternatively ignored and quickly forgotten. The following macabre story illustrates the fatal
consequences when red flags are overlooked:

Example

In July 2002, an inquiry in England concluded that a doctor called Harold Shipman had murdered
at least 215 of his elderly patients during routine home visits, by injecting them with lethal doses
of drugs. He had carried out these activities over a number of years and, to the outside world, he
appeared to be a nice, bearded, family man, and a respected doctor. The reality was that he was a
killer and probably a psychopath. Today, even after his own suicide, the question continues to be
asked why no one reacted to the telltale signs including:

• abnormally high death rates on his call-outs
• exceptionally high order rates for certain drugs which were eventually used to murder his

patients.
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The reason nobody acted was not apathy: Dr Shipman managed to get away with it for so long
because the caring, honest people around him could never have imagined or believed that
something so terrible was going on. 

In the same way, one of the greatest hindrances to detection of fraud and corruption is that
most relatively honest people cannot actually believe that a colleague, manager or third
party is dishonest – that is the nature of people at work. When the working environment
appears to be normal, safe and nurturing, people do not want to believe that something
terrible is happening – whether it be fraud, corruption or some other shocking event. 

Honest people do not suspect other apparently honest, nice people. This is especially true
for junior employees who respect and like their managers. If the managers are nice to them
and treat them with courtesy and respect, however tough their decisions are, the employees
will rarely suspect them of being capable of being dishonest. 

By training employees to be aware of the indicators of potential problems, or ‘red flags’,
an organisation can make a huge leap forward in reducing fraud and corruption.

The skill is to balance the need for a harmonious, relaxed work environment with the
need to spot and prevent the dishonest person or activities at an early stage.

A red flag is an indicator, and only an indicator, of a potential problem which may
include fraud, corruption and other malpractice. We have chosen to categorise red flags as
behavioural, transactional, system or corporate. Ultimately all four categories are indicative
of abnormal behaviour. 

Each category can be further classified into those which can be noticed by the trained eye,
‘reactive red flags’, or those which need the help of a detection or corporate health check
process, ‘proactive red flags’. Table 5.1 illustrates examples of both reactive and proactive red
flags which are Behavioural, Transactional, System and Corporate.
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Table 5.1 Examples of red flags

Examples of red flags Reactive Proactive

Behavioural Noticing that some managers are Performing background checks to

reluctant to give proper explanations identify unsanctioned involvement in

as to why certain budgetary decisions external companies

are made

Transactional Treasury and payments persons Looking for potentially collusive sales

question payments of supplier invoices transactions where there are unusual

to tax havens, such as the British Virgin patterns of low prices and credit notes

Islands, the Cayman Islands etc.

System Repeated system failures and audit Monitoring and analysis of unsuccessful

logs switched off access attempts to sensitive systems

and data

Corporate Noticing that a sequence of acquisitions Annual personal financial statement and

and joint ventures failed conflict of interest statement completed

by executive and verified by external

party



This section describes those red flags which can be discovered by observation during the
course of business activities (either by accident or by trained persons). The section at the end
of this chapter describes a systematic programme called a corporate health check which can
be used to regularly root out serious less obvious red flags.

The awareness training for each category of red flag should be provided to specific groups
of employees as described below.

RECOGNISING BEHAVIOURAL RED FLAGS 

All employees should receive training in behavioural red flags.
Red flags in behaviour and lifestyle indicate that an employee may have a problem. All

line managers should be aware of these indicators and the actions to be taken to determine
the nature of the problem. Behavioural red flags can be either objective (in that they can be
measured or monitored) or subjective (in the sense of being reliant on the manager’s
knowledge of the employee). Typical objective behavioural red flags include:

• signs of excessive wealth or spending, increasing debts and lack of wealth, changes in
personal circumstances

• long absences from work and poor timekeeping
• failure to take leave
• changes to work patterns, long hours after normal business hours
• the (repeated) override of normal controls and procedures.

Objective red flags give a reasonably good indication that something is wrong, and can
usually be monitored in order to establish the cause of the behaviour change.

Subjective behavioural red flags include:

• abnormal social behaviour
• problems with gambling, drug or alcohol abuse
• excessive mood swings, aggression, marked changes in behaviour
• resistance to audit and questions, such as a confrontational, arrogant and aggressive

approach to avoid answering questions and deflect attention
• misleading or ambiguous explanations to questions.

Subjective red flags are much more difficult to rely on and they should always be linked to
other red flags in the systems to which an individual has access.

RECOGNISING TRANSACTIONAL RED FLAGS 

Modern working practices generate more transactions than ever before. Because of the speed
with which business is carried out today and a drive for leaner, more efficient
administrations, transactions tend to be looked at only once, if at all. The mountain of
processed transactions which is left behind can now, due to rapidly declining electronic
storage costs, present new opportunities for effective transaction monitoring.

‘Transactional red flags’ is the name for indicators which are buried within transactions,
held on computer systems, or on paper documents or reports. Employees in risk areas such as
procurement or payroll should receive specific training in recognising transactional red flags.
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Depending on the profile of the organisation, there are usually hundreds of transactional
red flags. Some typical ones include:

• unusual supplier relationships
• business partners, intermediaries and so on, which are in effect front companies
• non-transparent counterparties where indications of criminal association exist
• payments for goods and services where the description is unduly vague
• preferential supplier treatment and/or a lack of competitive tendering
• payments to offshore or tax-haven-based companies or bank accounts
• preferential customer treatment in terms of service, prices and so on
• receipt of potentially ‘dirty money’ payments
• hidden salaries or other employee benefits
• private expenses processed through expense claims (which is also a key behavioural

indicator)
• poorly monitored profit and loss and balance sheet accounts.

Arguably the single largest red flag of fraud and corruption is where a company or bank
account located in a tax haven is involved as some sort of vehicle. While the misuses 
can range from terrorist and arms financing to tax evasion, the more common red flags
include:

• kickbacks paid to the management on the acquisition or disposal of a subsidiary using a tax
haven vehicle

• company-controlled ‘slush funds’ and the payments of bribes to and from offshore
companies (bribes are often politely referred to as ‘marketing commissions’)

• secret bonuses to top managers and executives which are most commonly paid into such
accounts

• money ostensibly for bribes paid instead into executive and employee-controlled accounts
(this is much more common than one would expect)

• tax evasion in the form of split salaries (for employees, consultants and sometimes also the
company)

• hiding a conflicting ownership interest in suppliers, customers and business partners using
a cascade of offshore companies to disguise the ownership.

A number of attempted frauds have been prevented because an employee spotted something
unusual about a transaction. By identifying red flags in a process, it is possible to put in place
early warning systems about the use of a particular method of fraud. For example, a number
of financial institutions, which have been the victims of unauthorised transfers from
corporate accounts, now monitor all employee requests to view account details – in order to
detect someone who may be identifying potential high value accounts for fraudsters to
target.

Red flags in a process arise from anomalies on documents or transactions. For example,
red flags on payment instructions being processed through a bank payment centre include:

• unusual delivery of instruction, for example through the mail or by courier with an urgent
processing request

• photocopied document or attachment
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• unnecessary words or explanations on the instruction to try to make it seem more
plausible

• appearance or style not consistent with normal transactions
• beneficiary name spelt incorrectly, mismatching with account number
• payment not consistent with the normal business of the customer.

Even though accounting and payment clerks are performing a routine activity with hundreds
of transactions per day, they can sometimes spot these anomalies very quickly.

RECOGNISING SYSTEM RED FLAGS

The information technology department of an organisation can play an important role in
monitoring for red flags in systems. Nearly all large, multinational organisations will have an
IT security function which should routinely monitor for unauthorised access or processes.
This monitoring should be linked to the behavioural and transactional red flags. 

Systems red flags arise from monitoring routines built into computer and
communication systems. They are a powerful means of detecting illicit behaviour. For
example:

• someone logs in to a system using the user identification and password of an employee
who is on leave; or attempts to log in if the password is disabled whilst the employee is on
leave

• a higher than average number of failed logins
• login from areas outside normal work area
• login at unusual times of the day
• unusual network traffic
• controls or audit logs turned off.

The knowledge about which specific transaction or activity is being monitored should be
restricted to the systems team, but knowledge that some monitoring is taking place (without
the specifics) is a valuable deterrent.

RECOGNISING CORPORATE RED FLAGS 

As the corporate collapses around the world have shown, many red flags were flying –
indicating that companies were in trouble well before the collapses took place. For example
in the book Collapse Incorporated (White, 2001), one of the authors lists a number of warning
signs in one of the companies, which were evident as far back as two years prior to its
collapse, including:

• investment analysts blacklisted by the company for writing negative reports
• concerns raised by regulators up to nine months before the collapse
• downgrading of the company’s credit rating
• solvency warnings by the company’s actuaries.

Yet no one acted upon them. Why? Because it appears no one was in a position to act upon
them. Senior management appeared to have had the opposite interest; to suppress

80 F r a u d  a n d  C o r r u p t i o n



information, rather than reveal the truth. Similarly, when frauds involve fraudulent financial
reporting by executive directors, it is sometimes very difficult for anyone to act, because the
only people who could (for example the internal auditors) possess neither the authority nor
the independence to effectively follow up on their concerns.

Potential corporate red flags indicating fraud, which we have regularly seen in
organisations where we have subsequently uncovered senior management frauds, include:

• over-zealous acquisition strategies (without proper screening and due diligence)
• autocratic management decisions around business relationships, such as a refusal to

change a major supplier
• losses and declining margins on sales
• artificial barriers put up by directors to avoid answering questions
• excessive secrecy
• rumours and low morale
• complacent finance director
• overriding of budgetary controls
• discrepancies and deviations
• missing records or lack of detail
• unusual manual payments or adjustments
• consultants given a free rein.

Some red flags could be indicative of an impending corporate collapse; this should trigger
concerns that there may be some fraud associated with the decline in business. However, a
red flag is not firm evidence that a fraud is occurring. Once a series of red flags have been
identified, specific detection tests will still need to be designed and implemented to gather
enough evidence to warrant a full-scale investigation. This is relatively straightforward if the
problem lies at the employee level and the internal audit department has the charter to add
detection tests to its normal audits.

The problem is more difficult to solve when corporate red flags suggest that the CEO is
perpetrating a fraud in an organisation which has neither a strong internal audit function
nor a strong, independent audit committee. 

Corporate red flags are arguably the most difficult group on which to build a detection
programme because they are difficult to interpret, so specialist training may need to be
provided. Corporate red flags are often closely related to other behavioural and transactional
red flags as the following example illustrates:

Example

Mr Cassandra, a sales manager, got wind of the fact that certain marketing expenses in the region
of a few thousand euros were being put through the company’s accounts. These were paid into a
company in Cyprus which was clearly an offshore company. However, it was rumoured that this
business was under the direction of the regional general manager, who was considered to be one of
the more successful regional heads. There had always been a reluctance to audit his area in too
much detail for fear of upsetting the status quo. To pacify the CFO and the head of internal audit,
the marketing director had had a quiet word with the manager about his lavish expense accounts
and rumours about his private purchases.

After several attempts to find someone who would take him seriously, Mr Cassandra raised his
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concerns with the head of internal audit who, using available accounting data, tried to ascertain
some of the red flags. A large number were identified including:

• A large variety of payments made to one company for marketing, events, building works and
printing; this company did not appear to be registered or even exist.

• The senior management’s travel and other expenses included a number of apparent private
purchases.

• Sales were made to one major wholesale customer at discounts much higher than any other
customer. The wholesale customer was ultimately controlled by an offshore company which had
nominee directors and secret owners.

• The primary service partner was also controlled by an offshore company, coincidentally at the
same address as the offshore company which controlled the large wholesale customer.

Discussions with corporate controllers revealed that on repeated trips to the region they had noticed
the unusual behaviour of the regional general manager and his team including a reluctance to
allow the controllers to ask questions directly to accounting and administrative staff. One of the
controllers commented that he found it extremely hard to understand how the results were so good.
He used the expression ‘too good to be true’.

After a follow-up investigation which also included interviews with the key persons believed to
be involved it was revealed that:

• The regional general manager, as well as some members of his team, were actually controlling
the key suppliers and the wholesale customer.

• Some bribes disguised as consultancy fees were paid to key customers in the public and private
sector. Many of these bribes were paid via offshore companies.

• Results had been manipulated and sales figures inflated for years. Losses had been hidden or
buried.

• Employees that had protested against the abuses were either moved or sacked, and on at least
one occasion, threatened physically.

Most of the management team confessed to some sort of involvement in the schemes saying that
that they had believed the regional general manager. However, he refused to admit that he had put
a foot wrong. On one occasion he staunchly defended his purchase of a €600 coat at an airport,
saying that he had left his in the taxi and needed a new one. After all he was the general manager.
When he was asked why he actually bought a women’s coat he simply refused to answer! 

Because of the swift action taken to discover and interpret the red flags, a turnaround
replacement management team was able to redress most of the major problems within six months.

SPOT THE RED FLAGS – TEST YOURSELF

Given that red flags are usually there to be discovered, we have provided some scenarios
below to test your ability to spot them. Scenarios like these should be used in training and
awareness programmes.

Often red flags of possible fraud, corruption and abuse of the company’s policy may not
be immediately apparent. See if you can spot the possible red flags of fraud and corruption in
the following four scenarios. Answers can be found in Appendix 6.
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Test yourself: Scenario 1
Three years ago the newly appointed 43-year-old CEO had unveiled at a number of
internal and external events the new corporate strategy, which included the statement
as follows:

In order to maintain our competitive advantage we are required to invest and capitalise on
opportunities in developing markets as well as consolidate our home market. If we apply our
strategy of partnership, acquisition and of course internal innovation, I predict that in three
years’ time we will achieve our growth target of 170 per cent whilst 60 per cent of our
business will be abroad compared to the 30 per cent today.

As of today very little mention is made of these statements and these targets have not
been met by any means. Growth has been 150 per cent and the ratio of domestic to
foreign business is 60:40. The CEO has stated that this is in fact a very creditable
achievement considering that there was unpredictable downturn in the market. Less
mention is made, however of the rising costs which can be attributed to higher entry
costs to the developing markets, but also rising operating costs both domestically and
abroad. There is very little discussion about this in the company. Press releases for the
past six months have been in accordance with the CEO’s upbeat statements like ‘We
need to look forward, not back.’ However there is an ongoing tax audit into the nature
of certain agency payments. Only one investment analyst wrote a negative report
pointing out impending collapse and the rumoured resignation of the CEO, but this
did not significantly affect the share price of the company.

The CEO himself has made a number of public appearances both at home and
aboard and portrays a very positive picture of the growth and development of the
company. Although he is not flamboyant, a well-acclaimed article about his newly
built luxury home, complete with original artwork, was featured in a leading lifestyle
magazine. In the interview, which appeared in the article, the CEO stated that aspects
of his house and lifestyle demonstrated and reflected the positive spirit of the
company.

The joint venture investment in one country has been divested at a very low price,
only 17 months after its heralded opening. A lawsuit is ongoing with the local partners
although it seems that there is little chance of recoveries.

The CEO has also assumed a number of non-executive posts on the boards of other
public companies both at home and abroad. Some of these appointments have been
well publicised in the press as has been his bonus package and also the terms of his
golden handshake should his contract be prematurely terminated. 

If you had a corporate crystal ball what red flags do you see which indicate risks
further down the road?

(Answers are shown in Appendix 6.)
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Test yourself: Scenario 2 
Your company is the market leader in a particular segment in Region X and works
closely with local partners.

Recently there has been a special focus on a joint campaign to boost customer
loyalty in the face of mounting competition. The loyalty campaign is aimed at
ensuring that the majority of re-sellers and partners push your company’s product as
the prime brand. 

You have joined a marketing brainstorming round table. Representatives from the
partners and resellers, the local company, legal advisors and your corporate public
relations and marketing agency are present.

One idea which gains popularity involves the use of a competition for resellers,
whereby those that reach certain sales targets will be awarded prizes. Prizes will consist
of premium brand watches, and at the top end, free holidays. This competition is to be
funded by your company in the name of marketing support. The local representative
chips in that he has a healthy relationship with the travel agency and that ‘maybe they
are able to contribute the free holidays since we put a lot of business their way?’
Apparently this scheme has been very successful in a couple of other regions.

It is pointed out by legal advisors to you that the competition would still
technically have to be called a lottery, otherwise the prizes would be seen as a personal
taxable benefit. Also, even though this was a technicality, each reseller would only be
eligible for a prize in a lottery so that there could be no insinuations of bribery of
customers at a later stage.

The local representative, although on the face of it is enthusiastic about the idea,
asks for a separate meeting with you to discuss it.

What red flags do you see which indicate that the whole proposal should be
examined more closely?

(Answers are shown in Appendix 6.)

Test yourself: Scenario 3
The internal network is protected by a firewall which was set up at considerable
expense. Two systems in particular are considered highly sensitive, for different
reasons, namely the central payments and treasury system and the technical
development master data. 

In recent weeks logging into the network has taken longer and longer which led
ultimately to a system crash. Although no critical data appear to have been lost and the
situation has been rectified, the network was down for a total of three days, two of
which luckily were the weekend.

The IT specialists who were called in to help resolve the situation produced a close-
out report which included the remarks extracted below:
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Extract from report of the IT specialists

• 3 Internet connections which circumvented the firewall were discovered. One of these was
in the human resources department and two in the technical development areas. These
have been temporarily disconnected.

• There have been repeated attempts, some unsuccessful, to send large file attachments
containing technical data. It appears that Hotmail and Yahoo addresses have been used
to send the data which, due to the restrictions on the size of attachments, may have been
the reason for the lack of success.

• It was noticed that user IDs in the payments department were left logged in all day.
Sometimes the same user ID was logged in up to 4 times concurrently.

• The 30-day forced change of password feature has been turned off. According to the IT
Manager he received too many complaints that persons, especially in sensitive and critical
functions, could not remember their passwords.

To what extent some of these anomalies contributed towards the system crash is yet to be
determined.

What system red flags do you spot here?

(Answers are shown in Appendix 6.)

Test yourself: Scenario 4 
For the past 10 years all repair and maintenance work has been carried out by a local
building contractor. The argument for this is that the company needs to be local and
since they have always done a good job then there was no reason to change supplier.

Recently, however this supplier was a lead entrepreneur in a new construction
project. There were some delays and the project costs were 27 per cent over the original
budget. At the outset, putting it out to tender was considered, but the facilities manager
had been strongly in favour of a bid waiver because of the preferred supplier’s local
knowledge of the site. Afterwards when asked by internal audit whether with hindsight
he felt the job could have been done cheaper if there had been a competitive tender, he
replied that ‘Budget overruns are not uncommon and there is no cause for concern. The
end product is better than expected.’

Two of the many project invoices are shown in Figures 5.3 and 5.4.
It has been rumoured that the step-daughter of the facilities manager helps out in

the administration department on Saturday and the nephew of the supplier’s project
manager has had summer jobs at the company.
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XIX CONSTRUCTION CONSULTANTS
Riverside House, Brookdale, Rutland RX4 7HY

Date:        27/01/0X Terms of payment:     Immediate Invoice no:

No  A200X0045

To:
YZW Corporation
28 Queens Road
London
W1 3QZ

Eagle Landing Project – Site works – prepayment in £50.000
in accordance with contract # 200X9876374

Please instruct your bank to pay directly without any
intermediary bank, by SWIFT to Findlays Bank,
Douglas, Isle of Man

Total £ 50.000

For payments in GBP

XIX Service Ltd Findlays Bank (Douglas)
ACC. NO 70001324
SWIFT: FBCCEH

Figure 5.3 Project invoice #1
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XIX CONSTRUCTION SERVICES
Riverside House, Brookdale, Rutland RX4 7HY

Date:        02/03/0X Terms of payment:     14 days Invoice no:

No  A200X0054

To:
YZW Corporation
28 Queens Road
London
W1 3QZ

Eagle Landing Project – Site works (contract # 200X9876374)

120 hours @ £80 £9600

43 hours @ £56 £2408

Materials: £2169

Ancillary charges £1200

Please instruct your bank to pay directly without any
intermediary bank, by SWIFT to Findlays Bank, Douglas,
Isle of Man

Total £ 15376

For payments in GBP

XIX Construction Ltd Findlays Bank (Douglas)
ACC. NO 70221583
SWIFT: FBCCEH

Figure 5.4 Project invoice #2



What red flags of potential fraud and corruption do you see?

(Answers are shown in Appendix 6.)

FOLLOW-UP ACTIONS 

It is important that once employees have been trained to look for red flags they then need to
be made aware of the follow-up action should they have a concern. It is vital that concerns
are reported upwards because the last thing the organisation needs is for employees to leap to
a conclusion about a colleague which turns out to be completely the wrong answer.

Historically, line managers have been given the responsibility to make their own
decisions about how they respond to a concern about the behaviour of a particular employee.
A position often taken by senior management has been that managers are paid to manage,
and therefore they must make decisions. This is fine if the employee has a personal or work-
related problem, but not so good if the employee is involved in, or is planning a fraud,
because:

• Managers may mistakenly believe that they understand the problem (for example, if they
know that the employee is having trouble at home), and so they do not dig any deeper to
uncover a more serious problem.

• Few managers have any training in interview techniques which would identify deception:
when the fraudster is questioned, providing he or she acts in a friendly, affable manner, a
plausible explanation will usually be accepted without further follow up.

• A senior manager may treat an employee who is making lots of money for the company
completely differently from a junior clerk who is seen as dispensable. In some cases this
has extended to ignoring minor cases of fraud.

We have found that a useful way to illustrate the issue is to ask employees to complete the
following exercise.

Changes in behaviour 
Please indicate how you would view the following changes in behaviour in another employee
whom you know very well both at work and socially. You know he earns $30 000 per year. Over
the past few months:

• he has changed his office routine – regularly accesses the network on a different workstation to
his normal one;

• he has started working long hours – even volunteers for overtime;
• he frequently goes outside to use a mobile;
• he has bought a new top-of-the-range BMW and has had an expensive extension added to his

house. You have heard that he has three children in private schools; 
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• when you asked him about the car, he said that a rich aunt had died and left him a lot of money;
• you heard him borrowing the passwords of colleagues because he wanted to process things in a

hurry.

Remember, you like and trust the employee. Select the option in Table 5.2 below which most
closely matches what you would think.

In most workshops we have run, it is common to find there is an even split between Options
A and D. However, some cynical senior managers choose Option B, and one call centre
workshop we ran, which comprised mainly employees under 25, over 50 per cent
immediately chose Option C.

The important point to impart to employees is that with the information provided,
Option D is the only real choice. He may be borrowing the money, or be a shrewd investor or
has indeed had a rich aunt die, or he could be dealing in drugs or stealing. The occurrence of
behavioural red flags may be for one of many different underlying reasons: stress at work,
personal or medical conditions, family problems, drug or alcohol abuse as well as potential
criminal activity; all can cause changes in someone’s behaviour or lifestyle. A number of
frauds have occurred whereby employees, who were depressed, developed gambling
addictions which eventually led to them feeding their habit using company funds.

Having identified that there are some red flags, employees should not rely solely on
intuition, gut feel or personal liking for a colleague when assessing the nature of the problem.
Follow-up actions to resolve a concern about someone’s mental health are totally different to
actions taken about someone who is about to commit a major fraud. Premature actions could
alert fraudsters, or they could cause a severe adverse reaction in a person who is mentally
unwell. In these situations, employees must report concerns, usually through their line
manager or, if it involves their line manager, must use a whistle-blowing procedure.

Fraud-awareness sessions should be run alongside sessions which cover the symptoms of
depression and other mental illnesses and how they should be followed up.

It is also important that there is close cooperation between support functions such as
human resources, and enforcement or control functions such as security or internal audit to
ensure that follow up and resolution of red flags is consistent across the organisation in order
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Table 5.2 Options

Please select the option closest to what you would think Circle your option below

I believe the story about the aunt dying – I know and like the employee A

and he would not do anything dishonest

He must be stealing money from the organisation or somewhere else to B

fund an expensive lifestyle

He must be dealing in drugs C

The red flags would cause me concern but I would not assume I knew D

what the cause was



to protect innocent employees from unnecessary suspicion, as well as protecting the
organisation from a potential fraudster or corrupt individual.

Managers should also have some guidance as to:

• what they can do themselves to obtain further information, such as sources and
restrictions

• who to contact to obtain further information – human resources, security, audit or
external providers such as investigating companies

• escalation procedures – as defined in an incident response plan
• rules for gathering evidence, particularly from computers.

Corporate health check 

NOTION OF A HEALTH CHECK 

Fraud detection programmes have been used in companies, over the past few years, with
varying degrees of success. This may be because some of the tests used were unnecessarily
technical or complex, or because the results were never understood, or simply because the
programme itself was not properly supported at the top of the organisation. Without the full
support and understanding of senior management any programme aimed at detecting fraud
and corruption will usually fail. 

In the eyes of the average employee or manager the word detection can conjure up
notions of spying on the employees behind their backs and delving into their private affairs.
Names like ‘fraud detection programme’, ‘continuous monitoring, or ‘penetration audit’ can
trigger negative associations of intrusion and a culture of fear, which can harm the credibility
of the programme.

Modern attitudes call for a more proactive, open and all-inclusive programme, hence the
name ‘corporate health check’.

Rather like a medical health check, the principle objective of a corporate health check is
to test for those indicators which are hidden below the surface in order to proactively
identify and root out the red flags of fraud and corruption. This contrasts with and
complements awareness programmes, which train people to react once they spot red flags
during the course of their normal work. Red flags identified in awareness sessions comprise
only the visible signs of fraud and corruption at any particular moment in time. The
corporate health check probes much deeper looking at transactions and patterns, that is, the
actual footprint of fraud and corruption. It provides intelligence for further investigation to
uncover hard evidence. The emphasis is on prevention and early detection.

A corporate health check complements any internal audit programme and can become a
routine part of corporate life. It can be applied to an entire organisation or company, a
division, a single department or subsidiary, or even to just one process within the
organisation.

A properly performed corporate health check will provide extremely valuable
information to financial controllers, internal auditors, risk managers, corporate security,
human resources and not least the executive management. However, it is important to
recognise that a corporate health check can only work within a climate of transparency and
integrity.
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Therefore, before a corporate health check programme is launched, it is crucial to obtain
as broad a base of support as possible at the top of the company. This will help avoid
resistance later on and in itself will help to contribute towards a more honest and open
culture.

The sponsors of a corporate health check should be the executive management, endorsed
by the non-executive board, and supported by business units such as procurement, sales
support, accounting, legal and human resources. 

The executors of the corporate health check could be corporate security, corporate
internal audit, risk management, corporate financial controllers, or best of all, a team which
combines representatives from each of these functions. The greater the buy-in to the concept
of a corporate health check, the greater the chance of success. 

When a corporate health check is carried out, expectations will vary considerably. At all
stages the expected nature of the findings should be communicated clearly to all persons
involved. The importance of a broad base of management support is demonstrated by the
following experiences:

Experience 1 
During a corporate health check, it was discovered that very substantial payments had been made
to an intermediary run by a person with links to organised crime, operating from the cover of a tax
haven. When the findings were raised, people from the division concerned displayed outrage,
stating that the person concerned was a legitimate businessman with whom they ‘had eaten dinner
several times’. The division also tried to discredit the corporate health check, saying that the
findings were misleading; and the programme was put on hold for two years until the true facts
emerged.

Experience 2
A corporate health check which examined the behaviour of fifty senior managers was quietly
discontinued when it was discovered that over 25 per cent of the managers had benefits from
outside undisclosed business interests. This was on top of the fact that a number of managers were
often submitting wholly inappropriate or private business expense claims.

Experience 3 
When indications of price fixing and cartels were discovered with the help of a corporate health
check of sales and marketing, management decided that the internal auditors had probably ‘gone
too far’.

Experience 4
Three round-sum million-dollar payments to a front company and numbered account should have
been enough to indicate that systematic bribes (incidentally contravening the company code of
conduct) were being paid. The marketing department furiously defended these payments as
legitimate agency fees and dismissed the corporate health check findings as ‘trivial’.

Although these reactions may seem a little unusual, they are typical of managers when
confronted with a problem in their own territory. In other words, when the problem is ours,
we often become defensive.

It is a fact that people simply don’t like being watched or monitored. Therefore the
corporate health check has to be introduced and performed with sensitivity and care.
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Sometimes a corporate health check is not politically acceptable to senior management. The
reasons for this can include a fear of the unknown, a dislike of intrusive testing or even a
reluctance to lay their past transactions and behaviours open to scrutiny. It is the fear or
chance that inappropriate transactions and behaviours will be discovered which can lead to a
corporate health check being delayed or even put off indefinitely.

The ability of persons trying to undermine the programme should not be
underestimated. Typical counter-arguments to performing a corporate health check include:

• ‘The corporate health check infringes on human rights and data protection legislation. We
want our people to believe that they can be trusted so we don’t want to spy on them.’

• ‘Fraud and corruption is a next generation issue, not something we have to deal with now.’
• ‘We have an awareness programme so why do we need to do more.’
• ‘We already have auditors so why do we need a corporate health check?’

It is important to anticipate these objections and the reasons for them. The fear factor and
the perceived intrusiveness can be addressed fairly easily. A corporate health check should
always be a non-intrusive and non-disruptive process where the subject is involved
throughout the process. In addition the corporate health check should comply with data
protection or human rights legislation, as well as be in full compliance with company
policies and employee relations agreements. Furthermore, legislation will vary considerably
from jurisdiction to jurisdiction. Therefore it is advisable either to begin the corporate health
check in areas which clearly have no relation to individuals or to take appropriate legal
advice at the start.

SETTING AIMS AND OBJECTIVES 

The aim of a corporate health check is to identify symptoms of fraud and corruption as early
as possible. The objectives also need to be clearly defined. The following are typical objectives
of a corporate health check:

• It should target those fraud and corruption risks which have the highest impact on the
business and provide warnings of ongoing fraud and corruption as early as possible.

• Tests should be repeatable across the organisation and provide results which are
consistent, comparable and easy to classify and act upon.

• Specially trained persons within the company should perform the corporate health check. 
• It should be integrated with the work of the internal audit, corporate security or risk

management functions.
• It should not lead to, or raise, any false alarms.
• It should avoid contentious data protection issues by focussing on data which cannot be

classified as personal data.
• It should be equally applicable to the whole organisation, a division, a single department

or subsidiary, or to one process within the organisation.

HOW A CORPORATE HEALTH CHECK WORKS

The five steps below summarize how a corporate health check is done:
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• Understand the risks of fraud and corruption, document them in a fraud and corruption
profile and then identify what sort of footprint would be left behind if each method was
used.

• Decide where to collect data and information and build a model.
• Select which tests to apply, run the tests and summarise the results in the form of a

diagnostic report.
• Interpret and understand the diagnostics report and run further tests if deemed necessary.
• Perform preliminary research into the findings, evaluate them and decide on the next steps.

Just as with any form of health check, a wide range of equipment, tools and techniques can
be used. However it is wise to be selective, as the more tools used the greater the volume of
information generated, not to mention the cost. If you have a good idea what you are
looking for, the scope and extent of the corporate health check can be much narrower. A well
developed fraud and corruption profile is the key to knowing what to test for.

A corporate health check provides the insider’s view of the extent of fraud and corruption
in the company. It is true to say that raised awareness together with the health check will still
probably not uncover every instance of actual fraud and corruption. However, interpretation
of the results combined with the use of a well developed fraud and corruption profile makes it
much easier to target those areas where the company is most exposed. Fraud and corruption
is often a function of the culture of an organisation. If it is in one area it is likely to be in
others. Therefore it is not necessary to look absolutely everywhere. Unethical behaviour in
one area of the business often leaves its footprint in another area. 

WHERE TO USE THE CORPORATE HEALTH CHECK

The corporate health check can be used for example to identify:

• signs of procurement fraud and relationships with potentially unsuitable business 
partners

• unusual payments to front companies and offshore destinations
• symptoms of overspending
• signs of repeat fraud
• collective customer arrangements and other unhealthy customer relationships and

potential employee conflicts of interests
• deliberate misstatements.

Because many of the tests used are in fact a way of testing the culture within the business, a
well-designed corporate health check will often also identify problems related to
management’s investment and divestments strategy and other inappropriate business
behaviours.

A typical template is provided in Appendix 7 showing how a corporate health check can
be designed and constructed, by focussing on the major risks and developing key tests. For
illustration purposes we have also provided some examples of the findings.

A number of international companies have already used corporate health checks as a way
of improving their testing for the symptoms of fraud and corruption. One of the lessons
learnt has been that rather than using too many tests, more time should be spent in
interpreting and classifying the results. Also, it is important to hold back from investigating
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red flags as they are uncovered. Often a health check will throw up a large number of
symptoms which can, if not properly analysed and understood, be easily misinterpreted. It is
only by clearly defining, then grouping and analysing the symptoms that the problems can
be properly diagnosed. Those companies which have been doing this are now becoming
more and more self-sufficient and are able to perform several health checks a year with very
impressive results.

When a company-wide corporate health check is carried out we usually see one of the
two following diagnoses:

• There are just a few isolated symptoms of fraud and corruption.
• There are numerous incidents of fraud and corruption, often at many levels in the

company or division, touching the upper echelons.

Once the symptoms have been analysed they can then be grouped, analysed again and
various treatments proposed. Treatments will include emergency fixes, longer-term changes
to procedures and in some cases more in-depth investigation of certain potential problems.
An extract from a typical diagnostic report from a corporate health check is provided in
Appendix 8. This was performed on external payments across over 1 million transactions
over a 14-month period.

Specialist training should be provided so that internal departments can carry out health
checks. Asking one simple question could uncover a major fraud, but only if the question is
asked correctly. We believe that for external or internal audits to be more effective, auditors
should receive training in how to detect specific methods of fraud.

Example

Using some of the simplest fraud detection tests, we discovered several paid invoices. One invoice
was for work done in the USA, but the company’s bank account was in the Cayman Islands (and
also the amount of $49 799 seemed unusual for unspecified work). There also were strong
indications that the US-based supplier was in fraudulent collusion with a locally based project
manager, but was skilful at hiding it from the head office.

The head office of the company paying the invoice was in Scandinavia. Internal rules
stipulated that the project manager had to fax the invoice for approval. The cost centre manager at
head office was asked why he had approved these invoices for payment. He responded:

‘I have so many of these invoices to look at that to be totally honest I don’t get the time
to really look at them. I remember this one however because I thought it a bit odd that
we were paying money for an American supplier into a Cayman bank. I even called an
accountant that I knew in the shared service and asked him if we could actually pay
these invoices to the Cayman Islands. He answered that there was no problem
whatsoever and they had done it many times before. On reflection, I think he
misunderstood my question…’

Statistical and trend analyses may provide an indication of where fraud and corruption are
hidden. However, in order to actually find them, someone has to look at the details. Complex
tests require extensive interpretation of results, while thorough application of simple tests
tends to consistently deliver useful results. 
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However, as the powerful example below demonstrates, a corporate health check will only
work when management ceases to ignore the symptoms:

Example

The marketing department of an international company X had for the past ten years been using a
single supplier for all marketing and corporate events. This supply company had been incorporated
by two people round about the same time as the contract commenced. On average the company
had doubled its turnover every year and was now about 40 persons strong. Approximately 70–90
per cent of this supplier’s turnover each year had originated from X. One year’s spend alone was
around €10 million.

The marketing department resented any intrusion in its affairs by what they called ‘outsiders’
(which included the corporate procurement team and corporate internal audit) and for ten years
managed to carry on their affairs as they liked. They were supported throughout by an executive
director who agreed with them that marketing was such a specialised area that corporate
procurement could not possibly understand the intricacies of choosing a supplier. Their
involvement would only add to the costs. 

Corporate internal audit noticed these indicators and conducted a corporate health check on
paid invoices and supporting documentation in the accounts payable department. It was quickly
discovered that:

• The supplier had been awarded work without any competitive tendering for over 10 years.
• There were no contracts for what should have been provided, who should provide it and what

sort of mark-up the supplier should have made on their bought-in services.
• Pro forma purchase orders were created based on old invoices as a way of giving the impression

that a procurement process had taken place. These purchase orders were usually dated some days
or weeks after the supplier’s invoices.

• The supplier submitted a large number of very vaguely specified invoices which in fact hid mark-
ups of subcontractor costs (which were in excess of 200 per cent) or in some cases, were wholly
fictitious.

This was in addition to red flags such as:

• The marketing department staunchly resisted involving the procurement department
(procurement department personnel were too scared to act and felt they had no channel to
communicate their concerns).

• No projects in marketing were put out to competitive tender.
• A senior member of the management team supported the marketing department’s practices.
• The supplier had doubled its turnover each year but still was reliant on the company for

approximately 90 per cent of its business.

However, as is often the case, people in X, including the auditors, assumed that a logical
explanation for all these symptoms had to exist. The fact that the situation had been ongoing for
so long supported the theory that ‘if something was wrong then something would have been done
already’.

Five years later, another corporate health check of the accounts payable area was performed.
Once more, major red flags and a number of other ones cropped up. However, this time the new
CFO set about trying to understand why the situation had endured so out of control and why his
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policies and procedures were being ignored. Probably most importantly, before taking action he
managed to quantify what cost-savings could be made by doing things the way he had expected
things to be done. 

Six months after the second corporate health check was performed the end result could be
summarised as follows:

• A substantial refund was obtained from the supplier.
• New procurement experts were brought into to work alongside the marketing department and

after a competitive tendering process new suppliers were identified.
• It was estimated that cost savings in the future were in the region of 30–50 per cent.
• Several organisational changes were made.
• The case caused a number of waves in the organisation and the example was taken up repeatedly

in training and awareness workshops as an illustration as to how bad things can get if the
organisation does not recognise the risks of fraud and corruption.

The above case example illustrates how important it is to recognise the importance of not
just identifying the symptoms but also understanding what they are telling us and acting
upon them.

GETTING STARTED 

Before getting started on corporate health checks we should provide a word of caution. The
person doing the tests should be able to think creatively as well as be able to use analysis
software, otherwise the output may be so huge as to be useless. Many financial institutions,
for example, have successfully implemented automated fraud detection software using
artificial intelligence and neural network technology to detect suspicious credit card
transactions. Some organisations have attempted to mirror this for detection of corporate
fraud in procurement systems, by installing specialist data-mining software. The software
alone has then produced many hundreds of red flags which cannot possibly be followed up
in the time available to the auditor. 

The flaw lies not in the software itself, but in the approach that is applied. Experience has
shown that only up to 20 per cent of fraud detection time should be spent using the
computer and doing data-analysis. The rest of the time requires:

• the person implementing the detection programme first thinking like a fraudster in order
to understand what frauds are most likely, and then developing a fraud profile which is
endorsed by senior management – a healthy suspicious mind is needed

• the person thinking before using a computer – automated fraud detection software is
generally a poor substitute for thinking

• looking for the simple tests – then the results usually are understandable
• understanding what ‘footprints’ would be left behind
• dedication to following things through and attention to the sort of details which

management usually does not have time to deal with
• spending time evaluating and researching existing findings – much more important than

producing hundreds of new findings.

When something looks like a fraud – evidence should be obtained by examining the details.
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No assumptions or gut-feel decisions should be made. Pitfalls which can and should be
avoided include:

• relying too much on the computer to do the work and not using enough intelligence and
judgement in interpreting the results; the degree of automation can be gradually increased
as time goes by and experience is gained

• creating a wall of opposition by delving at an early stage into sensitive areas, such as senior
manager’s lifestyles and personal interests in companies; this can be dealt with later if and
when it becomes a problem

• over-reacting to individual symptoms raised by the corporate health check and then going
out into the organisation and demanding explanations (or worse still making accusations)
before reviewing all symptoms first

• when looking at symptoms, assuming that there must be a logical explanation without
actually looking for that explanation (humans have a natural tendency to believe or hope
for the best).

We suggest that you approach getting started with corporate health checks along the
following lines:

• Use the initial time to go through the methodology, review your objectives and then
develop a framework for how the corporate health check programme will be piloted and
rolled out.

• Decide which internal people will become your corporate health check experts and what
basic skills they should acquire. Broadly speaking the following skills are necessary:

– understanding the methodology itself
– knowing how to define and collect the required data 
– knowing how to conduct data analysis, using fast international desktop research such as

metasearching and various online databases, to quickly sift through and prioritise the
findings.

• Begin by looking at payments and purchasing, moving into receipts and sales. This targets
the money flows from and to the company and opens up many potential areas of abuse. In
this way you can also steer clear of any contentious personal data issues.

• Prototype the corporate health check system on one region, department or country and
then refine and improve it and move to the next target. 

• Review, refine and roll out the system. Parts of the computerised testing of transactions can
now be automated.

Summary of key points

• Investing in monitoring and detection can lead to a significant reduction in losses from
fraud and corruption.

• All employees should receive fraud awareness training.
• The fraud and corruption awareness programme should have the backing of the CEO and

board.
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• Training should be interactive, interesting, and based on real-life case studies.
• Employees should be trained to spot red flags, including changes in behaviour,

transactions, systems and corporate activities. This training should link into human
resource awareness sessions on the symptoms of depression and other mental illness, and
on follow up actions. 

• A programme to carry out corporate health checks should be approved by the board and
audit committee.

• Corporate health checks should be carried out by trained company employees and
overseen by a senior manager who is sensitive to the political, ethical and legal issues
which may arise, but possesses enough determination not to be put off by resistance from
the top.
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CHAPTER 6 Managing Incidents

Navigating the minefields of investigations 

Although we have placed great emphasis on prevention in the previous chapters, an
organisation cannot totally eliminate the risks of fraud and corruption. Even with a strong
fraud risk management strategy, a determined individual may still find a way to perpetrate a
fraud.

The anti-fraud and -corruption programme would not be complete without the ability to
report, control and manage incidents. Whether investigations are outsourced or undertaken
in house, it is important that the guiding principles and rules for conducting them are
properly documented and agreed at the top of the organisation.

Here we set out some of the fundamental issues which need to be considered when
conducting an investigation into suspected fraud and corruption as well as some of the
mistakes to avoid.

It is vital that the response is planned because every investigation is a minefield of
potential problems for the inexperienced or over-eager investigator. When a potential fraud
is first discovered, the immediate hours or days following can be very confusing and stressful
if the organisation is unprepared. Experience has shown that managers handle the same
problem in different ways – sometimes with disastrous consequences. Also some incidents,
such as detecting an attempted smash-and-grab type, high-value fraud, may leave little time
to prevent the money clearing. 

If the fraud is ongoing, premature actions could alert the perpetrators, allowing them to
destroy evidence. Uncoordinated investigations by untrained personnel could taint
evidence, prejudice witnesses and upset honest employees. The result can be legal actions,
inability to recover stolen funds, and damage to reputation.

It is relatively straightforward to formulate a contingency plan to ensure that incidents
are escalated and investigated in a consistent and uniform manner across an organisation.
Most large organisations have formed crisis management teams to respond to major
incidents (such as a fire or a flood), so it is not uncommon for the fraud and corruption
response plan to link directly into the business continuity plan.

We discussed in Chapter 3, how responsibilities for reporting incidents of suspected fraud
and corruption are usually laid down in a fraud and corruption policy. This should result in
all reports being directed to a central location so that they can be handled in a consistent
manner. The fraud and corruption response plan should then include:

• a policy statement containing names of persons who will initially evaluate the reports and
grade incidents

• the criteria for the plan’s activation, which typically include the size of the potential loss,
the complexity and nature of the fraud and the potential impact on an organisation’s
reputation



• the composition of the response team, for example CFO, head of the affected business
unit, head of legal and audit committee member

• escalation procedures and reporting lines to all stakeholders
• co-opted members such as IT, security, HR, legal, audit and communications
• contact numbers for external service providers such as investigators, external lawyers,

police, telecommunications agencies and forensic services.

Some larger organisations require that where an employee discovers a potential fraud, it must
be reported to internal audit, legal and compliance, or increasingly these days, to an ethics
committee, which in turn hands the matter to an internal department to investigate.
However, as a number of organisations have found out, some incidents of fraud and
corruption have impacts far beyond the remit of an audit or security manager to deal with
(for example when a company’s reputation is threatened, or the fraud is being committed by
the CEO and CFO). 

It is increasingly common, even for large organisations, that once an initial evaluation
has been made which suggests a potential large fraud has been perpetrated, the management
of the investigation is handed over to a professional firm of investigators working with
external litigation lawyers. This is an effective and sound approach because the laws and
evidential requirements surrounding a major investigation, particularly one that is multi-
jurisdictional, are complex and constantly changing. Consequently, opinions as to the
legality of investigation techniques and presentation of evidence need to be regularly
updated.

The other strong reason for using experienced professionals is that investigations are
usually difficult, time consuming and stressful. By using their experience, investigators will
often follow up leads which an in-house auditor or manager will ignore or not recognise.
Also, they will always look for different routes to obtain evidence, whereas an untrained
person will commonly only use one route and if that fails, the investigation grinds to a halt. 

Many experienced investigators are cynical and suspicious by nature. These can be useful
traits when it comes to dealing with people who are lying. Good investigators are also
tenacious and determined. When engaging investigators, as with using any consultant, the
golden rule is that individuals should be retained for their proven investigation skills and
reputation, rather than just because the firm is well known. Having already developed a
relationship with a high degree of trust and respect rather  than one where there is continual
suspicion about the size of the invoices or investigative techniques used will mean that a
difficult, protracted investigation is more likely to succeed. This is especially important
should the investigation uncover fraud or corruption at the highest level of the organisation,
when intense pressure may be brought to bear to close the investigation down or to discredit
the evidence or investigators.

In these instances, internal staff responsible for the investigation would have to display a
high degree of personal strength and determination to see it through to a satisfactory
conclusion, knowing also that their own careers are potentially on the line. Using reputable
and experienced investigators should ease some of the unnecessary stress.

Ground rules for investigations

A typical reaction of an executive when faced with the symptoms of fraud and corruption is
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to tackle the problem head-on and try to solve it immediately by confronting the suspect and
demanding explanations for the allegations which have been made. This is perfectly
understandable, particularly if the suspect is a senior manager who has been known for a
long time. However, it is usually a futile exercise because, in the absence of overwhelming
evidence, the suspect will simply deny the allegations. This is especially true if the fraudster
has any elements of a psychopathic personality and so will not display any hint of stress or
emotion, but will present an entirely convincing explanation. The executive will then have
tipped off the suspect, allowing time to alter or destroy evidence or even try to point the
blame at somebody else.

The most important rule of any investigation is that you should not make any overt
move if you only have intelligence suggesting that a fraud has occurred, but have no evidence.

Example

Following the receipt of anonymous letters alleging that a senior purchasing manager had been
taking kickbacks from a supplier in exchange for awarding large contracts, the CEO of an
organisation authorised an investigation into the manager’s activities. The investigators
recommended that a range of covert techniques be used. However, when the director to whom the
manager reported heard about the letters, he demanded that he be given the opportunity to discuss
them with the manager whom he had known for 14 years and whom he trusted implicitly. Against
the strong advice of the investigators, he did confront the manager who emphatically denied
everything and suggested that the letters were malicious. The director was satisfied with his
explanations.

What the CEO did not tell the director was that after consulting the company’s legal advisers,
he had authorised that a tape recorder be placed on the manager’s office telephone. The first thing
that the manager did when he had finished his interview with the director was to go to his office
and telephone a supplier to discuss the allegations and how they would need to cover up and get rid
of any evidence.

Evidence should be gathered covertly before any overt move is made, and the two stages
should not be mixed. The following simple strategy, as shown in Figure 6.1, illustrates the
approach.

Each potential incident of fraud and corruption, whatever its size, should be reviewed as
if it could be a piece of a more complex puzzle.

A vertical line representing time should be drawn on a blank piece of paper. Halfway
down the page, a horizontal line should be drawn. This is the line of discretion separating the
overt and covert phases of an investigation. Informants and witnesses only should be spoken
to during the covert phase. No suspects, internal or external should be confronted or
otherwise alerted until the company is ready to cross the line. To the left-hand side of the
vertical line, sources of relevant information inside the company (invoices, contracts, key
persons and so on) should be listed. To the right-hand side, external sources of evidence and
intelligence should be listed. Once the covert stage has produced sufficient evidence, then
legal advice should be obtained prior to moving to the overt stage.

There are a large number of internal and external sources of evidence and intelligence
which can be legally obtained and used in an investigation (Comer, 2003). An experienced,
professional investigator would always consider all potential sources of information, giving
special consideration as to whether they should be used covertly or overtly.
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There must be no jumping back and forth between the overt and covert stage. The
important point to remember is that all the techniques used in the investigation should have
been approved by both top management and the company’s lawyers.

Once the first overt move is made, experience has shown that if the fraudster is an
ordinary employee with no psychopathic tendencies, then a carefully structured and well-
planned interview will normally result in a confession. If the fraudster is tipped off or
interviewed too early in the investigation, then typically the perpetrator’s lawyer will attend
the interview and advise the client not to say anything. The investigator in reality gets one
chance at obtaining a confession.

Timing the overt move also means that simultaneous interviews can be carried out,
including employees, suppliers and other relevant parties, which reduces the risk that
suspects can get together to work out their stories or to hide or destroy evidence.

Setting objectives and realistic expectations

An unplanned investigation with no clear objectives can quickly waste considerable
resources and money on fruitless enquiries, so objectives should be agreed beforehand. By
setting objectives and having a clear plan of action, senior management can demonstrate to
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stakeholders that although a fraud may have occurred, they are in control of the follow-up
and that full recovery actions are going to be taken.

Objectives may include:

• to control the immediate situation, continue business operations with minimum
disruption and restore the business to normality as quickly as possible

• to minimise loss or damage and maintain business confidence
• to maintain effective communications internally, and with customers, the media and

other stakeholders
• to uncover the full extent of the fraud and corruption and all the persons involved
• to determine why existing controls did not prevent the fraud and enhance them where

necessary
• to dismiss dishonest employees, terminate the contracts of colluding third-party suppliers

or contractors, and prosecute all the perpetrators
• to recover losses by all available means, including fidelity insurance and civil litigation;
• to deter employees and third parties from attempting frauds in future
• to remove suspicions or unfounded allegations aimed at innocent parties.

The last point is particularly important because when suspicions are raised about the
behaviour of an individual, the actions taken should be planned to protect the welfare of
innocent employees as well as to protect the organisation from a successful fraud.

Example

A director became suspicious when he noticed that a manager was displaying signs of excessive
wealth and spending grossly in excess of what he appeared to be earning. There was a suspicion
that he could have been involved in a collusive relationship with a broker. A covert investigation
established that, instead of obtaining money corruptly, he was borrowing huge sums, with no hope
of repayment, because he had had a mental breakdown due to the pressure of work. The company
arranged for urgent counselling and subsequent treatment. 

Once objectives have been agreed, a budget for the investigation should be allocated and
then tightly controlled.

A major investigation can quickly become a drain on management time and enthusiasm,
something which clever fraudsters exploit with great skill and ruthlessness. Management
should be made aware at the commencement of an investigation what may result. After the
initial shock of learning that a major incident of fraud or corruption may have occurred,
management usually enthusiastically supports an investigation until interviews have taken
place and follow-up action has been initiated. Many managers assume that after this point,
fraudsters, when confronted with proof of their wrongdoing, will admit liability and accept
their punishment – allowing the case to be swiftly closed and business operations to carry on
as normal. This rarely happens when the perpetrators are seasoned in hostile business tactics
with access to their own sophisticated legal and media resources. An increasingly common
reaction is that the perpetrators counter-attack, using tactics such as:

• leaking adverse media stories about the way in which the investigation was conducted or
the techniques which were used to gather evidence
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• releasing compromising information about the victim’s business dealings in order to
discredit management in the eyes of stakeholders

• spreading malicious rumours within the victim organisation in order to demoralise
employees

• launching their own civil, libel or defamation actions
• threats of violence against persons involved in the investigation, although thankfully this

is rare. 

When the subject of an investigation is a wealthy corporate psychopath, senior management
can expect a whole range of dirty tricks as well as legitimate law suits led by the most talented
lawyers – this is not a war that the psychopath expects to lose.

As a civil or criminal case drags on, senior management starts to lose heart and begins to
complain about the amount of time, money and resources that is being taken up. Internal
politics and point scoring begin to take their toll, as managers look for scapegoats on which
to lay the blame for all the disruption. The perpetrators counter-attack through malicious
claims and civil suits, adding to the pressure on management. It then becomes a war of
attrition, and management enthusiasm waxes and wanes accordingly. This is illustrated in
Figure 6.2.

Before launching an investigation, the organisation should anticipate that malicious
counter-claims may be made. Responses about the organisation’s ethical stance should be
prepared, reiterating that all interview methods and investigation techniques are legal and
have been reviewed by legal advisers.

One of the most disturbing factors upon discovering that a trusted employee or manager is
a criminal is the effect on the perpetrator’s colleagues and management. Normally, it is
shattering for work colleagues to realise that the person that they have befriended and trusted
has been using and lying to them. The effect is equally pronounced on managers who may
have promoted the individual. We have often found in workshops that delegates who had had
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a fraud in their workplace had seen a marked bad effect on employee morale. Not least
important is the constant worry of innocent employees who may have been under suspicion.

Removing the cloud of suspicion or unfounded allegation from innocent employees
requires that, once a case has been finalised, all the people who were interviewed and assisted
in the investigation to be notified that the case is closed and that their help was appreciated.
It can be a valuable boost to employee morale at a time when rumour and uncertainty have
been rife.

Managing the investigation and following through

Information must be gathered in a controlled and legal manner. If this is not done, the
organisation could lose all its options to prosecute or litigate and end up with financial
penalties and damage to its reputation. The initial stages of gathering evidence should be as
discreet as possible to avoid alerting potential suspects. The need for secrecy is vital, as leaks
of information can ruin an investigation.

Example

A senior board director told his secretary that there were suspicions about fraud involving
employees. The secretary shared this information on a confidential basis with another secretary,
who in turn informed her manager. The problem was that her manager was one of the main
suspects, and he promptly confronted the director.

Professional investigators can use a range of covert investigative techniques, including:

• audio and video recording
• searching through the discarded rubbish bags placed on the public pavement outside a

suspect’s home address
• undercover operations or pretext, test purchases.

Some of these computer and other forensic techniques are legal in some countries and
jurisdictions and not in others. Some, such as searching through discarded rubbish, could
potentially have a severely adverse effect on the organisation’s image should their use
become publicly known. Different techniques should be carefully evaluated to determine
whether they are legal in the relevant country or jurisdiction, and then weighed against
corporate culture and ethics before deciding on their use; their use should be approved by
executive directors and cleared with the organisation’s legal advisers.

Care must be taken at all times, because mistakes in the handling of critical evidence
cannot be corrected at a later stage. The most difficult area to control is well-meaning,
enthusiastic managers pushing to conclude matters quickly. For example, by calling in an IT
support person to examine a suspect’s desktop computer using generally available utility
programs and loading a utility program, the resultant evidence becomes inadmissible in legal
proceedings because the original data on the computer have been altered.

There should be a clear demarcation between evidence which can be gathered using in-
house resources and that which requires outside experts. Some of the more common sources
of information used in fraud investigations are shown in Table 6.1.
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The initial actions to collect evidence are crucial. When evidence is subsequently presented
in court or as part of civil or criminal proceedings, the way it was collected and handled will
come under intense scrutiny; judges are increasingly taking the view that persons charged
with conducting investigations must follow established rules exactly and the slightest
deviation may cause the evidence to be ruled inadmissible. 

Interviewing a suspect to obtain a confession requires specialist skills, and we
recommend that all crucial interviews should be conducted by an experienced professional.
(For a detailed description of the required preparation and techniques, see Comer and
Stephens, 2004.)

From time to time this may not be feasible, so we will mention the two most important
categories of interviews related to investigation into fraud and corruption:

• sources of information (informants), internal or external to the organisation
• persons, internal or external, who are suspected of being involved in fraud.
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Table 6.1 Collection of information in fraud investigations

Source of information Collected/analysed by

Personal computers External forensic computer specialist

Servers and mainframes External forensic computer specialist, internal IT support

Audit logs System security administrator, system supervisor

System logs System security administrator, system supervisor

Diskettes, tape and back-ups External forensic computer specialist

E-mail messages including deleted messages IT support, IS security manager, investigator

Relevant documents Legal advisor, company secretary, investigator, external

forensic document specialist for handwriting, ink and paper

analysis including fingerprints

Contents of disk Investigator, HR

Telephone call log IT support, investigator

Contents of waste bin Investigator, external forensic document specialist

CCTV recordings Investigator, head of security, equipment supplier, external

forensic video specialist

Datafiles of transactions held on computer Investigator, forensic accountant

Access control records Investigator, head of security, system manager, system

supplier, engineer

Any tape recorded evidence Investigator, external forensic audio specialist, systems

manager

Interviews with informants/witnesses Investigator



Reliable informants usually take some time to find and it is vital to weed out persons who
only wish to spread malicious gossip or gain revenge on a disliked colleague or manager. The
investigator must, over time, identify an informant’s motive; an honest desire to help is the
best. As in interviews with suspects, described below, one of the golden rules is to listen and
take the time which the interview needs. Once found, genuine informants can be very
valuable. Informants need time and support, and mutual trust is required between
informants and the person interviewing them. The first hesitant contact, if rebuffed, is
probably going to be the last.

The people committing a fraud usually are the ones who know most about it, and getting
them to talk is an art form which takes practice. A well-structured interview can be ruined by
an inexperienced interviewer. Some basic ground rules of interviewing informants or
suspects are:

• Material should be prepared and understood before the interview, in order to learn as
much about the subject as possible.

• The last 10–20 per cent of preparation will happen when the interviewer meets the subject.
• The interview should take place in a neutral location.
• The interviewer should not become aggressive during an interview – it is the weight of the

interviewer’s questions which will eventually achieve results.
• Preferably the interviewer should document the interview, as tape recording or having a

third person present can destroy rapport with the suspect.
• Appropriate legal advice should be taken before interviewing suspects.

In our experience most well-planned interviews have resulted in suspects feeling relieved
after unburdening themselves about their involvement and after providing significant new
information on the extent of fraud.

Example:

After two hours spent reviewing the company ethics policy and discussing the relevance of the
employee’s position as manager, and the suppliers he used, the employee was asked the following
question: ‘Have you at any time received money from a supplier, gifts over $50 or have you asked a
supplier to make a payment on your behalf.’ The immediate answer was a sharp ‘No’. The
interviewer then asked the subject to consider for a few minutes why he may have been asked that
question. After a silence of 45 minutes, when the subject looked everywhere but in the interviewer’s
eyes, he changed his answer to ‘Yes’, and after seven hours (including lunch and coffee), he had
admitted accepting bribes totalling $300 000.

An interview which is part of an investigation into suspected fraud or corruption is not an
interrogation. It is a structured and planned conversation designed to uncover a series of
events.

Some organisations have a policy of always reporting cases of suspected fraud to the
police. In others there is sometimes much soul searching about whether to call in the police,
because the victim does not want to publicise the fact that a fraud has occurred; arguments
both for and against are shown in Table 6.2.

We believe that it is beneficial to discuss a case with the police as soon as practicable, even
if no complaint is subsequently filed: the police may already be investigating similar frauds
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which have occurred in other organisations, particularly where these involve organised
criminal groups. 

The police can also advise whether potential courses of action taken by the organisation
could prejudice any subsequent investigation conducted by them.

However, most police forces around the world have found that their resources are
becoming very stretched as far as taking on fraud investigations is concerned. Some now set a
lower limit of several million dollars, below which they will not take on a case. Others make
it clear that they regard the investigation of fraud in large organisations as the responsibility
of the victims because they have the resources and funds to pay for it. 

There is a greater chance of the police taking on a case if the organisation has prepared a
professional case file with documented exhibits and transcripts. However, sometimes even
this is not enough:

Example

A multinational client had uncovered a major fraud in a subsidiary located in a tough, run-down
inner city district where the local police did not have the resources to investigate. The case was
rejected by several different police squads who had other priorities, but eventually the
superintendent of a regional crime squad decided that it would make an interesting change to the
normal day-to-day routine of tackling armed criminals who were holding up security vans. His
problem was how to sell it to his officers, all of whom had an intense dislike for fraud investigation
because of the associated paperwork.

He solved the problem by announcing, at the initial briefing which was being held to plan a
raid on the premises, that the suspected ringleader was a heavily built man with a known violent
temper, so it was likely that at least two officers would be needed to arrest him and that there could
be a punch-up. Some of the other suspects, who were mostly drivers, could also turn nasty.
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Table 6.2 Bringing in the police

For

• Prompt disclosure of information to financial markets and stakeholders may produce a positive reaction

and reduce the risk of future legal liabilities

• Management is seen to be determined to protect the organisation’s assets

• The organisation does not have to pay the expensive costs of civil litigation

• Calling in the police may deter other employees and third parties from commencing frauds

• Successful prosecution may assist in other actions, such as fidelity insurance claims

Against

• Financial markets and other stakeholders may suffer an adverse reaction, particularly if it appears that

there has been a fundamental breakdown in controls

• Police may have insufficient resources to complete the investigation quickly and efficiently

• Management may have to allocate considerable time to assisting the police

• Police may concentrate only on one aspect for prosecution and not uncover the full extent of the frauds

• Victim loses control over the disclosure of documents and other evidence



At this point, the roomful of rather disinterested and bored looking officers perked up, and
several hands immediately went up to volunteer to make the arrests. The raid and follow-on
investigation was a great success. Twelve people were subsequently convicted, with the ringleaders
receiving lengthy jail sentences.

An internal investigation into major fraud and corruption is a complex project which leaves
little room for error. Nevertheless, with enough care and attention, meticulous planning and
follow-through, you can achieve successful prosecutions and recovery of misappropriated
funds.

Summary of key points

• If you do not already have a fraud response plan, prepare one today.
• Never leap into an investigation or interview someone by fishing for evidence or a

confession.
• Obtain intelligence or information first, then collect evidence, and only then make overt

moves against the suspects.
• If you want your evidence to stand up in court, make sure it is collected by someone who

understands the legal rules for collecting it.
• Expect that suspects will counter-attack so plan accordingly; and be prepared for a bare-

knuckle fight.
• If your company does not have in-house investigation skills, use a proven, professional

investigator.
• You may only get one shot at obtaining a confession from a suspect; use the best available

interviewer for the job.
• Most police fraud squads are under-resourced; presenting a professionally prepared case

will help them considerably.
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CHAPTER 7 Resistance – the Ultimate Goal

Recognising the cost

Given that fraud and corruption are possibly two of the greatest unmanaged risks faced by
organisations today, it is an interesting question that if companies and organisations were
completely untainted by fraud and corruption, how much more profitable would they then
be?

It is a difficult question to answer because although academic research and empirical
work indicates that the total direct and indirect cost of fraud and corruption is in the region
of two to five per cent of turnover for ‘normal’ organisations, the truth is that nobody really
knows the actual cost.

Furthermore, when organisations have not had a major loss and are making profits, there
can be a strong degree of complacency by executives who believe that because they cannot
see any losses, then there are none. This can be a dangerous assumption. The diagram below
(Figure 7.1) was originally drawn by the head of internal audit of one of Europe’s largest
corporations.

We believe it is applicable to most profitable organisations, prior to the hidden costs of
fraud and corruption becoming visible. The x-axis represents time, and the y-axis represents

Time

Revenue
/ Cost

Fraud / Cost 
acceleration

point

Frauds become
visible

Revenue

Frauds start

Cost

Figure 7.1 Invest in prevention now



the increasing (or decreasing) costs and revenues of a company. When a company first
commences operations, costs may exceed revenues and budgets are tight. When the business
plan eventually succeeds and the profits begin rolling in, the company tends to focus on
revenue growth and further increasing market share. Cost control and also fraud prevention
are often neglected at this time. Simultaneously, spending habits and managers become less
disciplined and diligent, so fraud and corruption opportunities increase. Then, when the
revenue growth slows, as it almost always does, costs do not decline at the same rate.
Spending momentum is supported by fraudsters who are reluctant to stop their profitable
schemes.

When revenues level off suddenly and costs continue to accelerate, the previously hidden
frauds are likely to be exposed as attention turns to cost management and reduction, often in
circumstances of panic, uncertainty and redundancies. Usually it is too late to invest in fraud
and corruption risk management, but the cost of fraud becomes very visible.

The ability to significantly increase profit margins is one compelling reason to
systematically manage fraud and corruption risk. If the cost of fraud and corruption in a
company was say 3 per cent of sales and the current operating profit margin was 5 per cent,
then a fraud- and corruption-free company would have profits which were a massive 60 per
cent higher.

Phrases like ‘one way of making money is to stop losing it’, ‘it’s not a problem, it’s an
opportunity’ and ‘prevention is better than cure’ have all been overused in business.
However, in the context of fraud and corruption, they are indisputably true.

External influences on fraud and corruption

In addition to the internal pressure to improve profits, and hence avoid unnecessary costs
such as those caused by fraud and corruption, there is increasing focus by organisations on
complying with principles and legislation. Some of the most important external influences
are:

• the United Nations Global Compact Principle 10 ‘Businesses should work against
corruption in all its forms, including extortion and bribery.’ (UN Global Compact, 2004)

• the OECD Business Approaches to Combating Corrupt Practices
• Transparency International’s Business Principles for Countering Bribery
• the COSO Internal Control Framework 
• the Sarbanes-Oxley Act of 2002. 

In response to public outrage over corporate collapses, the courts seem to be taking a much
harder line against corporate fraudsters than in the past, with long prison sentences being
handed down in well-known cases such as WorldCom, Tyco and Adelphia Communications
(White, 2005).

New laws should make it easier for prosecutors to do deals with suspects who are small fry
in an investigation, but who may be facing prison time and significant fines if found guilty.
In exchange for lesser penalties, they may agree to give evidence against the main targets of
an investigation, for example, members of the executive board or senior management.

Considering the track record of legislation, it would be naïve to believe that new laws
alone will prevent corporate fraud and corruption in the future. However, they may well
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have an impact on the behaviour of some executives who in the past indulged in sharp
practice and unethical or fraudulent behaviour. But these are the types of individuals who
could have been stopped just by implementing a good fraud- and corruption-prevention
strategy.

Laws will not stop a small minority of executives. People defraud because they believe
they can get away with it and this is especially true for those executives who can be classed as
corporate psychopaths. Laws have as little relevance for these dishonest individuals as they
do for professional fraudsters or criminal groups and in this context do not prevent fraud and
corruption.

The essence of successfully managing fraud and corruption risk is active prevention.
What has become obvious is that organisations which are serious about prevention should
treat fraud and corruption as a single problem, at least from a corporate or organisational
point of view. They should clarify the often blurred boundaries between fraud and
corruption and simplify the many definitions of fraud, which already include the words
corruption and bribery, and the numerous other vague and varied definitions of corruption. 

An increased focus on prevention, recognising the risks and early detection of red flags
will contribute to a greater resistance to fraud and corruption.

Developing resistance to fraud and corruption

The notion of developing resistance to a problem is not altogether unfamiliar. On a personal
note we would all like to develop resistance to illnesses like cancer, malaria, flu and even the
common cold. Similarly in companies and organisations, internal systems to develop
resistance to errors and omissions and to improve efficiency and quality have been in place for
many years. From an external perspective, ratings aimed at improving resistance to corporate
greed and mismanagement by measuring, benchmarking and enhancing corporate
governance, corporate responsibility and environmental performance are coming into vogue.
External ratings, such as FTSE4Good, are excellent motivators. However, an internal
assessment such as the one described in the following sections goes much deeper in enabling
an organisation to measure its resistance to fraud and corruption. 

By evaluating the external and internal pressures and influences, an assessment can be
used to satisfy the external requirements for a well governed and more transparent,
corruption-free organisation, as well as the internal goal of significantly improved
profitability. The fraud and corruption ‘resistance assessment’ is a measure, or snapshot, of
the resilience of an organisation, corporation or entity to the effects and impact (on
profitability, long-term value, reputation and internal culture) of fraud and corruption.
When this assessment is performed against a baseline standard, it is possible to identify and
prioritise the improvements which need to be made. 

The assessment is based on the six-point cyclical strategy, shown in Figure 7.2, for
managing the risk of fraud and corruption which can be applied to virtually any organisation.

The executive board and senior management should set a clear message, often called the
‘tone at the top’, be fully aware of and then treat the risks to which they are most vulnerable,
ensure that all warning signs of fraud and corruption are detected early, establish a system for
the investigation and management of incidents and finally use all experiences gained to
enhance resistance.

R e s i s t a n c e  –  t h e  U l t i m a t e  G o a l 113



How a fraud and corruption resistance assessment works

Having implemented a risk management strategy based as described in Figure 7.2, the
elements can be expanded in order to measure resistance to fraud and corruption in a
consistent manner across the organisation.

The Fraud and Corruption Resistance Assessment System1 which is described here has
been developed based on the definitions of fraud and corruption contained in Chapter 1 and
embodies the most important principles developed by the organisations described earlier in
this chapter. It comprises 12 main elements as shown in Figure 7.3.

The amoeba in the centre is a unique fraud and corruption resistance profile of the
particular organisation being reviewed and the gaps represent where there is room for
improvement.

The tone at the top (1) evaluates the degree and effectiveness of senior management’s
commitment to preventing fraud and corruption. The tone set at the top of an organization
regarding fraud and corruption prevention has a crucial effect throughout the rest of the
organization. Senior management should send a message that fraud and corruption will not be
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1. Reproduced by kind permission of Det Norske Veritas (DNV), an international certification and
assessment agency. In 2005, the authors were external participants in a DNV project initiated to
design, develop and pilot a Fraud and Corruption Resistance Assessment System.



tolerated anywhere in the organization. This commitment should be visible to all employees,
credible, embedded in the organizational culture and also apparent to external parties.

A thorough understanding of fraud and corruption risk (2) across the organization is a
prerequisite for effective prevention. The assessment would involve systematic identification
and ranking of those fraud and corruption risks which can and do affect the organization at
all levels. Fraud and corruption risk assessment also involves looking at how resistant the
controls are to specific methods of fraud and corruption. 

Once fraud and corruption risks have been understood plans can be made for their
treatment (3) in a top down manner, the implementation of effective control measures (4) and the
development and launch of across-the-board training programmes (5).

Monitoring and the detection of red flags is one of the most difficult processes to
implement and is split into four elements, namely:

• how the fraud and corruption risks already identified are continuously followed up (6) and kept
up to date taking into account changes in the business and its personnel

• the effectiveness of the internal audit process (7)
• how monitoring of the executive board (8) and other senior management takes place, its

effectiveness and independence
• the nature, extent and quality of proactive monitoring and detection (9) taking place within

the organisation.

Investigations are often expensive and uncomfortable, and when incidents occur it may be
tempting to negotiate a settlement, such as voluntary resignation or early retirement,
without investigation. It is, however, through successful management of incidents (10) of
suspected fraud and corruption that management gain credibility.

Finally, all incidents present a wealth of learning opportunities. It is how they are used to
learn from events (11) and how management are able to measure results and review actions (12)
accordingly which provide the impetus to continuously improved performance.
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Appendix 9 describes in more detail the 12 elements which are used in the Fraud and
Corruption Resistance Assessment System.

Behind the assessment model shown above, a detailed protocol consisting of over 500
questions has been developed in an attempt to ensure consistency and avoid ambiguity. Also
a weighting and scoring system for each of the 12 elements is applied. 

For example, Element 1, the tone at the top is defined as:

• The tone set at the top of an organisation regarding fraud and corruption prevention has a
crucial effect throughout the rest of the organisation. 

• This element explores the role of senior management in setting the tone at the top and
how the message that fraud and corruption will not be tolerated is communicated
throughout the organisation.

• Demonstrating commitment to fraud and corruption prevention is a management
responsibility that needs to be visible to all employees, credible, embedded in the
organisational culture and also visible to external parties. 

• The purpose of this element is to evaluate the degree and effectiveness of senior
management’s commitment to preventing fraud and corruption.

• The tone at the top is measured by the combination of the following two factors: 1) the
message sent from management through its code of conduct and anti-fraud and 
-corruption policies and, equally important, 2) how managers are seen to apply their own
rules.
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This is then further divided into eight sub-elements:

1.1. Policy
1.2. Quality of policy
1.3. Fraud and corruption resistance management strategy
1.4. Stakeholder engagement
1.5. Management representative 
1.6. Operational risk management
1.7. Existence of relevant standards and procedure
1.8. Senior management participation

with a total of 46 key questions which carry a weighting equivalent to 12.5 per cent of the
total. The end result is an assessment as shown in Figure 7.4.

It is essential that auditors who conduct assessments fully understand and recognise the
real risks of fraud and corruption in the organisation they are evaluating; otherwise the
exercise may turn into a pro forma checklist exercise providing little or no value whatsoever.

The essence of the assessment is that assessors should be able to put themselves in the
mind of a fraudster or corrupt person and compare how successful the organisation would be
at preventing particular methods from succeeding. Assessors can reference a list of the main
generic methods in order to familiarise themselves with those most likely to apply to a
particular organisation. An example library of typical fraud and corruption methods across a
variety of generic business processes is provided in Appendix 10.

Achieving a high resistance

The concept described above is an internal assessment measured against a benchmark
standard. External ratings such as the well-known credit ratings may implicitly take into
account fraud and corruption when attempting to identify the risk as to why a company may
be a poor bet or go bankrupt. However they appear to do little to measure the true resistance
of an organization to fraud and corruption. 

Achieving a high resistance to fraud and corruption presents some tough challenges. For
example:

• The tone at the top is often reflected in a code of conduct, something which is becoming a
legal requirement for more and more organisations. However, management often struggle
with issues such as actually living up to their own code in the face of harsh realities and
choices. Vigilantly looking for violations of any part of the code can get downplayed.
Many codes of conduct necessarily include sentences such as ‘conducting business in an
open, honest and transparent manner’. Management teams which recognise and state that
this is something to aspire to are in a much better position to improve resistance to fraud
and corruption than those which blindly and falsely claim that they have already achieved
transparency in every part of the organisation.

• The whole area of monitoring, from defining and looking for the red flags of fraud and
corruption, to monitoring the activities and behaviour of the executive board, can be a
political minefield. Senior management should first recognise that whilst they are not
usually the owners of the organisation, they have so much power and ability to override
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the controls that nobody within the organisation is able to monitor their behaviour
without both a mandate and also very strong external support. Secondly, although the
tools and techniques to look for the signs of fraud and corruption in an organisation are
available, actually finding the people willing to devote time and attention to using and
applying them thoroughly is not always so easy. Finding and reporting internal fraud and
corruption has historically tended to be a poor career move.

• The need to learn from events is obvious, but in practice this requires that incidents of
fraud and corruption which are discovered need to be discussed openly and not be swept
under the carpet. Perceptions need changing in those organisations where any discovery of
fraud and corruption is still too often seen as an indicator of management failure rather
than the successful result of strong management controls.

A regular fraud and corruption resistance assessment would typically be requested by either a
non-executive board member or the audit committee, but it could equally well be initiated
from within the company, provided that there was some degree of independent assessment.
While the specific questions asked and the weightings applied may differ somewhat
depending on the type of organisation being assessed, a fraud and corruption resistance
assessment such as the one described above would be equally applicable to financial
institutions, global corporations, small- and medium-sized business, public sector bodies, in
fact to any organisation which is exposed to fraud or corruption.

Future

In the future, we envisage that assessment and measurement systems will capture an
organisation’s resistance to fraud and corruption as a way of helping investors and other
stakeholders (such as insurers, officers and employees) make more informed decisions. As the
concept develops, fraud and corruption resistance indices could be created for different
industry types.

Measuring resistance to fraud and corruption is all about measuring how good an
organisation is at doing things in practice, not just fulfilling legal and other requirements on
paper. We believe that as soon as some organisations start applying fraud and corruption risk
management techniques with the objective of eliminating these hidden costs from their
business, the effects may so dramatic that other organisations will have to follow suit in order
to stay in business.

Throughout this book, we have attempted to illustrate how a focus solely on a structured
control framework and legislation has led to the creation of blind spots in the defence against
fraud and corruption. Nowhere has this been more apparent than in organisations where
frauds have been committed by top management. Therefore it is time to put in place some
practical measures, which recognise and prevent fraud and corruption.

In the coming years we see the emergence of:

• enhanced frameworks for preventing and detecting fraud and corruption
• organisation-wide training and awareness programs
• the engagement of shareholders and stakeholders alike in the prevention of fraud and

corruption.
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We do not believe that any organisation is ever going to be 100 per cent fraud- and
corruption-proof. Just being in business carries an inherent risk of fraud and corruption, and
fraudsters are very adept at identifying and exploiting new opportunities. However,
executives who can build an organisation with a high resistance to fraud and corruption will
be able to bridge some of the most significant gaps between theory and practice which still
exist today, thereby adding significant value for shareholders and stakeholders alike.

Increased shareholder and stakeholder pressure, improved legislation and greater
awareness all round are elevating the management of fraud and corruption to the
boardroom. Those senior executives who dismiss fraud and corruption as an issue that they
don’t need to deal with, or who are resigned to carry a problem they feel they can do nothing
about or, worse still, who themselves are involved in fraud and corruption, will hopefully
soon find that they have no place at the table.

Summary of key points

• If you want to increase profits, then reduce the hidden costs of fraud and corruption.
• Don’t expect new laws to stop corporate psychopaths and determined criminals from

committing fraud and indulging in corrupt behaviour.
• Invest in prevention and detection and then measure how resistant your organisation is to

the methods of fraud and corruption.
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APPENDIX1 Sample Fraud and
Corruption Policy

1. Purpose

YZW Corporation (YZW) is committed to conducting its business with honesty and integrity
and as a result, promotes an organisational culture from the top down that will not tolerate
any act of fraud or corrupt conduct, whilst still maintaining an open and stimulating work
environment.

This policy is designed to mitigate YZW’s exposure to fraud and criminal acts committed
by employees, customers, vendors or other third parties. It is also designed to protect YZW’s
reputation and that of its clients and other stakeholders. This policy should be read in
conjunction with the YZW Code of Conduct.

The policy applies to all divisions, business units and subsidiaries of YZW. It also applies
to all persons employed or engaged by YZW. All staff are required to read and understand the
policy. Compliance is mandatory.

2. Definitions

For the purpose of this policy, YZW defines fraud1 as:

an intentional act by one or more individuals among management, those charged with
governance, employees, or third parties, involving the use of deception to obtain an unjust or illegal
advantage.

Corruption2 is defined as:

the abuse of public or private office for personal gain.

Examples of fraud and corruption include:

• using false payment instructions, invoices or cheques in order to receive a payment to ones
own account, or to a third party account in exchange for a benefit

1. International Auditing and Assurance Standards Board, (2004), International Standard on Auditing
240, ‘The Auditor’s Responsibility To Consider Fraud In An Audit Of Financial Statements’,
International Federation of Accountants.

2. Adaptation of a World Bank definition in ‘Anti-corruption Policies and Programs: a Framework for
Evaluation’, Policy Research Working Paper 2501.



• the manipulation of accounts in order to unlawfully obtain customer funds
• using inside knowledge to obtain a financial advantage for oneself or an associate
• stealing passwords to payment systems and using them to make unauthorised funds

transfers
• false accounting, including material and deliberate misstatement of financial information
• accepting or providing bribes or kickbacks in exchange for business with an adviser,

contractor or supplier, whether or not it is to the benefit of YZW.

The above list is not exhaustive: if you have a concern about a transaction or someone’s
behaviour, please discuss it with your line manager, or follow the procedures in the Whistle-
blower Policy.

3. Responsibility

Overall responsibility for the management of fraud and corruption risk within YZW rests
with the Chief Executive Officer.

All employees have a responsibility to act honestly and to diligently follow the
procedures and controls that have been implemented to mitigate fraud and corruption. They
must not bypass or avoid using those procedures or controls. They must immediately report
identified weaknesses or loopholes in controls that could facilitate a fraud. They must also
report immediately any incident of fraud or corruption, whether it is suspected or actual,
either to their line manager or by following the procedures laid down in the Whistle-blower
Policy.

4. Risk management

The Audit Committee is responsible for arranging and reviewing an annual fraud and
corruption risk assessment covering the Board of Directors, and Senior Managers.

All business units must conduct a fraud and corruption risk assessment as part of their
ongoing assessment of their risk profile, or whenever there are major change initiatives
(including new and re-engineered products, processes or third-party initiatives). The risk
assessment must include:

• a description of the risk, its likelihood given the current controls, the financial, legal and
regulatory impact, and the impact on reputation and market share

• for unacceptable risks, the controls which have been or will be implemented to reduce the
risks to an acceptable level

• identification of the residual risk level which management opts to carry.

Following the fraud and corruption risk assessment, senior management must decide on the
risk management strategy, that is whether to accept, transfer or manage the risk, in a manner
consistent with other types of business risk; and on the strategic issues which need to be
raised at Board level which may require significant expenditure or policy decisions.

Business units should regularly monitor their fraud risk profiles and material exposures to
fraud losses, taking proactive steps to mitigate risks.
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5. Reporting fraud incidents

If YZW employees suspect an incident involving fraud or corruption has occurred, you must
immediately report your suspicions to your line manager who in turn will raise it with the
Head of Risk and Compliance. If you are not comfortable reporting directly, suspicions of
fraud or corruption may also be reported by following the procedures in the Whistle-blowing
Policy. All reports will be treated with the utmost confidence. 

A YZW employee who makes a report of suspected fraudulent or corrupt behaviour will
be protected from any adverse reaction to the report, providing that this report is not
malicious and that the employee has not been involved in any fraudulent or corrupt activity.
Reports will be used for internal investigations and will only be released externally if required
to comply with legal requirements.

The Head of Risk and Compliance will coordinate any further investigation.

6. Investigation

The Head of Risk and Compliance is responsible for leading any investigations conducted, in
a professional manner, and in a way which is consistent across YZW and which complies
with relevant legislation and statutory requirements. 

Under no circumstances are staff and management to conduct an investigation on their
own or confront a suspect in relation to an allegation of fraudulent or corrupt conduct. On
discovery of potential fraud or corruption, they must not take any actions that could
prejudice the subsequent collection of evidence or influence potential witnesses.

7. Post investigation

Where an investigation shows that fraud or corruption has occurred, YZW in consultation
with legal counsel will take appropriate action which may include disciplinary action under
the Code of Conduct, referral to the police and civil action.

Each incident provides an opportunity to strengthen controls which are already in place.
As a consequence, the Head of Risk and Compliance, together with Internal Audit, will work
with the relevant business unit manager to ensure that any recommendations for
improvement are properly implemented.
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PROFILE:   YZW CORPORATION – EXAMPLE BUSINESS UNIT

Method Likelihood of

success

Worst-case direct

loss $

1 A manager colludes with a supplier to create false quotations purporting to be from different suppliers in response to a

number of tenders. The supplier is awarded several contracts and the employee receives a series of kickbacks

High $25 million

2 Create false faxes as if from other subsidiaries or business units requesting foreign exchange payments to suppliers and place

in the wire basket for processing in the treasury back office

High $5 million

3 A manager colludes with customers to reduce effective sales price. $5000 per month would be feasible Medium $60 000

4 A batch payment file is created on the general ledger system and transferred to a server prior to input to the bank payment

system. A person accesses the file and changes the bank details for suppliers. This would be a one-off smash-and-grab type

fraud

High $500 000

5 Financial controller creates false invoices for a major project, and asks the authorisers to set up a new bank account on the

payment system. Then instructs staff to process payments. Similar frauds would be feasible if perpetrated by the CIO, CFO

or other senior managers. $20 000 per month would be feasible

High $240 000 p.a.

6 Steal relevant input and authoriser passwords to the bank payment system, create a new bank account, then input and

transmit a series of payment instructions to clear out the bank accounts. This would be a one-off high-value fraud and the

money would have cleared before the bank reconciliation picked up the discrepancy

High $50 million

7 Submit false expense claims. $200 per month would be feasible High $2400 p.a.

8 An accounts person steals incoming cheques and pays them into own account Low $20 000
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YZW Corporation Workshop 2 Profile

1. Introduction

The draft profile on the next page contains output from interviews and workshops with supervisors, team leaders and line managers. The methods, likelihood of

success and worst-case loss ($) have been agreed by each department.

Please complete the remaining columns. Firstly, assess the two impact columns on the right and then the overall risk level on the left using the matrix. Where

different impacts are identified for a specific risk, for example, a severe impact on reputation and medium regulatory impact, the higher impact should be used to

evaluate the overall risk level.

Impacts

Risk level Method
Likelihood of

success Worst-case

loss ($)

Reputation/

market share

Legal/

regulatory

Severe

High

Medium

Low

High

Medium

Low

$ Catastrophic

Severe

High

Medium

Low

Catastrophic

Severe

High

Medium

Low

MediumMedium LowLowLow

High HighMediumMedium Low 

Severe Severe HighMediumLow 

Likelihood

Impact

Risk Levels

Low  

Medium

High

Low Medium High Severe Catastrophic
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YZW Corporation Workshop 2 Profile

2. Profile: Example business unit

Impacts

Risk level Method
Likelihood of

success Worst-case

loss ($)

Reputation/

market share

Legal/

regulatory

Steal relevant input and authoriser passwords to the bank payment system, create a

new bank account, then input and transmit a series of payment instructions to clear out

the bank accounts. This would be a one-off high-value fraud and the money would

have cleared before the bank reconciliation picked up the discrepancy.

High $50 million

A manager colludes with a supplier to create false quotations purporting to be from

different suppliers in response to a number of tenders. The supplier is awarded several

contracts and the employee receives a series of kickbacks.

High $25 million

Create false faxes as if from other subsidiaries, or business units, requesting foreign

exchange payments to suppliers and place in the wire basket for processing in the

treasury back office.

High $5 million

A batch payment file is created on the general ledger system and transferred to a

server prior to input to the bank payment system. A person accesses the file and

changes the bank details for suppliers. This would be a one-off smash-and-grab type

fraud.

High $5 million

Financial controller creates false invoices for a major project, and asks the authorisers

to set up a new bank account on the payment system. Then instructs staff to process

payments. Similar frauds would be feasible if perpetrated by the CIO, CFO or other

senior managers. $20 000 per month would be feasible.

High $240 000 p.a.

A manager colludes with customers to reduce effective sales price. $5000 per month

would be feasible.

Medium $60 000

An accounts person steals incoming cheques and pays them into own account. Low $20 000

Submit false expense claims. $200 per month would be feasible. High $2400 p.a.
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YZW Corporation Sample fraud and corruption profile

Introduction

A fraud and corruption profiling exercise was carried out in YZW Corporation (YZW). The key objectives were to:

develop a fraud and corruption profile of YZW by analysing resistance to specific methods

assess the severity of individual risks, including where possible the maximum loss which could occur

transfer specialist fraud awareness to key staff.

This was achieved using a combination of interviews and workshops.

This sample fraud and corruption profile lists potential frauds which could affect YZW.
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YZW Corporation Sample fraud and corruption profile

Fraud and corruption profiling

The fraud and corruption profiling exercise involved interviews with managers and employees to assist them to understand specific methods which might apply to

their area. Each method identified was analysed according to the likelihood (high, medium or low) and potential worst-case monetary loss ($).

It is important to note that likelihood is not an indication of how likely a fraud is to occur. It is the likelihood of a fraud succeeding if a dishonest person, either

internal or external to YZW, used that method. For example, a high rating by participants meant that they believed that a particular method of fraud would succeed

given the current controls. It should be borne in mind that a number of the methods identified by participants have in fact been used on many occasions by

fraudsters in other financial institutions.

Senior managers then evaluated the impacts based on the effect on reputation and loss of market share, and the legal and regulatory impact (catastrophic, severe,

high, medium, low).

Based on the likelihood and impact, an overall risk rating was then assigned to each individual fraud risk according to the matrix below, and also taking into

account the size of the worst-case monetary loss.
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Where different impacts were identified for a specific risk, for example, high impact on reputation and medium regulatory impact, the higher impact was used to

evaluate the overall risk level.

Each profile has been sorted according to the risk level to enable senior managers to prioritise their mitigation strategies.

MediumMedium LowLowLow

High HighMediumMedium Low 

Severe Severe HighMediumLow 

Likelihood

Impact

Risk Levels

Low  

Medium

High

Low Medium High Severe Catastrophic

© Hibis Consulting Pty Ltd
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YZW Corporation Sample fraud and corruption profile

Profile: Example business unit

Impacts
Risk

Level
Method

Likelihood of

success Worst-case

loss ($)

Reputation/

market share

Legal/

regulatory

Severe Steal relevant input and authoriser passwords to the bank payment system, create a

new bank account, then input and transmit a series of payment instructions to clear out

the bank accounts. This would be a one-off high-value fraud and the money would

have cleared before the bank reconciliation picked up the discrepancy.

High $50 million Severe Severe

Severe A manager colludes with a supplier to create false quotations purporting to be from

different suppliers in response to a number of tenders. The supplier is awarded several

contracts and the employee receives a series of kickbacks.

High $25 million Severe High

High Create false faxes as if from other subsidiaries, or business units, requesting foreign

exchange payments to suppliers and place in the wire basket for processing in the

treasury back office.

High $5 million High Low

High A batch payment file is created on the general ledger system and transferred to a

server prior to input to the bank payment system. A person accesses the file and

changes the bank details for suppliers. This would be a one-off smash-and-grab type

fraud.

High $5 million High Low

Low Financial controller creates false invoices for a major project, and asks the authorisers

to set up a new bank account on the payment system. Then instructs staff to process

payments. Similar frauds would be feasible if perpetrated by the CIO, CFO or other

senior managers. $20 000 per month would be feasible.

High $240 000 p.a. Low Low

Low A manager colludes with customers to reduce effective sales price. $5000 per month

would be feasible.

Medium $60 000 Low Low

Low An accounts person steals incoming cheques and pays them into own account. Low $20 000 Low Low

Low Submit false expense claims. $200 per month would be feasible. High $2400 p.a. Low Low
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APPENDIX6 Practical Training Examples –
Answers and Guidelines

This appendix provides answers and guidance to the Case Scenarios and ‘Spot the Red Flag’
exercises in Chapter 5.

CASE SCENARIOS

Scenario 1: Marketing commissions
The invoice exhibits the following red flags:

• low number invoice
• tax haven (Liechtenstein)
• round amount payment
• insufficient detail, for example ‘marketing fee’.

In other words the invoices could be cover for a bribe or Mr Geiger could be
perpetrating a fraud by raising his own bogus invoices.

Mr Lestrange’s story appears credible so far and it is important to gain his trust as
well as maintain strict discretion as far as this information goes. Maybe Mr Lestrange
does not wish himself to be identified with the allegations because he fears retribution.
Before raising this matter in the appropriate forum, you could do more work to identify
further transactions which support or refute the allegations.

Scenario 2: Inventory and logistics
If the report is true, then there is a serious reporting fraud taking place in relation to the
management of refitting and maintenance projects. In addition the establishment of a
zero-value stock warehouse could increase the temptation for theft, the argument
being that if the stock has a zero book value then it should not be missed.

Scenario 3: Spirit of the code of conduct
You should decline the gift, and inform your manager. When interpreting the code of
conduct, it is necessary not just to consider the specific guidance printed there, but also
the spirit intended. Excessive gifts are not appropriate, even if offered in good faith.

You should discuss the company code of conduct with your colleague who took the
watch and if the gift is not returned, you should consider reporting the matter. Finally



if you are a manager, and one of your direct reports requests permission to accept a
valuable gift from a third party, you should refuse permission, and also ensure that the
third party is informed about the code of conduct.

Scenario 4: Dealing with customers
The last minute demand for payment to a third party looks like you are being asked to
pay a bribe, especially if the rumour that the beneficiary company for the payment is
controlled by some of your customer’s managers. In such a serious matter, you should
take the time necessary to consult with a manager, who should then take whatever
steps necessary.

SPOT THE RED FLAGS – TEST YOURSELF

Test Yourself: Scenario 1
The key red flags and questions are:

• There are signs of an overzealous acquisition strategy which may lead to the use of
shortcuts, such as bribes, or even to collapse of the organisation.

• The CEO is clearly on the board of a number of other companies. If he does this work
in company time (which appears to be the case) are the directorship emoluments
going to him personally? Has anybody ever dared to question this and if it is paid
personally, what sort of signal would this send down the organisation?

• The CEO’s lifestyle raises questions as to his real motives in making acquisitions: are
they in order to boost the company’s performance so he can get his bonus, live
flamboyantly and so on?

• There is possibly very poor control over investments once they are made. Are they
left to go downhill?

It is a fact that good news motivates and bad news often demotivates. However, taking
note of negative investment reports is often a good way of pre-empting future
problems.

Test Yourself: Scenario 2
Some of the most obvious red flags are:

• It is suggested that, in effect, bribes should be paid to resellers who are customers and
be concealed as a ‘competition’.

• The message in the code of conduct may not be applicable to (or have reached) the
local representative and legal advisors.

• The relationship with the travel agency could indicate that free holidays may have
been provided to employees.

• There may be poor control over marketing support funds at head office.
• That similar competitions have been successful elsewhere in the world suggests a

culture of turning a blind eye in order to get the results.
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Test Yourself: Scenario 3 
The red flags are as follows:

• The circumvention of the internet firewall is unusual: this is possibly where the
attachments to emails are originating.

• The fact that people were using Yahoo and Hotmail for attachments instead of the
company email is unusual: it suggests that someone may have been trying to steal
data.

• Is the expensive firewall really an ineffective control which just provides a false sense
of security?

• Personnel in the payments department appear to be sharing user IDs and passwords
and may be leaving their computers logged on.

• The IT manager is becoming too service oriented rather than control oriented.

Test Yourself: Scenario 4
Some of the more obvious red flags are:

• The facilities manager is strongly resistant to change.
• This supplier has been awarded lots of work for a long time which could conceal a

hidden relationship.
• The immediate payment terms on invoice #1 suggests that the company may have

cash-flow problems and need the money fast, or that the participants in a collusive
relationship want their cut of the cash as soon as possible.

• Invoice #1 indicates that it is from a possible front company, with payment to XIX
services, a tax-haven front company.

• Invoice #2 indicates that some changes may have taken place in the ownership
structure of the company as a new tax haven company has been set up, with 14-day
payment terms.

• There is no supporting documentation with invoice #2 so there is no way to check
whether or not the hours on the invoice are inflated.

The placing of the step-daughter and nephew in each other’s respective companies
suggests a close relationship between the facilities manager and project manager,
which may make it difficult for him to consider putting work out to tender.
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YZW Corporation Health check pilot #1

Example fraud and corruption health check

(based on the top seven risks and

This appendix demonstrates how a fictitious company, called the YZW

Corporation, has developed a typical corporate health check based on the

major methods of fraud and corruption identified and documented in its fraud

and corruption profile. As this is an example only, the reader should note that

the tests suggested are by no means comprehensive. Each and every

organisation is unique.

It should be assumed that the YZW Corporation has taken legal advice to

ensure that the tests proposed and performed comply with current data-

protection and labour laws.

Some of the tests can be done with the assistance of a computer (using

programs like Microsoft Excel or audit software such as ACL or WinIDEA).

However some tests are best performed manually. It is unlikely that one

single test will prove or disprove the existence of fraud or malpractice. It is a

combination (or portfolio) of tests which in the end will provide the basis for

a credible diagnosis.

© Hibis Scandinavia A/S
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YZW Corporation Health check pilot #1

1. Unethical behaviour by management and employees

Red flags Examples of what to test for Case examples

Misuse of corporate expense accounts

Undisclosed conflicts of interest

Deliberate override or abuse of corporate

procedures

Other inappropriate behaviour

Unusual corporate transactions

• Unusual or private expenses

• Misuse or circumvention of budgets

• Large round-sum transactions

• Gross misuse of mobile and company phones

• Unusual lifestyle characteristics

A senior director clearly had an overdeveloped sense of entitlement as he

had repeatedly submitted expense claims containing expensive private

gifts for himself and his girlfriends. In addition he had four company

mobile telephones in his name which, when the call specifications were

analysed, showed that they were repeatedly calling each other. They turned

out to be for his family. These open abuses of company policy were just the

indicator of a much wider selection of frauds and bribery in which he was

involved.

The fact that a trader had established his own trading company some years

after he joined turned out to be the red flags which lead to the discovery

of complex trading and supplier frauds and money-laundering schemes

involving the trader and a number of suppliers and brokers.

© Hibis Scandinavia A/S
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YZW Corporation Health check pilot #1

2. Payment of bribes to third parties to facilitate business and secure contracts

Red flags Examples of what to test for Case examples

Payments to offshore companies through the

accounts payable system

Manual payment requests which appear

urgent and override the controls

A culture of ‘getting the business at all costs’

• Suppliers (in the supplier file, or one-off

payments file) which either have a bank

account or address in an offshore destination

• Large cash withdrawals or payments to

personal accounts

• Large round-sum, one-off payments

• Ask the question (for example in a workshop

of senior marketing and finance people)

‘What is the best way of making facilitation

payments so that we do not get caught out?’

Millions of dollars of bribes were discovered as round-sum amounts to a

front company.  These ‘agency payments’ to the Far East never produced

a result – just a promise of a result. During the project post-mortem it was

discovered that it was likely that most of the money had been spent by the

agent on the import of beer and other provisions intended for the agent’s

wholesale company.

One review unearthed numerous invoices showing that goods were

purchased from the former Soviet Union, the invoices were from a Cypriot

shell-company and the money was paid into a Swiss bank account.

However, senior management had approved the arrangement. During a

discussion on the morality of this practice (in light of the corporate code of

conduct) the head of audit commented, somewhat ironically, ‘We like

morality here – double morality is even better.’

When some rather unusual British Virgin Islands invoices were detected,

the initial reaction of the company was to tell the audit team that this was

an old problem which had been fully investigated and that no more deals

were being done with this company (believed to be the commercial arm of

an organised crime syndicate). However, further analysis of the customer

database revealed a telephone number of a related company, which turned

out to be an unassigned number in the company’s St Petersburg offices,

indicating that the criminals had already infiltrated.

© Hibis Scandinavia A/S
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YZW Corporation Health check pilot #1

3. Corruption within supplier relationships

Red flags Examples of what to test for Case examples

Overcharging by suppliers

Irregularities in the tender and award process

Employee–supplier conflicts of interest

Price fixing/cartels

• Totals of the supplier’s invoice amounts (net

of tax) greatly exceed what is registered in

the purchasing system (or covered by

contracts)

• Sequential supplier invoice numbers

• Employee is a director or owner in a private

company

• The major supplier’s head office address is

an accommodation address, a multiple

accommodation address or even an offshore

shell company

• Supplier invoices show scant details of the

supplier and/or what services have been

provided

Comparison of several purchase orders estimated against invoices showed

that they matched exactly, every time with amounts such as $17 654.34

and $21 320.00. Closer examination showed that the purchase orders were

completed weeks after the invoices were created. The construction

company turned out to be a fifth floor apartment in a salubrious suburb of

a small Italian town. The invoice numbers from the supplier were in no

particular order and appeared to have been made up spontaneously. The

use of a suspicious tax number ‘1234...’ on the invoices (which

subsequently proved the company was also committing tax fraud) gave the

impression that the people behind this fraud had, over time, become

careless (or even arrogant). Templates for the invoices were subsequently

discovered on the plant manager’s computer and the supplier made a full

confession that he would never have got the contract had he not paid

10–20 per cent of the invoice sum to the plant manager.

By analysing orders and invoices it was discovered that supplier A, which

invoiced around $10 million per annum, had order coverage for around 60

per cent of this value. The remaining invoices related to ad hoc work. The

invoices were sequential and deeper analysis showed that the supplier had

been set up a number of years ago to act as an intermediary to handle a

large number of small subcontractors and one-man bands. Supplier A,

which was still only a two-man operation, had turned into a conduit

through which services were sourced. Complaints were now pouring in

from the subcontractors that supplier A had been artificially inflating its

prices whilst only allowing those who paid exorbitant entry fees and

commissions to supply services to the ultimate client.

© Hibis Scandinavia A/S
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YZW Corporation Health check pilot #1

4. Unethical customer behaviour and preferential customer treatment

Red flags Examples of what to test for Case examples

Customers receive goods free of charge or

other special treatment in collusion with

employees

Credit notes are suppressed

Customer orders and receives large amounts

of goods and services and does not pay

(subsequently declaring bankruptcy)

Sales at very low prices to customers which

are in fact ‘grey market’ resellers

• Sales transactions which show consistent net

underpricing to particular customers when

taking all credit notes, low prices, free

deliveries, returns (which may be fictitious)

and delivery costs into account

• Customer addresses showing several

customers sharing the same address or even

bank accounts

• Unusual patterns of visits entertaining on

expense claims

• Customer address is in fact a front company

or ‘drop address’

• Large, unusual credit notes

• Complete absence of credit notes (can

indicate suppression and diversion of funds

to other accounts)

• Scant documentation to support sales orders

Detailed analysis of customer sales revealed that one particular customer

was receiving many deliveries of small quantities of product. What was

especially unusual was that the prices were in most cases lower than those

which the high volume customers were paying. Further analysis revealed

that the supplier was funding the full cost of delivery (sometimes even at

two-minutes notice and a three-hour taxi journey). Investigation uncovered

a collusive relationship between certain managers and the customer.

On first impressions, the star salesman, Mr S, seemed to be achieving high

volume sales at good prices with a small customer with whom he had a

very good relationship. Management questions about why the company

was selling such high volumes to such a small company were met with

plausible if not slightly protective answers from his manager Mr B.

However after performing some fraud detection tests it was found that the

prices that had been shown to management did not include all the credit

notes, returns, free ‘samples’ (several truckloads on some occasions), and

an early payment discount which was granted even though the customer

paid usually after 60 days. When the annual customer ‘bonus’ was taken

into account, it was calculated that Mr S was selling the product at a loss of

around 10% per sale. Further investigation showed that Mr S was actually

behind all the sales orders and was also administering the company’s

financial affairs and bank accounts. It was also shown that the customer

was, in fact, a trading house which sold the product on, in competition with

the company’s main customers and destroying its market share.

© Hibis Scandinavia A/S
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YZW Corporation Health check pilot #1

5. Deliberate incorrect reporting or concealment of losses

Red flags Examples of what to test for Case examples

Unusual and irregular accounting entries

Unrealistic or ‘too good to be true’ figures

• Unusual, loosely controlled balance sheet

accounts (such as ‘999’ accounts) or cost

accounts which are not examined

• Reported figures which are always in line

with budgets

• Large unusual movements and accounting

entries or journals

• Use of offshore companies

When looking at the actual cost of construction and maintenance projects it

was noticed that the maximum variance was plus or minus 0.6 per cent

against the original budget. Closer examination showed that project costs

were being ‘smoothed’ by the chief accountant using a zero value

materials store which was created when surplus materials arose.

An invoice for $500 from a Panamanian offshore registration agent was

examined more closely. This was found to be a company which had been

registered by the local finance director and over time had been used by the

local management as a secret off-book fund and company to pay

commissions, submit orders, and even pay management tax-free bonuses.

© Hibis Scandinavia A/S
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YZW Corporation Health check pilot #1

6. Unethical or inappropriate behaviour by third parties such as consultants

Red flags Examples of what to test for Case examples

Consultants (third parties) steal sensitive

information

Consultants (third parties)  initiate purchases

from own companies

Consultants (third parties) overcharge their

clients

• Consultants who hold directorships in other

companies (including suppliers), whether

they have court judgements against them or a

history of bankrupt companies behind them

• A network of consultants and third parties

controlling key positions

• Common characteristics and hidden

relationships between suppliers, customers

and consultants

• Round-sum invoices for services provided

• Unusual expenditure patterns including

expenses and travel

A consultant had for several years been the key to the development and

maintenance of a company’s customer management system. During a

fraud profiling workshop the system was identified as a key asset and

consultants (in general) were identified as potential fraudsters. As part of

the remedial action following the workshop, background screening

revealed that the consultant had been convicted on at least one occasion for

misusing the intellectual property of his clients.

A consultant who held the position of Stock Accountant, wrote off surplus

stock and sold it in the Far East through his secret materials management

company.

A consultant acting as deputy project manager on a construction project,

steered millions of dollars of purchasing to his affiliated company.

A sequential test on invoices submitted by a consultant, who also occupied

a senior management position, showed that he also added a sum for three

mugs of tea on each invoice. A healthy suspicion as to why anyone

invoicing $20 000 per month would include such trivial expenses on his

invoice led to the company discovering that ‘Mr 3 Mugs of Tea’ was also

a paid director of one of his employer’s key service suppliers.
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YZW Corporation Health check pilot #1

7. Misappropriation and manipulation of inventories

Red flags Examples of what to test for Case examples

Missing goods (presumed stolen)

Deliberate write-downs of stock to scrap or

zero value and sale on market

Misuse of inventory and logistics process for

the purposes of a concealed ‘business within

a business’

• In-depth analysis of major projects

• Scrutiny of materials certificates

• Analysis of inventory movement codes

• Analysis of warehouse records

Analysis of warehouse records showed large numbers of stock write-offs

for a particular warehouse. This had initially not been seen as significant,

as warehouse stock write-offs were generally high. However, when

reviewed in more detail it could be shown that delivery notes were raised

and then cancelled within the system, and goods had been leaving the

premises anyway.

Examination of materials certificates showed that a large number had been

faxed in and no original had followed. Careful scrutiny of these faxes and

certain dates indicated that they may have been altered. Further analysis

and investigation identified the companies which had sent in the materials

to be front companies.

Analysis of stock movement codes identified a code with the prefix ‘XX’.

Further enquiry identified these as returns of consumer goods (such as

fridges, TVs and microwave ovens) which had been ordered by staff

working on an offshore oil platform.

The goods were sent to the platform by helicopter and then returned by

supply boat as ‘not required’. The employees actually did pay for the

goods but had invented this scheme as a way of avoiding sales tax. (The

XX code was not reported in any system). The logistics costs of this

‘harmless operation’ were exorbitant.
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YZW Corporation Diagnostic reports from a corporate health check

Example diagnostic reports from a corporate health check

These two diagnostic reports illustrate the nature and extent of the results of a

corporate health check. When trying to identify the red flags of fraud and

corruption, maintain confidentiality and discretion, minimise disruption, and work

with limited resources, it is essential that tests are used selectively. The phrase

‘follow the money’ (which gained recognition during the Watergate Scandal in the

USA in the 1970s) should be borne in mind when examining suspicious

transactions.

By closely examining money which comes in and goes out of YZW Corporation,

and the patterns inherent within these transactions, it is possible to apply a select

number of tests to detect the possible footprint of fraud and corruption. The tests

performed are shown in the vertical columns to the right of Diagnostic Report #1

(Payments) and Diagnostic Report #2 (Receipts). Results are then analysed,

correlated and interpreted.

The examples described are based on cases which were discovered by real health

checks. All names and references to persons are fictitious. The reports are samples

only and in reality can be several pages long.
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         YZW Corporation - Health Check 200Y

     Sample Diagnostic Report #1

Payments and accounts payable transactions 

( August 200X - September 200Y)

           Transactions

Supplier invoices, credit notes and manual payments

Number 1,100,245

Value 270,130,532

Suppliers in use (in period) 14739

Evaluation Criteria

     ?

Primary Selection Criteria

Secondary Selection Criteria

No further action required

Discuss, review findings, review and follow up

Should review in detail

Should review and possibly follow up
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Evaluation
Supplier

no.
Supplier name

Date of 
sample
invoice

Sample
invoice

no.
Curr. Amount

Total amount 
invoiced from 
this supplier

(1 Aug 200X - 
30 Sept 
200Y)

No of 
invoices

and credit 
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period
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Main indicators or issues

1

0000239321

CREMONA
ELECTRONICS GMBH

23.01.200Y 76 GBP 2,291.00 264,833.00 109 Very little information was available about this 
supplier. It appears to operate from a terraced 
house in the city of XXXXXXXXX. Company 
searches indicate that the company has not filed 
accounts for 19 months and is due to be struck off 
for non-compliance in five months time.

2

0003813074

A AND Z 
INTERNATIONAL LTD

N/A N/A N/A N/A 1,200,272.96 1,123 In spite of being a major supplier to YZW, this 
company appears to be registered as having 3 
employees. In addition the company was set up 
on 01.05.200X and in a short time appears to 
have become a major supplier. So far no formal 
contracts with A and Z have been found.

3

000030634

TONY NEWMAN LTD

08.03.200X 1285 GBP 4,465.00 540,252.00 119 The invoice reviewed is poorly specified, no order 
number or address information is included. 
However, an order number appears to have been 
added at YZW. It appears that the supplier is not 
registered in the UK Companies House. There is 
no listed website or email address on Google.com 
or 192.co.uk. The home address of Mr Andrew 
JONES is identical to the supplier address. 
According to the telephone catalogue of YZW, a 
Mr Andrew Jones works in Dept 200380 as 
Manager Logistics and Transportation.
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Evaluation
Supplier

no.
Supplier name

Date of 
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Main indicators or issues

4

000030099

K&J WALTHAMSTOW 
AND PARTNERS

04.03.200Y 247A GBP 2,856.90 3,010,911.00 1,153 The invoice reviewed makes no references to a 
purchase order or contract. A number of potential 
duplicate invoices were identified. Company 
research indicates the company was established
in 1991 and has been a long term supplier to 
YZW.
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Evaluation
Supplier

no.
Supplier name

Date of 
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invoice

no.
Curr. Amount
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Main indicators or issues

5

000030845

ABC CARTELOMA LTD

27.05.200Y A-74-3265 GBP 10,000.00 1,220,300.00 35 There appears to be very little available 
information on ABC Carteloma Ltd. The company 
appears to be some form of consultancy or trading 
company operating from a host of "office hotels" in 
the UK, the Channel Islands, Monaco, Cyprus, the 
Bahamas and Moscow. The web page referred to 
on the invoice, www.cartelomainternational.net 
was under construction at the time the Health 
Check was performed. It is not clear from the 
sample invoice(s) examined what services have 
been provided. The invoice refers to an email 
address cartelomainternational@rambler.ru.

6

000012532

ARLINGTON
CONSULTANTS INC

29.04.200Y 09389-
77734

USD 120,000.00 ? 2 The payment has been booked directly into the 
General Ledger, bypassing the Accounts Payable 
System.The supporting documentation is an e-
mail with a reference to the company. Initial 
research indicates that Arlington Consultants is 
registered in Panama with a New York 
correspondance address and the money was paid 
into a bank account in Switzerland. One other 
similar manual payment to this account has been 
found so far.

www.cartelomainternational.net
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Evaluation
Supplier

no.
Supplier name

Date of 
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Main indicators or issues

7

0000302454

BILL SMITH

28.07.200Y 261 GBP 5,000.00 173,225.00 52 The invoice reviewed appears to cover 5 
purchase orders (written on the invoice). 
Information about the supplier only includes what 
appears to be a private name and address. The 
company is not listed in the companies register 
and the address on the invoice coincides with a 
Ms Alyson Burge, a Sales Assistant currently 
employed in YZW's NNNNNN office.

8

0000132663

FVB MANAGED 
SERVICES LIMITED

04.12.200X 499 GBP 259,957.53 3,091,215.49 53 According to Companies House, FVB Managed 
Services is a Business and Management 
Consultancy but research indicates that the 
company may be in financial trouble.  Press 
articles allude to impending civil and criminal 
charges against the former Chairman and founder 
Mr Frenton van Boler for misleading the 
shareholders, false reporting and embezzlement.
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Evaluation
Supplier

no.
Supplier name

Date of 
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no.
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Total amount 
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Main indicators or issues

9

0000301069

FIDEL AB

24.12.200X PK162/FT EUR 22,190.76 2,278,608.00 317 The supplier appears to be significantly dependent 
on YZW.  Although the head office is in 
Stockholm, Sweden the contact address and 
telephone number on file matches exactly the 
address of the consultancy company Swedecraft 
Ltd (reference case #25). Many of the payments to
Fidel are made up to 20 days before the due date 
and up to three bank accounts (in Sweden, the UK 
and Jersey) have been used.  Cursory research 
indicates that the company is part of the CASCO 
group.

10

0000305052

GLOBAL SERVICE 
GROUP LTD

05.01.200Y 5001965 EUR 21,823.00 127,402.00 8 The invoice itself is poorly specified and provides 
very little additional information about the Global 
Service Group Ltd or what it does. However it 
appears that reference is made to a contract with 
the Molvanian Sea and Rail Freight Co. made by 
YZW Corporation in 200W.  Initial research (ref: 
Molvania: Calauro, Gleisner and Sitch) indicate 
that the country is landlocked and has a limited rail
network.
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Evaluation
Supplier

no.
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Main indicators or issues

11

     ? 0000304035

NEW MASTER AND 
SLAVE LTD

09.05.200Y 4553 GBP 5,980.28 123,250.00 681 Very little information was available about this 
supplier. The invoice appears to be very poorly 
specified. It appears to be related to the 
construction of premises.

12

0000308351

BRIAN JONES 
MERCHANTS LTD

24.05.200Y 764 GBP 10,868.75 2,080,542.28 683 Company details indicate that the the company 
Brian Jones Merchants went into voluntary 
liquidation on 21.03.200Y



164
F

ra
u

d
 a

n
d

 C
o

rru
p

tio
n

         YZW Corporation - Health Check 200Y

     Sample Diagnostic Report # 2

Receipts and accounts recievable transactions 

( August 200X - September 200Y)

           Transactions

Customer invoices, credit notes and miscellaneous receipts
Number 1,100,245
Value 303,986,839

Active customers (in period) 5751

Evaluation Criteria

     ?

Primary Selection Criteria

Secondary Selection Criteria

No further action required

Review and discuss next steps

Need to review

Review before closing out
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Evaluation
Customer / 
Recipient

no.
Customer name (s)

Date of 
sample

transaction
Curr. Amount
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Summary

1

C-2008654-1

WEISS HANDELL AG

07.02.200Y EUR 75,012.00 26,483,301.00 1,300 Large volumes of a multitude of products have been sold to 
Weiss Handell AG. It appears that  Weiss has been sold to at 
prices equivalent to those reserved for manufacturing and 
development partners. Information collected on Weiss 
Handell indicates that they are a trading company employing 
10 people and are selling at lower prices to customers of 
YZW Corporation in the open market.

2

C-6008348-0

MOLTON
COMMERCIALS

INTERNATIONAL

23.12.200X GBP N/A 1,200,272.96 1,123 The invoice samples show that YZW is selling equipment and 
providing services at rates up to 50% below normal market 
rates to Molton Commericals. Some used equipment is being 
provided Free of Charge. Molton Commercials appears to 
exhibit all the characteristics of an authorised reseller of YZW 
Corporation. However, enquiries to date show that no such 
reseller agreement exists.

3

C-2004356-0

NAVONA ILLIAS PTY, 
BERNT ANKER AS, 
WHYCLIFFE LTD, 

ANDERSEN TOOLS 
INC

various EUR N/A 97,183.00 460 It appears that invoices to these customers are regularly 
being sent out with incorrect prices, hence the unusually 
large number of credit notes. Approximately 70% of the errors 
are for pricing which is too high. All customers appear to 
pertain to the salesman Mr Ronald Navarro, based in 
XXXXXX.
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Evaluation
Customer / 
Recipient

no.
Customer name (s)
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Summary

4

C-4007392-1
C-4007345-0
C-9990000-0
C-4006539-1

VARIOUS
CUSTOMERS
(Pertaining to 

salesman Harry L)

various USD N/A 120,321.00 119 Analysis of sales to certain customers pertaining to salesman 
number 824 in the XXXXX region shows that low volumes of 
product are being sold to these particular customers at 
wholesale prices. Freight costs are also denoted as "Free of 
Charge". Many of the customers are located within a 5 mile 
radius of Mr Harry L's home address.

5

C-9006434-0

MEENATAR TRADING 
LTD

01.08.200Y GBP 65,291.00 3,010,911.00 754 A number of companies appear to be operating from this 
address. Sales patterns indicate shipments have increased 
significantly in the last 3 months but payments from this 
customer have virtually ceased. According to 
correspondence files reviewed and information found on the 
internet it appears that the main company at this address, 
Meenatar Trading Ltd is experiencing serious financial 
difficulties and is in danger of going bankrupt.
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Evaluation
Customer / 
Recipient
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Summary

6

C-6004826-0

ACTON MERIT (BVI ) 
LTD

14.07.200Y USD 400,100.00 5,002,200.00 14 The receipt in question is from a company, ostensibly based 
in the British Virgin Islands. The money has been paid out of 
a Swiss Bank Account pertaining to this company. There are 
no indications on the other payments which were examined, 
or in the customers master files as to who the actual 
customer (and recipient of the goods) were, and in which 
country they were located. 

7 MODENA
COMMERCIALE SPA

12.02.200Y EUR 120,000.00 3,720,632.00 135 Although there is a large volume of low-priced goods being 
delivered it appears that these are "seconds" or "off-spec". 
Modena Commerciale SPA is a small company which trades 
product and has an associated finance company "Modena 
International Finance SPA". The product is marked as 
originating from the XXXX plant. What is unusual is that the 
recorded volume of off-spec produced by the plant in the 
period is less than half of the volume sale to Modena 
Commerciale SPA. All transactions are controlled by the 
salesman Mr Francis Goodname.
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Customer / 
Recipient

no.
Customer name (s)
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Summary

8

C-300-6478-1

HAIDER AND HAIDER 
MANUFACTURING

N/A USD N/A 50,000,000.00 310 There appear to be virtually no credit notes booked against 
this customer's account. At the accounting centre we were 
informed that when the customer makes a genuine complaint 
the credit notes are produced but not sent and are booked to 
an account called the Rosebud account. Payments are made 
out against this account. Furthermore we are informed that 
when revenues are booked against this customer, 1.5% of 
these revenues are re-booked to the Rosebud account.
Apparently this practice has been taking place for many 
years.

9

C-300-6360-1

FAR EAST CABLE 
SUPPLY

08.09.200Y USD 5,000.00 173,225.00 123 The large number of credit notes appear to indicate that this 
has been a very unprofitable supply contract. Enquiries 
indicate that when faults are discovered, goods are not 
returned due to the high freight costs.

© Hibis Scandinavia A/S



APPENDIX9 Elements of a Fraud and
Corruption Resistance
Assessment System1

Element Name and description

1 The tone at the top

This element evaluates the degree and effectiveness of senior management’s

commitment to preventing fraud and corruption. The tone set at the top of an

organization regarding fraud and corruption prevention has a crucial effect throughout

the rest of the organization. This element explores the role of senior management in

setting the ‘tone at the top’, and how the message that fraud and corruption will not be

tolerated is communicated throughout the organization. Demonstrating commitment to

fraud and corruption prevention is management’s responsibility. It needs to be visible

to all employees, credible, embedded in the organizational culture and also visible to

external parties. 

2 Fraud and corruption risk assessment

A thorough understanding of fraud and corruption risk across the organization is a pre-

requisite for effective prevention. The assessment involves the systematic identi-

fication and ranking of those fraud and corruption risks which can and do affect the

organization at all levels. Fraud and corruption risk assessment involves looking at

how resistant the controls are to specific methods of fraud and corruption. The purpose

of this element is to evaluate the extent to which the organization’s ability to resist

fraud and corruption has been assessed.

3 Fraud and corruption risk treatment

Once fraud and corruption opportunities have been assessed, effective and mitigating

measures have to be put in place by all levels of management, from the top down.

Treatment in the form of a strategic plan and management responses will lead to a

reduced risk of fraud and corruption as well as a significantly increased chance of early

detection. The purpose of this element is to measure the degree and effectiveness of

mitigating measures.

© Det Norske Veritas

1. Reproduced by kind permission of Det Norske Veritas (DNV), an international certification and assessment agency. In

2005, the authors were external participants in a DNV project initiated to design, develop and pilot a Fraud and

Corruption Resistance Assessment System.



Element Name and description

4 Implementation of controls

The implementation of internal control measures should correspond to the specific

fraud and corruption risks which have been identified and documented. In addition

certain fundamental controls such as screening of employees, channels for reporting of

malpractice and protection of assets need to be working effectively. Unnecessary or

redundant controls should be identified and eliminated. The nature and purpose behind

corporate governance regulations needs to be recognized by management and properly

embedded within the organization. The purpose of this element is to measure the

degree and evaluate the effectiveness of how the anti-fraud and corruption controls

have been implemented.

5 Training and awareness programmes

Awareness of fraud and corruption risks is a key component of fraud and corruption

prevention. Training programmes should be practical in nature, cover a wide spectrum

of risks and apply to all employees as well as involved third parties. Training

programmes should form part of the organization’s ongoing practices and should allow

feedback and sharing of information and best practices. The purpose of this element is

to measure the degree and evaluate the effectiveness of the organization’s fraud and

corruption training and awareness programmes.

6 Risk follow-up

A system should exist to ensure that fraud and corruption risks are regularly followed

up by the correct level of management based on the risk level. Fraud risks should also

be re-evaluated whenever major change initiatives are introduced, for example, new or

re-engineered products or processes. A mechanism should be in place for situations

where line managers believe that a change initiative has created unacceptable fraud

risks. The purpose of this element is to measure the degree and effectiveness of how

fraud and corruption risks are being followed up.

7 Internal audit process

All organizations require some form of independent function to ensure that controls are

working and that anti-fraud and -corruption measures are functioning as intended. This

function is usually referred to as ‘internal audit’. The internal audit function should

have a clear mandate, be staffed by appropriately experienced and qualified personnel,

and spend a proportion of its time on anti-fraud and -corruption activities. The purpose

of this element is to measure the degree and effectiveness of the internal audit

processes with respect to fraud and corruption controls.

8 Monitoring of the executive board

The board of directors has primary responsibility for setting the fraud and corruption

risk management strategy. The audit committee is responsible for actively overseeing

the effectiveness of implementation of that strategy. The audit committee is also

responsible for arranging and reviewing an annual fraud and corruption risk
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Element Name and description

assessment covering the board of directors and senior management. The purpose of this

element is to measure and evaluate the degree of monitoring of the executive board and

senior management.

9 (Proactive) Monitoring and detection

Proactive fraud and corruption detection is a key element in the risk management

strategy, either to prevent illicit activity succeeding in the first place or to catch it in its

infancy. Tests and triggers, which assist in the early detection of the symptoms of fraud

and corruption, should be embedded into the organization’s communication policies as

well as procedures and systems. The purpose of this element is to measure the degree

and effectiveness of the monitoring and detection processes.

10 Management of incidents

Management of incidents involves the methodical investigation and examination of

incidents of potential fraud and corruption as well as the actions taken to remedy the

problems observed. This should also include identifying and treating the root causes of

problems and not just the symptoms. The purpose of this element is to measure and

evaluate the degree and effectiveness of management systems and practices for

managing incidents of potential fraud and corruption.

11 Learning from events

All recognized incidents of fraud and corruption provide the organization and its

management with opportunities for improvements. By evaluating how and why

incidents of fraud and corruption occurred the organization can learn what is required

to prevent them recurring. The purpose of this element is to assess the extent and

effectiveness of the systems for recording and follow-up of incidents, feedback to key

support functions, and the methods of dissemination of information and experiences.

12 Measuring results and review of actions

All stakeholders including owners, audit committees, non-executive directors,

regulators, financial institutions, governments and non-governmental organizations

have different requirements and interests in respect of the prevention, management and

reporting of fraud and corruption. The purpose of this element is to measure the quality,

extent, effectiveness and consistency of the reporting of fraud- and corruption-related

risks, incidents and follow up actions to the stakeholders.
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APPENDIX10 Fraud and Corruption
Library
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Fraud and Corruption Library

Library of common generic methods of fraud and corruption

The Fraud and Corruption Library is an aide-memoire to the assessor guidelines for the fraud and corruption resistance rating protocol. The library has been
distilled from hundreds of different methods of fraud and corruption which have occurred in the past. In order to understand which methods of fraud and
corruption would work best in the company, it is necessary for assessors to put themselves in the position of a potential criminal (insider/outsider or both) and
identify methods which would bypass any defences (or controls) which exist. This 'thinking like a thief' concept is fundamental to being able to evaluate which
methods of fraud would work best, and whether these actually have been recognized by the organisation. The generic methods in this library should provide
the assessor with a starting point for evaluating some of the most common frauds and how these would be committed against the company which they are
reviewing. This library should not be used as a definitive checklist: assessors should continually look for variations or new methods not listed.

How to use this library

© Hibis Scandinavia A/S / Det Norske Veritas
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Employees inflate project budget and submits invoices from their own 
company without any budget overrun. 

Overcharging by a long-term supplier(s) which the company is dependent 
on.

Subcontractors or employees register excess hours on projects to achieve
fraudulent payment of overtime.

Supplier overcharging for 'ghost hours', which are spent working on private 
projects for employees. 

Insertion by suppliers of additional hidden costs which are not part of 
contracts. The company does not identify the overcharging, which is kept 
within budget.

Supplier uses group invoicing where costs allocated to different projects
are included on the same invoice, in order to be able to hide false costs. 

Payment of false invoices/costs, due to lack of specification on a supplier 
invoice.

Payment of duplicate invoices from a supplier to another bank account.
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Internal customer orders are made for a higher amount than necessary. 
The supplier and the internal customer split the surplus.

Internal employees and external suppliers or consultants cooperate and 
systematically overcharge the company.

Highly specialized consultants are easily able to add to real hours spent, 
budget increases, etc., because of a lack of knowledge of the particular 
discipline in the company. 

An agreement between an employee and a supplier that 2-3% of a 
payment or order amount wil be transferred to an offshore bank account. 

An employee ensures a dependent relationship between a 'friendly' 
supplier and the company.

Employees with approval rights collude and submit fictitious invoices or 
invoices from suppliers owned by employees. 

Employee from accounts receivable department writes false credit notes to
customers with number of personal account or of an account of a company
controlled by the employee.
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Fictitious invoices are created, sent in, inserted into the payment stream 
approved. (As long as invoices are either installed, meet certain electronic 
approval criteria and are for relatively small amounts, they get paid 
automatically and get lost in the budgets). 

An employee hires a fictitious person and directs payments to own account. 

Payment of purchases made by a non-employee.

An external or internal person creates a false fax by pasting genuine 
signatures on and then sends it to the bank to make a payment to an 
account set up to look like a genuine account.

An internal person steals passwords to payment systems and then inputs a 
series of payments to own account.

An internal person creates a false payment instruction with forged 
signatures and submits it for processing. Similarly, an external person 
sends in a false payment instruction as if it was from a genuine supplier or 
customer.

An external or internal person steals blank cheques, forges the signatures 
and cashes the cheques through an account set up to look like a genuine 
account.
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Stealing incoming cheques and cash through an account set up to look like 
a bona fide payee.

A person sends a false email payment request together with a hard-copy 
printout with a forged approval signature for processing.

A manager instructs staff to transfer maturing funds to his or her own bank 
account set up to look like a company account.

Taking advantage of the lack of time which typically occurs during book 
closing to get fake invoices approved and paid.

Employee establishes and uses own consultancy company (for personal
gain) which conflicts with the company's interests.

Private expenses added to travel expense claims or invoices.

Purchase of additional (unnecessary) items that can be sold to third parties
or used privately.

Private use of company cars and other vehicles.

Private use of tools and other material.

Approval of invoices of private expenses by an employee.
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In an application process a manager chooses to hire someone very close 
(husband, brother, etc) over another qualified applicant. 

Purchasing company cars at a low price and selling them at a higher price.

Inadvertant leakage of sensitive information by giving people the 
opportunity to look at company documents at airports, on airplanes, in taxis 
or other public places (like the Internet).

Sale of critical bid information, contract details or other sensitive
information to a competitor.

Selling or providing critical bid information to a potential bidder in a tender
process.

Transfer of knowledge to a competitor by an employee who eventually joins
the competitor's company.

Use of inside privileged knowledge for trading of shares in either the 
company or a partner, supplier, customer or other associated listed 
company.

Payment of agency / facilitation fees (also known as bribes) in order to 
secure a contract.

Payments (bribery) to customs officials, tax inspectors, etc.



180
F

ra
u

d
 a

n
d

 C
o

rru
p

tio
n

© Hibis Scandinavia A/S / Det Norske Veritas

Method of fraud/corruption

1
-

C
or

po
ra

te
(in

cl
ud

es
sh

ar
e

an
d

in
ve

st
m

en
t t

ra
ns

ac
tio

ns
, m

aj
or

ac
qu

is
iti

on
s

an
d

di
sp

os
al

s,
et

c)
2

-
A

cc
ou

nt
in

g
(m

an
ip

ul
at

io
n

of
th

e

fin
an

ci
al

re
co

rd
s)

3
-

P
ro

pe
rt

y
an

d
m

aj
or

as
se

t
m

an
ag

em
en

t
4

-
H

um
an

re
so

ur
ce

s,
re

cr
ui

tin
g,

pa
yr

ol
l a

nd
us

e
of

co
ns

ul
ta

nt
s

5
-

P
ro

cu
re

m
en

t a
nd

pu
rc

ha
si

ng
6

-
O

ut
so

ur
ci

ng
/ l

ar
ge

se
rv

ic
e

co
nt

ra
ct

s
7

-
T

re
as

ur
y

an
d

co
rp

or
at

e
fin

an
ce

8
-

P
ay

m
en

ts
(t

o
su

pp
lie

rs
,

em
pl

oy
ee

s,
et

c)
9

-
In

ve
nt

or
y

10
-

Lo
gi

st
ic

s
an

d
tr

an
sp

or
ta

tio
n

11
-

S
al

es
an

d
m

ar
ke

tin
g

12
-

In
fo

rm
at

io
n

te
ch

no
lo

gy
an

d
sy

st
em

s
13

-
O

th
er

, t
o

be
ad

de
d

as
re

qu
ire

d
-

In
fla

tio
n

of
fig

ur
es

/ a
ss

et
s

Kickbacks paid to senior management in relation to the acquisition of a new 
business or company.

Kickbacks paid to senior management in relation to disposal / sale of a part 
of the business.

An employee agrees to sell company-owned property at a value below 
market value either to receive a kickback in return or in order to sell to the 
company at a higher price in the future.

Purchase of property at a value which is higher than market value in 
exchange for a kickback.

Supplier and employee collude in connection with procurement and award 
of contracts and orders.

Sale (or theft) of the company's services or products below market price.

Selling products (for example specific parts used for industrial purposes) at 
a very low price to an arranged network of buyers. 

IT person or other employee accesses a batch file of payment instructions 
being transferred from an accounting system to a payment system and 
alters bank account details to divert the payments to own account.
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An IT person (or other suitable skilled employee) accesses a file containing 
static data and alters the bank account details to divert payments to own 
account.

Inflation of sales figures which are credited out after the year end.

Inflation of balance sheet asset values.
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